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FROM THE EDITORS 


Learning from the Hackers 


Y: 


ou Ve found a vulnerability in certain widely used e-mail programs 
that could let vandals wreck computers by remote control. An¬ 
nouncing your discovery will allow programmers to fix this prob¬ 
lem, but it will also tip off would-be saboteurs. To publish or not to publish? 

This past summer some experts faced that dilemma. They wisely chose 
to tell the world. Fixes were written and distributed quickly, and as of this 
writing, no one seems to have exploited the weakness. 

We faced a similar decision over Carolyn P. MeineRs article on page 70, 
“How Hackers Break In ... and How They Are Caught.” Meinel de¬ 
scribes how a fictional hacker might penetrate a corporation’s computer 

system. Is publishing it irresponsible? 
Obviously, we think not. Improving the 
security of networked computers is cru¬ 
cial. We can best inform readers about 
how to defend themselves by explaining 
what attacks to expect. 

Serious hackers already know these se¬ 
crets. Anyone who wants to know how 
to crack a system can get ail the advice 
he (or, rarely, she) needs on Web sites 
and bulletin boards. The software equiv¬ 
alents of crowbars and lockpicks are 
available on-line. Hackers don't need to 
be programmers these days any more 
than burglars need to be architects. 

And cracking a system doesn’t take a 
criminal mastermind when the autho¬ 
rized users arc locking the front door with masking tape and string. Every 
person on a network who chooses an obvious password or, worse, patch¬ 
es in an unguarded phone line is shaving years off the life of some poor 
system a d m i n i strator. 



HIGH-TECH BURGLARS 
don’t need to be programmers. 


H ere is how mainstream hacking has become: thousands of hackers 
gather in Las Vegas every summer for a meeting called Def Con. (Re¬ 
ality check: subversive groups don’t hold annual conventions in Vegas.) 
Luckily, most hackers are more curious and adventurous than malicious 
and so are willing to share their knowledge o.f the Internet’s soft underbel¬ 
ly. Smart corporations, law enforcers and the military are listening. 

We all should be. Vulnerability to hacking is not a passing phase. No 
matter how strong the firewalls around systems, some people will always 
try to break in—and administrators will retaliate with stronger walls. 

Vigilance and prudence can keep malicious hacking in check. Reading 
our special report on computer security and the Internet is a good way to 
start. Then think about changing your passwords—but for heaven’s sake, 
stay away from birthdays, J.R.R. Tolkien characters and Star Trek references! 


JOHN RENNIE, Editor in Chief 
editors@sciam.com 
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LETTERS TO THE EDITORS 


O ne story—really, one sentence—in the June issue irritated many read- 
ers. In "Millennium Bug Zapper" in the News and Analysis section, 
staff writer Afden Hayashi remarked that there is "only a year and a half left 
until the new millennium"—meaning, of course, that 2000, not 2001, marks 
the historic turning point John Raboid of Oakland, Calif,, wrote in exaspera¬ 
tion, "Has even Scientific American capitulated to mass opinion about the 
year 2000?" In reply, we might cite Stephen Jay Gould's recent book Ques¬ 
tioning the Millennium. Gould predicts that, at least this time, the popular 
view {the new millennium begins in 2000) will win out over the purist view 
(it starts in 2001). Gould's book offers several rationales in support of mark¬ 
ing the transition in 2000: that the first decade of the first century had only 
nine years, or that the year 1 B.C.is equivalent to A.D.0, so there really was a 
year 0. For people who find these explanations flippant, Gould writes, "Arbi¬ 
trary problems without conceivable final answers require consistent but ar¬ 
bitrary solutions." The rest of the issue also prompted interesting, though 
not quite so heated, comments from readers. 


DEALING WITH DEPRESSION 

C harles B. Ncmeroff provided an in¬ 
teresting and thought-provoking 
article in “The Neurobiology of Depres¬ 
sion’ 1 [June]. Without question, our un¬ 
derstanding is advanced by research into 
the biology of this tragic condition, and 
better treatments are almost sure to fol¬ 
low. But Nemeroff’s statement that “of¬ 
ten psychotherapy is needed |as a treat¬ 
ment] as well, hut it usually is not suffi¬ 
cient by itself, especially if the depression 
is fairly severe” may lead readers to con¬ 
clude that psychotherapy is less effective 
than medication and that their combi¬ 
nation provides a better outcome than 
either treatment alone. 

This space is clearly not the forum to 
debate the relative merits of therapies, 
hut the bulk of the evidence does sug¬ 
gest three important conclusions. Psy¬ 
chotherapy and medication are both 
helpful in the treatment of depres¬ 
sion; there is no clear evidence that 
one is superior to the other. And de¬ 
spite what common sense would 
dictate, a combination of psycho¬ 
therapy and medication does nor ap¬ 
pear to be more effective than either * 
alone. Finally, neither treatment is ^ 
effective enough—a large percentage | 
of patients receive little or no benefit | 
from either method, resulting in un- * 
acceptably high relapse rates. It is, of 
course, the third conclusion that re¬ 
ally matters. It is through the re¬ 


search efforts of Ncmeroff and his col¬ 
leagues that widely effective, durable 
treatments for depression will be found. 

DIRK ELTING 
Nebraska Health and 
Human Services System 
Norfolk, Neb. 

Nemeraff replies: 

I appreciate Firing’s comments on my 
article. I agree that space constraints 
preclude a comprehensive discussion of 
the use of antidepressants and psycho¬ 
therapy alone or in combination. I 
would like to make a few points, how¬ 
ever. First, there is increasing evidence 
that both psychotherapy and pharma¬ 
cotherapy are biological interventions 
in the sense that they produce changes 
in brain function. Second, my reading 
of the limited literature suggests that 
the most severe forms of depression— 



TREATING DEPRESSION 
can involve either psychotherapy or 
medication, ora combination of both. 


psychotic depression and melancholia— 
respond best to pharmacotherapy, Fi¬ 
nally, there is evidence that the combi¬ 
nation of pharmacotherapy and psy¬ 
chotherapy is more effective than either 
method alone. El ting’s point that many 
patients do not respond to any treat¬ 
ment is indeed true and will be the sub¬ 
ject of a large study, sponsored by the 
National Institute of Mental Health, 
currently being planned. 

EFFECTS OF AQUACULTURE 

B ecause my name was associated with 
the June article “Shrimp Aquacul¬ 
ture and the Environment,” by Claude 
E. Boyd and Jason W. Clay (1 took sev¬ 
eral of the photographs that appeared in 
the article), I want to respond to some 
of the authors’ points. The article con¬ 
centrates mainly on the technical short¬ 
comings of shrimp aquaculture as well 
as a few environmental consequences. 
All the technical fixes in the world won’t 
amount to much if the rights of local 
populations are compromised. Thou¬ 
sands of people have been forced from 
their land by the encroachment of 
shrimp aquaculture in Asia and Latin 
America, in part because of salinated 
drinking water, failing agricultural crop¬ 
lands, declining fisheries and mounting 
environmental degradation. Certainly, 
technological fixes are needed. But issues 
of social justice are more complicated 
and yet most important to solve now. 

ALFREDO QUARTO 
Co-director, Mangrove Action Project 
Port Angeles, Wash. 

ALCOHOL THROUGH THE AGES 

W hile reading the June article by 
Beit L. Vallcc entitled “Alcohol 
in the Western World,” I came across 
the statement that “Western civilization 
has wine and beer to thank for nourish¬ 
ment and hydration during most of the 
past 10,000 years.” But in my high 
school class this year on human anato¬ 
my and physiology, 1 learned that alco¬ 
hol dehydrates you. Thus, people who 
arc planning to drink a lot of alcohol 
also need to drink a lot of water. 

BLAKE GOOD 
West Bethesda, Md. 
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Although it is certainly true that there 
is considerable biblical evidence for con* 
sumption of wine, Vallee hasn't looked 
as closely as he should for evidence of 
consumption of water He states that 
“both the Old and New Testaments are 
virtually devoid of references to water 
as a common human beverage.” Yet I 
found 15 references to consumption of 
water in less than an hour—including 
Genesis 21:14, “Abraham took some 
food and a skin of water and gave them 
to HagarT And John 4:7 reads, “When 
a Samaritan woman came to draw wa¬ 
ter, Jesus said to her, L Will you give me a 
drink? 1 ” (Both passages are quoted 
from the New International Version.) 

MARTIN LaBAR 
Southern Wesleyan University 

The Editors reply: 

Goud is getting a good education— 
drinking alcohol certainly dehydrates 
you. As noted in the article, however, 
“alcoholic drinks were diluted with the 
sullied water supply.” The amount of 
water mixed with alcohol more than 
made up for any dehydrating effect. As 
for the biblical references, although 
there are passages concerning water fit 
for drinking, in many of them clean 
water is held in high esteem, suggesting 
that it was hard to find. For instance, 
Revelation 22:1 reads, “Then the angel 
showed me the river of the water of life, 
as clear as crystal, flowing from the 
throne of God and of the Lamb.” 

LOSS OF POWER 

R egarding the “Cracking a Combina¬ 
tion” caption on page 55 in “Quan¬ 
tum Computing with Molecules,” by 
Neil Gershenfeld and Isaac L, Chuang 
[June], shouldn't it read, “On average, 
an n- bit lock requires ^lz tries” before 
you stumble on the correct combina¬ 
tion (rather than just V 2 )? 

MATTFANTE 
Annapolis, Md. 

Editors' note: 

Fante is correct. We apologize for the 
confusion. 

Letters to the editors should be sent 
hy e-mail to editors@sciam.com or by 
post to Scientific American, 415 Madi¬ 
son Ave., New York , NY 10017 . Let¬ 
ters may he edited for length and clarity. 
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50, 100 AND 150 YEARS AGO 



OCTOBER 1948 

RED SCARE —“During the past year, the federal government 
has found scientists and technical personnel increasingly un¬ 
willing to accept or continue in government jobs. For in¬ 
stance, all but 15 of the 150 outstanding scientists engaged in 
wartime atomic research have quit the government since the 
end of the war. This situation is due (in the words of Presi¬ 
dent Truman) to 'attacks on scientists in the ostensible name 
of security. 5 The president denounced 'the creation of an at¬ 
mosphere in which no man feels safe against the public airing 
of unfounded rumors, gossip and vilification’ as 'the most 
un-American thing we have to contend with today. 5 ” [Edi¬ 
tors' note: Truman himself was partly to blame for this at¬ 
mosphere by ordering loyalty investigations of all govern¬ 
ment employees in March 1947.} 
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Brain control of motor functions 


PSYCHOSURGERY —“Based on the initial work of Egaz 
Moniz and Almeida Lima in Portugal, 2,000 persons in 
North America have been operated on by leucotomy [now 
termed lobotomy] or related techniques. This severing of the 
connecting fibers between the prefrontal region and the tha¬ 
lamic center in the brain stem apparently releases the 'new 5 
brain of the prefrontal region from the emotional dominance 
of the "old 5 brain of the cerebral stem. Whatever the mecha¬ 
nisms involved, there have been amazing transformations of 
violently insane persons into seemingly normal ones. Adverse 
changes can also result, however, which can cause a deterio¬ 
ration in personality.” 


MOTOR HOMUNCULUS —“Our illustration shows a 
schematic interpretation of the brain’s motor area, projected 
on a cross section of a hemisphere. Each of the areas outlined 
by this grotesque manikin is devoted to sending impulses to 
the corresponding part of the body. Parts of the homunculus 
are enlarged or diminished in proportion to how much the 
related part of the body is used. The drawings are from Dr 
Wilder Penfield’s monograph 'The Cerebral Cortex of Man. 5 55 

OCTOBER 1898 

ETHEREAL CHEMISTRY— “Mr. Charles F. Brush read a 
very important paper before the American Association for 
the Advancement of Science, in which he describes extracting 
from the atmosphere a gas which is lighter than hydrogen. 
The new substance has been called 'etherion.’ Mr. Brush says 
that the ability of etherion to conduct heat is fully a hundred 
times as great as that of hydrogen. He also considers that the 
gas reaches out indefinitely into space.” 

DIRIGIBLE BALLOON— “M. De Santos-Dumont, a well- 
known Parisian sportsman, made a highly interesting experi¬ 
ment with an aerostat. It is a cylinder tapered at both ends, is 
82 feet long and is made of extra-light Japan silk rendered 
waterproof. The weight of the balloon, car, engines and rud¬ 
der is 114 pounds. The motor is of the kind usually found on 
automobile tricycles, provided with two superposed cylinders. 
This is said to he the first time that motors of this type have 
been used on aerostats. The aeronaut followed a course to¬ 
ward the Bois dc Boulogne at an altitude of 650 feet before die 
aerostat began losing its rigid form and he was forced to land.” 

OCTOBER 1848 

MODERN BAROMETER —“A new barometer without the 
use of alcohol or mercury has lately been exhibited in Lon¬ 
don and which is said to be a simple, beautiful, and accurate 
indicator of atmospheric changes on an entirely novel princi¬ 
ple | using the action of air pressure on a diaphragm covering 
an evacuated chamber]. It is termed by the inventor, a French 
gentleman, the Aneroid Barometer.” 

FLORIDA WRECKS —“An average of a million dollars* val¬ 
ue is annually wrecked on the Florida Reefs and Keys, for the 
want of an accurate chart of that coast* Although Florida has 
been held by the United States for twenty-seven years, no 
original American chart has ever been made of its dangerous 
coast. Navigators have to depend upon old Spanish charts, 
and those made by the British from 1763 to 1784.” 

FOR MEDICINAL PURPOSES— 1 “Dr. Rennes, of Bergerac, 
advises that leeches should be put for an instant into weak 
wine-and-water, the better for being a little warm, just before 
applying them; no sooner are they laid on than even the most 
sluggish pierce the skin instantly; those even that had been 
for a short time before used immediately attach themselves.” 
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IN FOCUS 

PERSONAL PILLS 

Genetic differences may dictate 
how drugs are prescribed 

E ven before the human genome is fully decoded, aca¬ 
demic and industry researchers have begun to take 
the next step: comparing how genetic information 
varies from individual to individual. The databases compiled 
from these endeavors will provide a record of human migra¬ 
tions and will show how multiple genes contribute to com¬ 
mon diseases. But biotechnology and pharmaceutical compa¬ 
nies also want to use this knowledge to tailor drugs to certain 
groups of patients. A customized pharmaceutical might elim¬ 
inate life-threatening adverse reactions. And knowing how 
genetically distinct individuals react differently to a certain 
compound may reduce the cost of clinical trials by targeting 
only those patients capable of responding to a drug. 

Pharmacogenomics is the term that has evolved to describe 
the use of advanced genetic tools to elucidate how variations 
in patients’ DNA may diminish or amplify drug effects or 
render a pharmaceutical toxic. Earlier this year an article in 
the journal of the American Medical Association estimated 
that adverse drug reactions accounted for more than two 
million hospitalizations and more than 100,000 deaths in 
1994, making them a leading cause of mortality in the U.S. 

Many of the ideas that underlie pharmacogenomics are not 
new. It has been understood for decades that genes affect the 
way patients respond to drugs. Eor instance, pharmaceutical 
researchers sometimes look at how differences in the genes 
for liver enzymes called cytochrome P450 affect how patients 



SINGLE NUCLEOTIDE CHANGE 
alters a protein's amino acid from phenylalanine 
(outlined in green) to serine (yellow outline), an example 
of the type of genetic variation that can affect drug action. 

metabolize a new drug candidate. But until now the genes 
one could study for such variations were few in number. The 
tools for rapidly compiling large compendiurns of the minute 
variations in nucleotides (DNA bases) are of recent vintage. 

Indeed, a race is under way to catalogue genetic variations 
among these single DNA bases, known as single nucleotide 
polymorphisms (SNPs, pronounced “snips”), which can be 
used in characterizing drug responses. The National Institutes 
of Health has launched a $36-million, three-year program to 
collect data on 50,000 to 100,000 SNPs, a new goal for its 
Human Genome Project. The information would be used not 
only to gauge drug responses but also to study disease suscep¬ 
tibility and to conduct basic research on population genetics. 
In midsummer a group of pharmaceutical companies dis¬ 
cussed forming a consortium with the NTH that would supply 
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additional funding and research resources to create an even 
larger public database. One impetus to establish a tie with in¬ 
dustry has been a concern that private attempts to patent 
SNPs could choke off access to data for basic research. "These 
research tools are far upstream of any particular product,” 
notes Francis S. Collins, who oversees the Human Genome 
Project at the NIH. “The public is best served by having diem 
accessible to any researcher who wants to use diem.” 

A pharmaceutical industry collaboration with the NIH 
would promote public access to SNPs, Still, some biotech¬ 
nology companies have rushed to embrace pharmacoge¬ 
nomics by creating private databases. A French company, 
Genset, is testing the DNA of more than 100 people to devel¬ 
op a map of the entire human genome. The Genset map wiU 
contain 60,000 SNPs that are within or near genes that cause 
disease or differing drug reactions. Gensct’s chief genomics 
officer, Daniel Cohen, devised the 
first rough physical map of the hu¬ 
man genome in 1993, 

Abbott Laboratories, a major 
U.S. pharmaceutical manufacturer, 
has invested $20 million in Genset. 

The companies will market SNP 
map data to drug companies that 
wish to pinpoint during clinical tri¬ 
als a common set of variant nu¬ 
cleotides shared by people who do 
not respond to a drug. This infor¬ 
mation could then be used to cre¬ 
ate diagnostic tests to filter out un¬ 
responsive patients. Abbott, in fact, 
is paying Genset an additional 
$22.5 million to help it develop a 
diagnostic test to screen patients 
for zileuton, its own asthma drug, 
which can induce liver toxicity in 3 
percent of patients. Genset is not 
the only one putting together SNP 
databases. In August, Incyte Phar¬ 
maceuticals announced plans to 
purchase Hexagen in Cambridge, 

England, as part of its effort to de¬ 
tect genetic variation. 

The application of rapid tools 
for screening SNPs may eventually 
make it possible to look for the unique signature of an indi¬ 
vidual’s DNA in a matter of hours. Traditional gene-sequenc¬ 
ing technology might take two weeks and $20,000 to screen 
a single patient for variations in 100,000 SNPs, “That’s go¬ 
ing to make this prohibitive to put into a clinical-trial kind of 
system,” noted Robert Lipshutz of DNA chipmaker Affy- 
metrix at the annual meeting of BIO, a biotechnology indus¬ 
try trade group. Affymetrix is testing a chip that can detect 
3,000 SNPs in less than 10 minutes. As the technology pro¬ 
gresses, Affymetrix expects to be able to mill through 100,000 
SNPs dispersed through a patient’s genome in several hours, 
for as little as a few hundred dollars. 

Not everyone wants to assess patient drug response by 
scanning the entire genome, Variagenics in Cambridge, Mass,, 
selects a few target genes thought to be associated with drug 
responses for a given disease, a more established approach 
intended to speed assessment of drug safety and refinement 
of diagnostic tests. “Genes involved in drug action are over¬ 




represented among the genes whose sequences are already 
known,” says Fred D. Ledley, the company’s chief executive. 
To locate SNPs, an enzyme called resol vase scans the selected 
genes. It cots the DNA when it finds a nucleotide that differs 
from a reference sequence. Using these data allows investiga¬ 
tors to glean the genetic profile of patients who experience ill 
effects from a drug. One of Variagenics’s goals is to improve 
the prescription of existing drugs. It is fashioning a test that 
will let physicians adjust the dosage of a widely prescribed 
cancer drug, 5-fluorouradl, that produces severe gastrointes¬ 
tinal side effects in some patients. 

Before genetic profiling for drug prescriptions becomes rou¬ 
tine, pharmacogenomics must overcome other obstacles. In¬ 
dividualizing pharmaceuticals may not necessarily sit well 
with big pharmaceutical companies, which are constantly in 
search of blockbuster drugs to offset multirmllion-dollar de¬ 
velopment costs. A drug tailored to 
a specific subpopulation may frag¬ 
ment and diminish markets. Several 
drugs may be needed for a given 
condition, one for each genetic sub- 
type. This strategy might still work 
if a manufacturer can charge enough 
for each drug. The real push to¬ 
ward pharmacogenomics may be 
driven by managed health care. A 
diagnostic test, even if it does add 
cost, could avoid the expense of to¬ 
day’s trial-and-error methods of 
making multiple doctor’s visits to 
have a prescription adjusted. 

The hazards of placing patients in 
subgroups has not gone unnoticed. 
Without safeguards, health insur¬ 
ance providers might deny cover¬ 
age to those with a certain genetic 
profile—patients for whom a drug is too expensive or for 
whom there is no treatment. The Human Genome Project’s 
Ethical, Legal and Social Implications program will make the 
use of information about genetic variation its “number one 
priority” during the next five years, Collins says. “When 
you’re cataloguing large numbers of SNPs on large numbers 
of people, it greatly accelerates the potential for this informa¬ 
tion to be misused in discriminatory ways,” he remarks. 

And according to one biotechnology industry leader, phar¬ 
macogenomics may simply be an ill-chosen approach to de¬ 
signing new drugs. William A. Haseltine, chairman and chief 
executive of Human Genome Sciences, asserts that pharma¬ 
ceutical companies should be using genetic technologies to 
find the safest possible drug, not trying to save failed candi¬ 
dates by targeting them to selected patients. Diagnostic rests 
can be unreliable, he notes, and some patients could still sus¬ 
tain life-threatening reactions. Moreover, the multiple genes 
involved in a drug reaction can be hard to decipher. Environ¬ 
mental factors—food, other drugs ingested, a patient’s gender 
and overall state of health-may account for much of how 
someone responds to a drug. “You’ve got to consider the 
whole person when using a drug,” Haseltine says. “The phar- 
macogenomic argument is very similar to the sociobiology ar¬ 
gument that everything is in die genes, when it is not.” Debate 
may never fully settle. Technology that can identify a patient’s 
distinctive genetic profile—and thus alter the way drugs are 
prescribed—may always prove contentious. —Gary Stix 


DNA CHIP 

made try Affymetrix finds 
genetic variations (labeled 
at left) on chromosome t2 . 
Colored areas on the chip 
(above) represent SNPs 
found throughout a full 
set of chromosomes. 
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IN THE HEAT 
OF THE NIGHT 

Warmer nights may be slowing 
tropical forest growth and raising 
carbon dioxide levels 

R esearchers working in Costa 
Rica have discovered disairb- 
ing evidence that increasing 
temperatures have markedly slowed the 
growth of tropical trees over the past 
decade. The slowdown may explain cal¬ 
culations suggesting that tropical forests, 
which are usually considered to take up 
carbon dioxide, have actually added 
billions of tons of the greenhouse gas to 
the atmosphere each year during the 
1990s, making them a huge net source, 
comparable in size to the combustion 
of fossil fuels. The trend could exacer¬ 
bate global warming: as the mercury 
rises, tropical forests may dump yet 
more carbon dioxide into the atmo¬ 
sphere, causing still more warming. 

In 1984 researchers Deborah A. Clark 


and David B. Clark of the Uni versity of 
Missouri, collaborating with Charles 
D* Keeling and Stephen C. Piper of the 
Scripps Institution of Oceanography in 
La Jolla, Calif., began measuring the 
growth rates of scores of adult tropical 
rain-forest trees at La Selva Biological 
Station in central Costa Rica. The sam¬ 
ple includes six different tree species, 
with both fast- and slow-growing types 
represented. Using special measuring 
collars, the scientists obtain reliable data 
on aboveground growth each year. Deb¬ 
orah Clark presented the team’s find¬ 
ings in August at a meeting of the Eco¬ 
logical Society of America in Baltimore* 
The group found that growth of all 
the trees fluctuated considerably from 
year to year. Moreover; the year-to-year 
changes correspond strikingly with the 
results of separate calculations of the 
size each year of a colossal unexplained 
tropical terrestrial source of carbon 
dioxide. In years when this theoretical 
source was large, the trees had grown 
slowly; in years when it was small or 
negative, the trees had grown faster* 
The apparent lesson is that the vary¬ 
ing annual growth rate of trees in tropi¬ 
cal forests could account, in large part, 
for a calculated increase in 
carbon dioxide released from 
land in the tropical zone in 
the 1980s and 1990s (al¬ 
though other sources, such as 
soil microbes, probably also 
contribute). Although trees 
take in carbon dioxide and 
release oxygen during photo¬ 
synthesis, they also release 
some carbon dioxide as a 
by-product of respiration, as 
most organisms do. When 
growing vigorously, plants 
take up more than they pro¬ 
duce, But if growth slows, 
the balance shifts. 

The annual excess of car¬ 
bon coming from tropical 
forests, according to a pre¬ 
liminary calculation by Keel¬ 
ing and his associates, has 
been more than four billion 
tons in some recent years. 
Many researchers regard such 
estimates as provocative but 
not ironclad. The new data 
on tree growth "increase con¬ 
fidence in Keeling’s work,” 
Clark says* For comparison, 


worldwide carbon release into the at¬ 
mosphere from the combustion of fossil 
fuels is estimated to be about 6.5 billion 
tons each year. 

In an effort to understand what was 
causing the year-to-year variations in 
the rate of tree growth in Costa Rica, 
Clark and her colleagues evaluated cli¬ 
matic factors* They found that rate of 
growth was strongly linked to average 
temperature, slowing down in warmer 
years. The negative link was even strong¬ 
er between growth rate and daily mini¬ 
mum temperature* "Tropical trees are 
being increasingly stressed through high¬ 
er nighttime temperatures,” Clark con¬ 
cludes* She thinks higher nighttime tem¬ 
peratures force the trees to respire more, 
thus promoting release of carbon di¬ 
oxide. Yet warming does not increase 
photosynthesis, leading to a growing 
imbalance. 

The new information from Costa Rica 
has not yet been published in a peer-re¬ 
viewed journal, so it remains to be seen 
whether the scientific community will 
accept it. Globally, daily minimum tem¬ 
peratures have been increasing faster 
than average temperatures, so the data 
suggest that tropical forests might be¬ 
come an even bigger net source of car¬ 
bon dioxide in coming years. On the 
other hand, studies of trees in temper¬ 
ate regions indicate that artificially in¬ 
creased levels of carbon dioxide cause 
trees there to grow faster, which in prin¬ 
ciple might counter the heat-induced 
suppression of tree growth. But Clark’s 
observations seem to suggest that the 
growth-slowing effect of increased tem¬ 
peratures in tropical regions is now 
stronger than any beneficial fertilizing 
effect from rising carbon dioxide. 

Lest anyone get the mistaken idea 
that destroying tropical forests would 
help, James T. Randerson of the Carne¬ 
gie Institution of Washington notes that 
clearing a forest adds much more of the 
gas to the atmosphere than docs leaving 
it be. Researchers believe that tropical 
forests account for a hour one third of 
all carbon dioxide taken out of the at¬ 
mosphere by photosynthesis on land, 
making them a crucial part of the glob¬ 
al atmospheric equation. The newly de¬ 
tected slowing effect of temperature on 
tropical forest growth "could be a posi¬ 
tive feedback” that will speed global 
warming, Clark warns. 

—Tim Beardsley in Washington, D.C. 



TREES IN COSTA RICA 
and other tropical regions may be feeling 
the effects of global warming. 
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ASTRONOMY 


POLARIZED LIFE 

Astronomers probe Orion 
to answer one of life's mysteries 

I j or Europe, 1848 was a year of 
jg ’ revolutions—one of which was 
scientific* Then, the young Louis 
Pasteur showed that certain organic mol¬ 
ecules come in two mirror-image forms, 
one that rotates polarized light to the 
right, the other to the left. Such mole¬ 
cules are said to have a definite handed¬ 
ness, or chirality- And it has long been a 
great mystery why organisms show 
“homochirality,” or; more specifically, 
an overwhelming preference to build 
their cells with right-handed sugars and 
left-handed amino acids* But now as¬ 
tronomers have stumbled on what may 
be an important piece of the puzzle* 
This past July in Science , Jeremy Bai¬ 
ley of the Anglo-Australian Observato¬ 
ry and seven colleagues reported that 
they had discovered large areas of cir¬ 
cularly polarized light coming from a 
region of star formation in the constel¬ 
lation Orion, (The circular polarization 
of a light wave refers ro the orientation 
of its oscillating electric field, which ro¬ 
tates 360 degrees clockwise or counter¬ 
clockwise during each cycle.) Some of 
these immense patches emit circularly 
polarized light that is predominandy 
right-handed, some left-handed* 

The astronomers were measuring the 
polarization that can come about when 
celestial dust grains scatter light from 
nearby stars* By doing so, they hoped to 


learn more about the makeup of these 
particles. For a while, they detected 1 or 
2 percent circular polarization at most* 
Then, according to team member James 
H. Hough of the University of Hert¬ 
fordshire in England, one night their 
primary targets were obscured, and the 
researchers said to themselves, “Let’s 
look at Orion; it’s always interesting.” 
They were stunned to find as much as 
17 percent circular polarization. 

Bailey realized that such high percent¬ 
ages might have relevance to the enig¬ 
ma of biological homochirality, Even if 
lifeless, such dusty regions probably con¬ 
tain organic molecules, including amino 
acids, a supposition based in part on die 
discovery of extraterrestrial amino acids 
within the meteorite that fell on Mur¬ 
chison, Australia, in 1969* The handed¬ 
ness of life could be explained if circu¬ 
larly polarized ultraviolet light bathed 
the dusty cloud that condensed into our 
own solar system and preferentially de¬ 
stroyed the right-handed amino acids* 
(Laboratory experiments show that such 
selectivity readily occurs, but whether 
the right- or left-handed form breaks 
down depends on the spectrum of the 
light,) When the first life-forms eventu¬ 
ally emerged, they used the more numer¬ 
ous left-handed amino acids to build pro¬ 
teins, which were shaped in a way that 
naturally favored right-handed sugars. 

One objection to this hypothesis is 
that the astronomers observed only cir¬ 
cularly polarized infrared light (a wave¬ 
length that can pierce dusty regions), 
whereas ultraviolet light is needed to 
weed out chiral molecules* But the re¬ 
searchers’ computations showed that 
the scattering of light from elongated 
grains aligned by a magnetic field should 
generate circularly polarized ul¬ 
traviolet along with infrared. An¬ 
other objection is that perhaps 
life needed no external influence 
beyond chance to choose its hand¬ 
edness, Perhaps so, yet 
last year's discovery that 
even the nonbiological 
amino acids in the Mur¬ 
chison meteorite tend to 
be left-handed argues 
that some extraterrestrial 
mechanism must have 
operated to create this imbalance* 
Scientists have invoked many 
other ideas to explain the chirali¬ 
ty bias, such as tiny asymmetries 
in fundamental physics, light from 
exotic neutron stars and sponta¬ 
neous chemical reactions. Though 


possible, these are only speculations, 
whereas the astronomers' new work, in 
the words of Dilip K* Kondepudi, a 
physical chemist at Wake Forest Univer¬ 
sity who studies homochirality, “gives 
us some hard facts *”—David Schneider 


PHYSICS 


STRING 

INSTRUMENTS 

String theory may soon be testable 

T he theory of strings, which at¬ 
tributes the infinite variety of 
the cosmos to the harmonies 
of subatomic membranes, has emerged 
over the past two decades as the leading 
contender for the “theory of every¬ 
thing*” It would explain the four forces 
of nature—gravity, electromagnetism, 
and the weak and strong nuclear forc¬ 
es—as a single force with different man¬ 
ifestations* But how could such a theo¬ 
ry ever be proved? The last time the four 
forces acted as one was at the big bang; 
to re-create those conditions, physicists 
would need a particle accelerator larger 
than the solar system, which Congress 
might be reluctant to fund* Despairing 
of the task, some scientists call dieories 
of everything an exercise in theology. 
“For the first time since the Dark Ages,” 
physicists Paid G ins par g and Sheldon 
L. Glashow wrote 12 years ago, “wc 
can see how our noble search may end, 
with faith replacing science once again*” 
That proclamation now seems pre¬ 
mature* Researchers have devised the 
first astronomical probe of theories of 
everything and have also discovered 
that the four forces may unite under 
conditions short of the big bang* “Uni¬ 
fication, the theory of everything, might 
actually be accessible experimentally,” 
says Nima Arkani-Hamed of the Stan¬ 
ford Linear Accelerator Center. 

The probe was conceived by Giovan¬ 
ni Amelino-Camelia of the University 
of Oxford and the Institute of Physics 
in Neuchatel, Switzerland, and his col¬ 
leagues. They propose using gamma-ray 
bursts to check whether the speed of 
light in a vacuum depends on its wave¬ 
length* According to special relativity, 
light has the same speed in a vacuum re¬ 
gardless of wavelength* Therefore, the 
detection of a wavelength-dependent 
speed would unearth a level of physical 
law more fundamental than relativity. 



ORION'S OMC-1 STAR-FORMING REGION 
circularly polarize light. Where pronounced 
(red and white areas in inset), this phenomenon 
may favor certain organic molecules , 
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Cloned Clones 

This time the creators of Dolly the 
cloned sheep have truly been outdone. 
An international team of scientists led 
by Ryuzo Yanagimachi of the University 
of Hawaii has cre¬ 
ated multiple 
clones and 
clones of those 
clones using a 
new technique. A 
paper describing 
the success ap¬ 
peared in the 
journal Nature on 
July 23, The 
g roup is the first to duplicate mammals 
in a reproducible fashion, making more 
than 50 mice that genetically match 
their si ster/pa rent 5 i ste r/g ra nd pa rent 
and sister/great-grandparent. Some of 
the animals now reside at the Liberty 
Science Center i n Jersey City, NJ. For 
more information, see http://www. 
5dam.eom/explorations/1 998/ 
072798done/index.html at the Scientif¬ 
ic American Web site. 


Mouse clones with white 
surrogate mother 


Good News Blues 

A new study has found that it may not 
pay to look on the bright side in your 
golden years. Derek M. Isaacowitzand 
Martin E. P. Seligman of the University 
of Pennsylvania followed 71 adults, 
aged 64 to 94, for a year to see how 
they responded to life's disappoint¬ 
ments. They expected to find that gen¬ 
erally pessimistic individuals would be 
more prone to depression, as is true in 
younger people. Instead they found the 
reverse: elderly pessimists appeared to 
experience less depression. Being opti¬ 
mistic may not always be realistic later 
in life, the researchers suggest. 


Camp Toxic 

People often blame urban runoff for 
lake pollution, but in one Sierra Nevada 
spot, scientists have identified another 
culprit. John E. Reuter and Brant C. Allen 
of the Tahoe Research Group at the Uni¬ 
versity of California at Davis and their 
colleagues found that fully 86 percent 
of a suspected carcinogen, methyl tert- 
butyl ether, in Donner Lake resulted 
from summer boating. The group pre¬ 
sumes that two-cycle engines, which 
have exhaust ports at or below the wa- 
ter's surface, are responsible. 

More "in Brief” on page 16 


Variations in the speed of light arc fa¬ 
miliar to anyone who has seen a prism. 
Because glass, water and other substanc¬ 
es allow red light to go faster than blue, 
the prism splays light into a rainbow. 

Empty space, too, is a substance of 
sorts. By the laws of quantum mechan¬ 
ics, particles burble in and out of exis¬ 
tence as the void fluctuates around com¬ 
plete emptiness. Present quantum theo¬ 
ry, which incorporates special relativity 
but not gravity, says that these fluctua¬ 


tions affect all wavelengths of light 
equally. But theories of everything also 
allow for fluctuations in gravity, which 
might act as subatomic lenses that bend 
light. The shorter the wavelength of light, 
the more it might induce such lensing 
and the slower it would travel. 

Although the retardation is predicted 
to be small, it might show up in gamma- 
ray bursts. Whatever their mysterious 
origins, these intense flashes travel bil¬ 
lions of light-years and flicker freneti- 




farm would never become a reality 
for ibis family without the irrigation system; 


the irrigation system would never become a re 
without electricity; 


electricity might never become a rea 
if not for the engineers of A 


Visit the ABB World Wide Web site at http://www.abb.com 
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cally. The blinking gives astronomers a 
handle on any dispersion: at shorter 
wavelengths, a flicker would register a 
moment after it appeared at longer 
wavelengths. Across a typical range of 
gamma rays, the time difference would 
be around 10 microseconds—not much, 
considering that the radiation has trav¬ 
eled for some 10 bilhon years. But it may 
be just enough for current instruments 
to detect. And the upcoming Gamma- 
ray Large Area Space Telescope will 


certainly have die requisite resolution. 
Meanwhile there is another way that 
predictions of string theory could be 
detectable sooner: namely, if the forces 
of nature unite under unexpectedly mild 
conditions. Two years ago Edward Wit¬ 
ten of the Institute for Advanced Study 
in Princeton, N.J., and Joseph D. Lyk- 
ken of Fermi National Accelerator Lab¬ 
oratory in Batavia, Ilk, realized that 
strings could come into play at lesser en¬ 
ergies than previously assumed. 



ffien electric current begins flowing into the coastal region 

them Pern, some of the local people may think it's nothing short of a miracle. 

iaps they won't be far wrong. 

The Peruvian Energy Commission had been trying to bring power 
to this remote region for a long time. And they knew all roo well the myriad problems 
inherent in a project of this magnitude. 

Fortunately, the local firm heading the project, ‘Aguaytia Ertcrgia del Peru SRL t 
V found a company that could help provide an ingenious solution to Lhls energy challenge: ABB 
It’s a solution that will utilize natural gas located east of the Andes. 

The gas will be pumped from the fields,processed,then piped to a 155 megawatt power plant. 
Electricity from the plant will then be sent via a 400 kilometre power 
transmission line across the Andes to the coast, thereby supplying the area with the 
much needed energy from Peruvian resources. 

It s the kind of solution only a team of dedicated individuals 
with multi-cultural perspectives, multi-disciplinary expertise and global 
and local orientation working together could create. 

And, if for one particular group of Peruvian farmers, 

ABB's ingenious engineering qualifies as a miracle, that's OK with us. 


INGENUITY AT WORK 



Ncu/s and Analysis 


The standard argument that strings 
should appear at high energies is based 
on theoretical extrapolations from the 
measured strength of the four forces* 
Electromagnetism and the two nuclear 
forces should become equally strong at 
the so-called Grand Unification scale. 
At a slightly higher energy, the Planck 
scale, gravity is supposed to join in. 
Both scales are far beyond the reach of 
today’s accelerators. 

But these extrapolations don’t take 
into account a key prediction of string 
theory: the presence of extra dimen¬ 
sions, on top of the four familiar ones— 
three for space, one for time. New di¬ 
mensions could lower both the Grand 
Unification scale {as shown recently by 
Keith R. Dienes, Emilian Dudas and 
Tony Gherghetta of CERN near Gene¬ 
va) and the Planck scale (according to 
Arkani-Hamed, Savas Dimopoubs of 
Stanford University and Gia Dvali of 
the Abdus Salam International Cen¬ 
ter for Theoretical Physics in Trieste), 

Specifically, string theory adds six mi¬ 
nuscule dimensions, which Dienes com¬ 
pares to hairline cracks in the pavement. 
Each crack adds an extra (third) dimen¬ 
sion to the two-dimensional road, but if 
it is small, your car rolls right over it. 

If die crack is large enough and if your 
tire is small enough, however, your car 
rattles. Similarly, if the extra dimensions 
of space are large enough and a particle 
is small enough, the particle could be¬ 
gin to vibrate in those dimensions* New 
harmonics would develop, generating 
new particles—and altering the way the 
electromagnetic and the two nuclear 
forces are transmitted. Gravity might 
shift in a telltale way, too: for simple 
geometric reasons, extra dimensions 
would cause gravity to weaken more 
rapidly with distance. 

Lower unification scales would allow 
the Large Hadron Collider, now being 
built at CERN, to make strings. To be 
sure, that prospect is still rather specu¬ 
lative. “All these proposals are in the 
spirit of ‘unlikely to be right, but so ex¬ 
tremely interesting if they are that they 
are well worth thinking about,’” re¬ 
marks Sean M, Carroll of the Universi¬ 
ty of California at Santa Barbara. But 
along with other hints of new physics— 
the neutrino mass, the cosmological 
constant, the odd behavior of particles 
called mesons [see “The Asymmetry be¬ 
tween Matter and Antimatter,” on page 
50j—they suggest that we won’t need to 
take a theory of everything on faith af¬ 
ter all, —George Musser 

Scientific American October 1998 15 









In Brief, continued from page 14 
Quitting Aids 

It's a familiar argument: even if Congress 
hikes cigarette prices, addicts will con¬ 
tinue to buy them. But in fact, a new 
study shows that this may not a lways be 
the case. Researchers at the Centers for 
Disease Control and Prevention re¬ 
viewed 14 years' worth of data from na¬ 
tional health surveys and found that 
lower-income, minority and younger 
smokers were all particularly responsive 
to price increases. A10 percent jump, 
they estimate, would inspire 25 percent 
of Hispanic smokers, 10 percent of 
African-American smokers and nearly 1 
percent of non-Hispanic white smokers 
to kick the habit. 


Future Time 

At the moment, the most accurate way 
to keep time is with an atomic clock—a 
device in which millions of cesium 
atoms flip between two configurations 
and count out split seconds. One limit 
to their precision, though, is that these 
masses of atoms interact and trip up 
one another's regular beats. Now, how¬ 
ever, a group led by Carl E. Wieman of 
the University of Colorado at Boufder 
has solved the problem by creating the 
world's first—albeit still primitive—su¬ 
peratom, or Bose-Einstein condensate, 
clock. Because ail the atoms in such a 
condensate are in the same quantum 
state, they tick off billionths of seconds 
perfectly in step. 

Stick Up 

Some drugs, such as protein-based mol¬ 
ecules, can't be taken orally, but they are 
needed often enough to make injec¬ 
tions inconve¬ 
nient. Now, en¬ 
gineers at the 
Georgia Institute 
of Technology 
have come up 
with a solution: 
microneedles. 
These tiny nee¬ 
dles, made using 
ion-etching mi¬ 
crofabrication 
techniques de¬ 
veloped for inte¬ 
grated circuits, 
are far thinner 
than a human 
hair and leave prick ma rks about one 
micron in diameter. Also, because they 
penetrate only the outer, nerve-free lay¬ 
er of skin, they cause no pain. 

More "In Brief" on page 20 


ECOLOGY 


AFTER THE DELUGE 

A hurricane*$ effects on species 
are starkly revealed 

A natural disaster in a study site 
might seem like bad news for 
* field ecologists, but when 
Hurricane Lili swept over the Exuma 
Islands in the Bahamas on October 19, 
1996, the havoc presented two research¬ 
ers with a unique opportunity. 

David A. Spiller of the University of 
California at Davis and Jonathan B. 
Losos of Washington University had 
just surveyed lizard and spider popula¬ 
tions on 19 of the small islands around 
Great Exuma. After recovering rheir 
boat from a clump of trees, they were 
able to recensus the populations over 
the next few days and so chart the hur¬ 
ricane’s violence. Most such surveys, in 
contrast, are conducted weeks or 
months later and so can leave key ques¬ 
tions unanswered. When animals van¬ 
ish, for instance, it could be either be¬ 
cause habitat was destroyed or because 
individuals were literally blown away. 

Eleven of the Exuma Islands that 
Spiller and Losos investigated were ex¬ 
posed to Lili’s full force and were hit by 
a storm surge of almost five meters (16 
feet) in height. These islands lost all their 
previous lizard and spider popula¬ 
tions, although a few spiders of a 
species that had not previously 
been seen were noted, presumably 
blown in from other areas. A year 
later many of the spiders had re¬ 
turned, although very few of the 
lizards had made it back. 

Eight islands were partly shel¬ 
tered from the storm surge. Here 
animals fared better: despite a 34 
percent drop in the number of 
lizards counted, no lizard species 
became extinct, although almost 
half the spider species vanished. A 
year later the number of species of 
spiders had rebounded, but lizard 
populations had not recovered 
significantly 

The serendipitous findings, re¬ 
ported in Science, boost several 
ideas about extreme events that 
ecologists have had difficulty dem¬ 
onstrating. Most biologists assume 
that large animals are better able 
to weather a disturbance than 


small ones, but until now there have 
been “precious few examples,” says 
Stuart L. Pimm of the University of Ten¬ 
nessee. Small organisms seem to have 
a different talent: if they can endure 
through a calamity, their populations 
recover more quickly. 

Lili’s long-term effect on the species 
mix of the Exumas Sends weight to an 
idea put forward in 1983 by Spiller and 
Losos s co-author, Thomas W. Schoener 
(also at Davis): that hurricanes might 
explain why some species are absent 
from islands that seem to offer a good 
habitat. “That’s something people didn’t 
consider in their theories 20 or 30 years 
ago,” Spiller says. Losos and Spiller had 
deliberately introduced lizards to some 
of the Exumas in 1993 and 1994 to test 
Schoener’s idea. 

What happened to the creatures that 
vanished in the hurricane’s force? Losos 
thinks they were blown or washed out 
to sea, where presumably most perished. 
But maybe not all. Several researchers 
have observed that storms can trans¬ 
port live animals over great distances. 
Ellen J. Censky, a biologist at the Car¬ 
negie Museum of Natural History in 
Pittsburgh, has described how after a 
storm iguanas rafted ashore on vegeta¬ 
tion to a Caribbean island where they 
were not previously known and estab¬ 
lished a permanent colony. Hurricanes, 
it seems, play a role in evolution as cre¬ 
ators as well as destroyers. 

—Tim Beardsley in Washington, D.G 



BEFORE AND AFTER; 
Hurricane Lilt swamped the Exumas. 
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BY THE NUMBERS 


Where the Doctors Aren’t 


T he U.S. has more than 640,000 physicians involved in 
patient care—one for every 420 Americans. This ratio 
would seem to be adequate, but because the distribution of 
doctors is not even, one of every 10 Americans is medically 
underserved solely by reason of geography* Both urban and 
rural areas are affected, the latter in part because, in an age of 
growing specialization and technological advances, young 
physicians are drawn increasingly to urban hospitals. More¬ 
over, medical schools discourage development of primary- 


care physicians, who are far more apt to go to rural areas than 
specialists are. Another factor is doctors' spouses, who are 
pursuing professional careers in greater numbers than before 
and thus are unlikely to find jobs i n the countryside. Minority 
communities are more likely to suffer shortages because 
white physicians are reluctant to work there. Because minori¬ 
ty physicians are more apt than their white counterparts to 
practice in minority neighborhoods, the dismantling of affir¬ 
mative action programs in higher education systems, as has 
happened in California, could worsen the shortages. 

The Health Resources and Services Administration of the 
U.S. Department of Health and Human Services (HHS) has 
identified more than 2,750 regions where the number of pri¬ 
mary-care physicians is inadequate. These areas, which were 


chosen on the basis of low physician-to-population ratio, high 
infant mortality and traveling time to physician offices, are 
home to 27 million medically underserved people, of whom 
57 percent are in metropolitan areas. According to the HHS, 
more than 12,000 additional physicians are needed to bring 
these places up to the standard of one primary-care physician 
per 2,000 people (the minimum needed to serve a population 
adequately). Shortages may occur in towns, neighborhoods, 
correctional facilities, school districts or whole counties. 

In rural and small-town America, 814 
whole counties are designated as short¬ 
age areas (dark green areas on map). 
Over 120 of these sparsely populated 
counties have no physician whatsoever, 
not even a physician's assistant (Infor¬ 
mation on other health professionals, 
such as nurses or certified midwives, is 
lacking for these zones.) The map also in¬ 
dicates the 30 urban areas with the 
greatest need for primary-care physi¬ 
cians (red circles). Most are inner-city 
neighborhoods, such as the Bedford- 
Stuyvesant area in Brooklyn, N.Y., where 
there is a shortage of 59 physicians, and 
the Logan Square neighborhood in 
Chicago, where there is a shortage of 18. 

Because financial incentives have been 
largely ineffective in luring physicians to 
shortage areas, the HHS has been explor¬ 
ing the possibilities in telemedicine, 
which allows remotely situated physi¬ 
cians to evaluate patients. Practicing 
telemedicine can be as simple as using a fax machine or as so¬ 
phisticated as transmitting two-way audio and video, with 
zoom cameras for dermatological exams and signal-transmit¬ 
ting equipment, including electronic stethoscopes, endo¬ 
scopes and electrocardiograms, for internal diagnoses. 

Currently, the primary obstacles to telemedicine are regula¬ 
tory and procedural. Barriers to the interstate practice of 
medicine would have to be removed, for instance, and insur¬ 
ance coverage for telemedicine would have to be arranged. 
Ideally, telemedicine could, within the next decade, bring the 
same quality of service to currently underserved people as is 
now enjoyed by those patients with easy access to centers of 
medical research in cities such as New York City, Boston and 
Cl eve Ea nd. —Rodger Doyle (rdoyle2@aoL com) 



SOURCE-Health Resource s and Services Administration. 
US Deportment of Health and Human Services, as 
robukitetf by Quality Resource Systems in Fairfax, 1 fa. 
County designations are as of September 1996, and 
urban designations are oi of March 1998. 
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NEC NEWSCOPE 




NEW PLASTIC: SAFER FOR ENVIRON¬ 
MENT BETTER FOR RECYCLING 


N EC is introducing a new 

flame-retarding plastic called 
"NuCycle®" for* use in elec¬ 
tronic products. NuCycle is a polycar¬ 
bonate resin using a safe silicone com¬ 
pound as a new flame retardant. 
NuCycle, silicone-polycarbonate, is far 
superior to conventional flame-retard¬ 
ing plastics in environmental safety. 

It is also much better for recycling. 

Conventional flame-retarding 
plastics cause safety problems when 


burned or disposed because they use 
hazardous additives such as halogen 
tbromine) compounds. They also pose 
problems for recycling. 

NEC has developed a safer and 
more efficient flame-retarding addi¬ 
tive based on silicone for polycarbon¬ 
ate resin. Using this inherently safe 
additive, NuCycle plastic will not emit 
toxic gas or pollute the ground. 

Our new silicone additive disperses 
uniformly in polycarbonate. At around 


ignition temperature; the silicone com¬ 
pound molecules rise to the surface and 
form an efficient barrier against flame. 
Flame-retarding characteristics meet 
the highest grade of the UL standard. 

NuCycle plastic also exhibits physi¬ 
cal strength and other characteristics 
superior to those of other flame-retard¬ 
ing plastics. These initial qualities are 
maintained virtually intact after recy¬ 
cling. 

NEC is now using the NuCycle plas¬ 
tic in housings for LCD monitors and 
battery packs for notebook computers. 
Starting in November '98, the material 
will be offered to users worldwide 
through Sumitomo Dow Ltd. 


For further information, phase contact: 

NEC Europe Ltd Fax: +44-171-353-4384 NEC Corporation Fax: +31-3-3798-6333 
Visit our wet? site: http://www.necxo.jp/newscope/ 











Updates on the scope and depth of NEC technologies 
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FAST WEB ACCESS 

SLIM, LIGHT 

AND DIGITAL TV 

GSM PHONE: 

VIA COPPER PAIR 

300-HR STANDBY 


A DSL (Asymmetric Digital 

Subscriber Line) is an innova - 
tive technology for fast trans¬ 
mission of multimedia data over exist- 
ing telephone copper pair cables. 

The ADSL access system recently 
introduced by NEC is the first in the 
world to integrate point-to-point com¬ 
munication-type services with point- 
to-multlpoint broadcast-type services- 
Our new multimedia access system 
features asymmetric line speeds- 
6Mbps downstream (to subscribers) 
and 640Kbps upstream (for data re¬ 
quests from subscribers). 

The new ADSL system supports a 
broad range of communication-type 
services. They include fast Internet/ 
Intranet access, VOD (video on de¬ 
mand), TV conferencing, remote LAN 
access and Frame relay- The system 
also supports broadcast-type services 
such as digital TV, Near VOD and 
Pay Per View, 

Jointly developed with NEC Aus¬ 
tralia, our ADSL system offers an 
upgradable, future-proof platform 
for multimedia service delivery, 
its modular architecture allows the 
addition of new subscribers without 
service interruption. An integrated 
network/service management sub¬ 
system is included as a standard fea¬ 
ture of our new ADSL access system. 


N EC is launching an 
elegant dual-band 
GSM phone tar¬ 
geted at the business user 
and the discerning, style¬ 
conscious consumer. 

GSM* is the current de facto 
standard for digital mobile 
phones with over 100 million 
subscribers worldwide. 

Our DB2G0Q mobile phone 
is among the smallest and 
lightest dual-band phones on 
the market. It measures only 
130 x 45.5 x 17,5mm and 

'Global System for Mobile communications 



weighs only 130g, The ultra-slim design 
makes DB2QQ0 an exceptionally pock- 
etable phone and the high-capacity 
Lithium ion battery delivers an impres¬ 
sive standby time of up to 
300 hours** and a talk time of 
at least 150 minutest* 

The dual-band DB2000 
operates on both 900MHz 
(GSM) and 1800MHz (PCN), 
Special features include: EFR- 
enhanced digital sound, data/ 
fax capability; "Listen who's 
calling'-ring tones can be set 
to identify the caller; Mode 
key-adjust a range of phone 
settings quickly depending on 
the situation; SIM toolkit-take 
advantage of added value ser¬ 
vices offered by the network. 

The DB20Q0 will be released 
in Europe in October '98, 

^Battery performance depends upon nerworJfc conditions. 


SET TOP BOX ON A SINGLE CHIP 


N EC offers the industry's most 
advanced solution for design¬ 
ers of digital set top boxes- 
a system on a chip. It integrates all the 
key components required for a set top 
box to handle digital TV broadcasts in 
Europe. To produce a versatile, high- 
performance set top box, vendors 
need to add only memory, a tuner and 
interface components. 

Our new chip combines the digital- 
TV expertise of our Multi Media Appli¬ 
cation Center in the UK and our mar¬ 
ket-leading system-on-a-chip tech¬ 
nologies. The new device efficiently 


handles compressed and multiplexed 
audio/vidco based on the DVB (Digital 
Video Broadcasting) standard. It can 
also generate graphics for electronic 
program guides and other interactive 
services that consumers expect from 
digital TV, 

Implemented with a 0.25-micron 
process, our new chip incorporates a 
broad range of functions. They include 
a 64-bit RISC microprocessor with 
100M1PS performance, MPEG2 trans¬ 
port stream demultiplexer, MPEG2 
video decoder, MPEG audio decoder 
and powerful graphics engine. 


just imagine 


All tredemartSUrt the pn.tf.wrty of their respective holders. 
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in Brief, continued from page 16 
Wet Weekends 

The rain in White Plains (New York State, 
that is) falls mainly on Saturdays, ao 
cording to a recent analysis. Randall S. 
Cerveny and Robert C. Balling, Jr, of Ari¬ 
zona State Uni¬ 
versity re¬ 
viewed weekly 
climate fluctua¬ 
tions recorded 
at Sable Is¬ 
land—just east 
of Nova Scotia 
and downwind 
of the U.3. eastern seaboard—from July 
1991 to January 1995. They found that 
concentrations of ozone and carbon 
monoxide peaked late in the week—a 
cycle that strongly correlated with ob¬ 
served rainfall patterns. The conclusion? 
Aerosol pollution probably ensures that 
coastal areas are wetter on the week¬ 
ends, making Saturdays 22 percent 
rainier than Mondays, 



Murphy’s Law in action 


Dilbert’s Corollary 
You're not imagining it. Your boss is 
wasting your time. Ohio State University 
researcher Paul C Nutt studied decision¬ 
making tactics used by 376 business 
managers, Hts paper, which appeared in 
the Journal of Management Studies, re¬ 
ported that only 8 percent of the deci¬ 
sions he examined were implemented 
using the most successful means, a 
strategy he calls intervention: establish¬ 
ing standards and then measuring per¬ 
formance against them. Another highly 
effective tec h n i q u e—havi ng s u bo rd i- 
nates take part in the decision mak¬ 
ing—was used no more than 16 per¬ 
cent of the time. In contrast, nearly 40 
percent of the decisions were imple¬ 
mented using the least successful tactic, 
issuing edicts. And overall, 37 percent of 
the decisions were never put to use. 


Breakthrough Brewing? 

Fuel cells, which combine hydrogen and 
oxygen to generate electricity, have yet 
to achieve widespread use in industry. 
But they seem to have found a foothold 
in brewing. Fuel cells made by Mitsubi¬ 
shi Electric Corporation are providing 
power to Asahi and Sapporo breweries 
in Japan, according to Nikkei America, 
and the Kirin Brewery Company's Toe hi- 
gi brewery will be installing a fuel cell 
next year, utilizing hydrogen made from 
methane produced during the brewing 
process, — Kristin Leu t wyler 


& 


ANTI GRAVITY 

Whale Weight Watching 

C all me a schlemiel. Some weeks 
ago—it was in July actually—hav¬ 
ing few if any pressing assignments, 
and nothing particularly interesting for 
sure, I hooked up with an outfit called 
the Institutes for Journalism and Natu¬ 
ral Resources, which schlepped me 
and a bunch of other reporters around 
Maine for a week and a day so we 
could acquire expertise in environmen¬ 
tal issues. During this excursion, I found 
myself at the town of Lubec, home to 
salmon pens and a sardine cannery. De¬ 
spite the revelation that each sardine 
was sdssors-decapitated and gently 
placed in the familiar round-edged can 
by hand, and despite the computation 
that one worker, slicing for six decades, 
has beheaded some 300 
million herring, this story 
has bigger fish to fry. Mam¬ 
mals, actually. 

I contend that I am a 
schlemiel because it was 
not until a week later, as I 
wandered the streets of 
Woods Hole, on Cape Cod 
in Massachusetts, contem¬ 
plating knocking Red Sox 
fans' hats off, that I by 
chance saw a flyer for a lec¬ 
ture on blubber. Thus did I 
discover Michael J. Moore. 

Captain Moore seeks the right whale. 
From a base back in Lubec. 

Moore, a researcher at the Woods 
Hole Oceanographic Institution (WHO!), 
studies the whales in search of dues 
about the overall health of their eco¬ 
system, "They are filter-feeding, plank- 
ton-feeding animals," he noted be¬ 
tween bites of lobster roll in a local bis¬ 
tro. "And we really want to get a sense 
of what the base of the food chain 
looks like toxicologicaliy." Moore and 
his colleagues already knew that the 
300 or so right whales left in the north¬ 
west Atlantic reproduce at a lower rate 
than their southern cousins. Then, four 
years ago, one of his colleagues, Amy 
R. Knowlton of the New England Aquar¬ 
ium, offhandedly remarked that the 
whales looked a bit skinny. 

Moore, a veterinarian before getting 
a doctorate from WHOI, thought about 
this observation, "And we decided that 
it was appropriate to try to measure 
their body-fat thickness in the field," If 


the whales simply weren't finding 
enough to eat, that would certainly re- 
fleet on the overall quality of their 
habitat. But how do you measure wild 
whale fat? Moore pointed a french fry 
at me and said, "It's not easy." 

Ultrasound devices have long been 
used to gauge fat thickness in pigs. 
Moore embarked on an odyssey of in¬ 
strument development by simply lash¬ 
ing a pig-fat meter to a reject 20-foot- 
long, carbon-fiber America's Cup yacht 
batten. Then, looking like a man com¬ 
bining fly-fishing with metal detecting, 
he snuck up on some right whales. 
"We successfully got measurements of 
the back-fat thickness of two animals," 
he recalled, "so we knew it could be 
done." But a 20-foot pole meant get¬ 
ting so close that the whales became 
skittish, in effect saying fat chance. 

Experiments with 40-foot lengths of 


sailboat spars and four-by-four lumber 
revealed the structural weaknesses in 
spars and lumber. Moore finally turned 
to a WHOI engineer, Richard Arthur, 
who shored up the longer pole with 
damps, struts and wires and designed 
a nifty turret for bracing the rod on the 
boat. In a test last summer, Moore was 
able to get multiple readings from more 
than 30 tranquil animals a day. Unfor¬ 
tunately, the blubberometer itself was 
doing less than a whale of a job. 

So Moore recently updated to a so¬ 
phisticated ultrasound device ordinari¬ 
ly used to detect flaws and cracks in 
steel. He combined that with a com¬ 
puter program specifically designed to 
suck the ultrasound images into an on¬ 
board laptop. When we talked, he was 
just days from Lubec and the whales 
whose backs he sought to scratch in 
the Bay of Fundy. And I was reminded, 
as he rushed from the restaurant, that 
men obsessed with whales tend not to 
take no for an answer, —Steve M/rsky 



Moore taking readings (artist's conception) 
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PROFILE - 

Starving Tumors of Their Lifeblood 

No, Judah Folkman probably won’t cure cancer 
in two years. He says he simply hopes to render 
it a manageable, chronic disease 


\ r 9 AJvL on a hot, sticky Friday 
/' in the middle of June, the tiny 
jfL JL conference room on the 10th 
floor of Children’s Hospital in Boston is 
packed with the eager faces of an eth¬ 
nically diverse cast of young people 
munching bagels* Among the Birken- 
stocks, T-shirts and jeans of his 30-odd 
graduate students and postdoctoral fel¬ 
lows, Judah Folkman stands out be¬ 
cause of three things: his age (65 years), 
his necktie and white lab coat, and his 
courtly but authoritative manner* 

At this weekly laboratory meeting, 
several of the lab members stand to de¬ 
scribe their most recent results studying 
the link between angiogenesis—the 
growth of new blood vessels—and can¬ 
cer. Folkman offers everything from de¬ 
tailed remarks on the methods of a par¬ 
ticular experiment to advice on how to 
make the best use of an overhead pro¬ 
jector. He’s the consummate manager 
and mentor: one minute he’s upbraid¬ 
ing a cocky postdoc for not taking criti¬ 
cism as easily as he dishes it out; the 
next he’s commending the same young 
man for “good progress” and joking 
with him that it’s not yet time for him 
to give up and go to business school 
The postdoc wraps up his presentation 
and sits down with a smile, 

Folkman and his prolific laboratory 
hit the news in a major way this past 
May, when an overenthusiastic, front¬ 
page story in the New York Times trum¬ 
peted results by Folkman’s group using 
naturally derived angiogenesis inhibi¬ 
tors to cure cancer in mice by prevent¬ 
ing the growing tumors from attaining 
a blood supply. The focus of the story 
was a scientific paper published in No¬ 
vember 1997 that had already been the 
subject of a Times news story, though 
not on page one. 

One of the most provocative aspects 
of the Times article was a quote attrib¬ 
uted to Nobel laureate—and biology leg¬ 
end—jaines D. Watson: “Judah is going 
to cure cancer in two years.” Although 
four days later the newspaper published 


a letter from Watson saying lids “recol¬ 
lection of the conversation” with the 
Times's reporter was “quite different,” 
the damage had been done* Hordes of 
people with cancer were already rush¬ 
ing their physicians’ offices, demanding 
access to the impending “cure”—despite 
the fact that it has yet to be tested in a 
single human, Folkman’s office alone 
logged more than 1,000 calls a day from 
cancer patients and their loved ones the 
week after the Times ran the story. 

Folkman says he is puzzled over why 
the Times decided to publish such a be¬ 
lated, breathless article on his group’s 
work. “Our published results have all 
been in mice,” he emphasizes. “Many 
different substances have been shown to 
inhibit cancer in mice over the years, 
but unfortunately, so far not all of them 


have worked as well in people.” Most 
of all, he says, he is concerned that the 
story might have instilled false hopes in 
so many of those desperately ill with 
cancer, 

Folkman is a leading pediatric surgeon 
but shows none of the ego of the stereo¬ 
typical topflight surgeon. Quite the op¬ 
posite. He dislikes giving interviews (es¬ 
pecially for television) to the point that 
this summer he even turned down a re¬ 
quest by NBC morning anchor Katie 
Co uric—who had recently lost her hus¬ 
band to colon cancer—to appear on the 
Today show. He also hates having his 
photograph published—not because he 
is vain about his looks, he says, but be¬ 
cause he doesn’t want to seem to be tak¬ 
ing sole credit for the dogged work of 
the many scientists who make up his 
laboratory* In addition, he says, he 
wants to avoid being thought the leader 
of the only laboratory in the world de¬ 
voted to angiogenesis, because many 
other labs contribute to the field, 

A cavernous, elaborate workspace is 
not for Folkman: his office, which he 
rarely uses, is small and furnished with 
tattered, 1970s-era furniture. Every hor¬ 
izontal surface is stacked with books, 
journals, files and papers, so that the 
room more closely resembles an attic. 



FINDING NEW ANGIOGENESIS INHIBITORS 
is the goal of Judah Folkman (far right) and his colleagues (from left) 
RobertJ. D Amato , Michael 5, O'Reilly and Donald higher. Folkman dislikes 
having hts photograph taken for publication without others from his laboratory. 


News and Analysis 


Scientific American October 1998 21 


IQRIDCSAWTT5 Childrens Hospital 












DISAPPEARANCE OF A TUMOR 
implanted in a mouse took place in 12 days when the mouse was 
treated daily with the angiogenesis inhibitor endostatin. 


Although his office has a 
computer, Folkman’s sec¬ 
retary says that when he 
needs to write something 
he usually pulls a chair up 
to a spare computer next 
to her desk, in a cramped 
corner in front of a mini- 
refrigerator, because there 
is more room there than 
in his own space. 

Folkman’s lifework on 
cancer and angiogenesis 
began in circumstances 
not of his own making: 
he was drafted into the 
U.S. Navy in 1960. Al¬ 
though he had just fin¬ 
ished his assistant residency in surgery 
at Massachusetts General Hospital in 
Boston, the navy set him up with a small 
lah at the National Naval Medical Cen¬ 
ter in Bethesda, Md., to help in the mil¬ 
itary’s drive to create blood substitutes 
for use on aircraft carriers, which often 
spend months at sea. 

There Folkman conducted the piv¬ 
otal experiments that focused him on 
angiogenesis. While studying the ability 
of a cell-free blood substitute to keep a 
rabbit thyroid gland alive in culture, 
Folkman and navy colleague Frederick 
Becker placed a few rabbit melanoma 
cells on the gland’s surface. To their sur¬ 
prise, the cells grew but stopped once 
they formed tumors the size of peas. 
“Why did the tumors stop growing?” 
Folkman asks. “That question kept me 
going for years.” 

After leaving the navy in 1962, Folk- 
man returned to Mass General, where 
he became chief surgical resident two 
years later. As one of I larvard Medical 
School’s brightest young surgeons, by 
1967 Folkman had attained tenure, go¬ 
ing directly from associate (instructor) 
to full professor and chairman of the de¬ 
partment of surgery at Children’s Hos¬ 
pital in just one year. Folkman had dis¬ 
tinguished himself as a surgeon through 
his technical skill and his ability to train 
others. He had also participated in the 
early development of implantable drug- 
delivery devices, which eventually led 
to the commercialization of products 
such as the contraceptive Norplant. 

Along the way, Folkman kept a small 
research lab going on the side to pursue 
his interests in angiogenesis. But when 
he tried to publish his animal results, he 
was turned down by dozens of jour¬ 
nals. Many scientists scoffed at his idea 
that devising a way to block angiogene¬ 


sis might keep growing tumors in check. 

It was only through giving a lecture 
in 1971 that Folkman got his ideas into 
an important journal for the first time. 
That year be was asked to give a special 
seminar at Beth Israel Hospital in Bos¬ 
ton that has often been invited for pub¬ 
lication in the New England Journal of 
Medicine. Finally, Folkman had a well- 
read platform for describing his conclu¬ 
sion from the rabbit thyroid gland ex¬ 
periments: that tumors are incapable of 
growing beyond a certain size unless they 
have a dedicated blood supply and that 
finding a way to block the process of 
angiogenesis might nip emerging can¬ 
cers in the bud. 

But the N£yM article simply egged 
on FolkmaiTs critics. In 1973, for ex¬ 
ample, when Folkman and his co-work¬ 
ers reported that injecting human tumor 
cells into the eyes of rabbits prompted 
angiogenesis, some scientists argued 
that the observed blood vessel growth 
was simply part of an inflammatory re¬ 
action to foreign cells. One researcher 
subsequently showed that implanting a 
chemical irritant, a crystal of uric add, 
in rabbits 1 eyes also spurred angiogene¬ 
sis. It took years for Folkman and his 
colleagues to explain this finding by 
demonstrating that immune system cells 
called macrophages had entered the rab¬ 
bits’ eyes to destroy the uric acid and 
had secreted substances that promote 
angiogenesis. 

Folkman’s struggles for credibility af¬ 
fected all the factors crucial to the suc¬ 
cess of a biomedical researcher: his abil¬ 
ity to obtain grants from the National 
Institutes of Health, his chances of pub¬ 
lishing his ideas in leading journals and 
his capacity to attract scientists in train¬ 
ing to work for him in his laboratory. 

“In the 1970s professors dissuaded 


their best students from 
coming to work in my 
lab,” Folkman says mat- 
ter-of-factly. The only 
way he could convince 
outstanding young scien¬ 
tists to join him, he says, 
was by reminding them 
that they were so good 
that even if things didn’t 
work out and they left af¬ 
ter a year, their careers 
wouldn’t be harmed. 

Throughout the 1980s, 
Folkman and the other 
scientists in his laboratory 
kept adding pieces to the 
puzzle of angiogenesis 
and slowly gaining adherents to the 
idea that inhibiting angiogenesis might 
he a key to keeping cancer in check. A 
significant break came in 1994, when 
Michael 5. O’Reilly in Folk man’s lab 
isolated one of the most potent natural 
inhibitors of angiogenesis, which they 
named angiostatin |see “Fighting Can¬ 
cer by Attacking Its Blood Supply,” by 
Judah Folkman; Scientific Ameri¬ 
can, September 1996]. Folkman, 
O’Reilly and their co-workers isolated 
a second natural inhibitor, endostatin, 
in 1996. 

Folkman and his colleagues have now 
published articles in all the most presti¬ 
gious research journals, and the list of 
awards and honors Folkman has re¬ 
ceived rakes up two full pages of his 
curriculum vitae. Although researchers 
are not yet dear exactly how angiogen¬ 
esis inhibitors work, angiostatin is ex- 
pected to be tested in humans begin¬ 
ning late this year. (Several synthetic an¬ 
giogenesis inhibitors are already in 
clinical trials.) 

When asked how he persevered de¬ 
spite his early critics, Folkman credits 
his wife of 38 years, Paula, an alto who 
sings as a full-time member of the cho¬ 
rus with the Boston Symphony. “I 
would come home at night so disheart¬ 
ened,” he says, “and she would ask, 
‘Why do you care what they think?’ 
She has always been very supportive.” 

Does Folkman believe that he will 
eventually cure cancer? “No, I don’t 
think angiogenesis inhibitors will be the 
cure for cancer,” he answers. “ But I do 
think that they will make cancer more 
survivablc and controllable, especially 
in conjunction with radiation, chemo¬ 
therapy and other treatments. I’m very 
excited to see how they will work in 
people.” —Giro/ Ezzell 
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TECHNOLOGY and BUSINESS 


MEDICAL TECHNOLOGY 


BLOODLESS TESTING 

Noninvasive glucose monitors 
for diabetics are on the way , 
but cost could be a problem 

ancing the finger to check blood 
glucose levels is an all too com¬ 
mon ritual for diabetics, whose 
bodies cannot produce enough insulin 
to metabolize the sugar. Unfortunately, 
given the discomfort and inconvenience 
of finger pricking, many diabetics do 
not monitor themselves as regularly as 
they should, putting themselves ar 
risk for kidney failure, blindness 
and stroke. Several new instru¬ 
ments that do not require drawing 
blood, however, are on the way, 
which could help the estimated 
15.7 million diabetic Americans 
and reduce the $92-billion toll that 
the American Diabetes Associa¬ 
tion says the disease takes after 
medical costs, disability and lost 
earnings are totaled. Still, the new 
devices are expensive, and given the 
reluctance of insurance companies 
to cover glucose monitoring, they 
may reach only a few diabetics. 

The world's first noninvasive 
glucose sensor, the Diasensor 1000, 
has recently received market ap¬ 
proval from the European Union, 

It relies on a fiber-optic probe that 
emits infrared light, which passes 
through die skin into the blood. 

The light is reflected back into the 
sensor and then is analyzed in the 
Diasensor’s computer. The ma¬ 
chine's creator, Pitts burgh-based 
Biocontrol Technology, has been 
working with the Food and Drug 
Administration since 1994 to get 
the Diasensor approved for domestic 
use, but in 1996 an FDA review panel 
delayed making a final recommenda¬ 
tion and requested more information, 
which Biocontrol has yet to present. 

Other noninvasive glucose sensors 
are in various stages of development, 
Cygnus in Redwood City, Calif,, for ex¬ 
ample, is finishing up clinical trials for 
its GIucoWatch, which is worn like a 
wristwatch. The monitor uses low-level 
electric current to extract glucose pain¬ 
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lessly and move it into a transdermal 
pad. Cygnus hopes to submit its data to 
the FDA before the end of this year, 

A different approach is taken by the 
SalivaSac, being developed by Pacific 
Biometrics, based in Lake Forest, Calif. 
It was designed to improve the diagnos¬ 
tic use of saliva by u ultra filtrating” it— 
that is, separating out enzymes, food 
and other contaminants. Pacific Bio¬ 
metrics is currently in an early phase of 
testing its device and does not expect to 
market it for at least two years. 

Looking further into the future, 
George S. Wilson of the University of 
Kansas is developing an implant that 
would continuously monitor blood sug¬ 
ar levels and set off an alarm when in¬ 


sulin is needed. The sensor, about three 
times the thickness of a human hair, 
can be easily implanted underneath the 
skin with a needle. National Applied 
Science in Portland, Ore., holds the 
rights to market the system, which is 
about five years from FDA approval. 
The worldwide market for glucose 
monitoring has reached $1.5 billion and 
is growing 15 percent a year. With some 
800,000 new diabetes cases appearing 
in the U.S. annually, any company that 


develops an accurate, convenient blood¬ 
less monitor seemingly stands to make 
a huge sum of money. That is, if the 
monitoring systems are competitively 
priced and if health insurance will pick 
up the tab. Michael Mawby, national 
vice president for advocacy at the Amer¬ 
ican Diabetes Association, believes in¬ 
surance companies may be less than en¬ 
thusiastic. “Fd be very surprised if any 
insurer rushed out to cover them,” he 
says, "FDA approval does not translate 
into automatic coverage.” 

Mawhy's caution is strongly support¬ 
ed by past performance records. Both 
private insurers and Medicare have 
been reluctant to provide comprehen¬ 
sive insurance coverage for the needs of 
diabetic patients. In August 1997 
LifeScan in Milpitas, Calif., the 
leading manufacturer of blood 
glucose-monitoring systems, com¬ 
missioned a Gallup survey of 252 
of America's largest companies. 
The survey showed overall cover¬ 
age for diabetes management tools 
to be limited: 38 percent provided 
no coverage for glucose-monitor¬ 
ing meters and strips. That num¬ 
ber, Mawby believes, is fairly ac¬ 
curate, although aggressive lobby¬ 
ing on behalf of diabetics has 
convinced 30 state legislatures to 
pass laws requiring insurance com¬ 
panies to offer or include cover¬ 
age. The federal government also 
expanded Medicare coverage for 
diabetes-related expenses begin¬ 
ning this past July 1. 

Existing glucose meters are not 
themselves expensive. LifeScan's 
new compact FastTake system, for 
example, retails at around $65, but 
with a rebate and trade-in allow¬ 
ance, it can end up costing as little 
as $5. The real expense lies in the 
test strips, which are used once and 
average between $0.50 and $1 
apiece. A diabetic can conceivably spend 
$150 a month on the strips. 

The new technology offers little relief 
on the financial end. Biocontrol plans 
to sell the Diasensor 1000 in Europe 
for $9,000. But unlike the standard me¬ 
ter, the Diasensor does not require any 
additional supplies and should last 10 
years. The price of the GIuco Watch will 
range between $225 and $250, with an 
additional cost of approximately $4 for 
each transdermal autosensor pad, which 
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needs to be changed every 12 hours. 
Without insurance, the devices may 
be out of reach for many diabetics. An¬ 
drea Sobel of Cygnus says the firm has 
already discussed its GlucoWatch with 
several managed health care providers 
and will work with them to get at least 
partial coverage after the product is 
launched. And Pacific Biometrics intends 
to price the SalivaSac competitively with 
existing products, “The components are 


not exceptionally expensive,” says Sayed 
M, Badrawt, vice president of market¬ 
ing, “Our object is not to make this an 
elite product but a product for everyone 
who wants to use it.” He and the other 
developers hope insurers will see it that 
way, too. —Roxanne Nelson 

ROXANNE NELSON , based in the 
San Francisco area 3 described the return 
of potato late blight in the June issue. 


DEFENSE POLICY 


INNER-CITY 

VIOLENCE 

The U.S. military tries 
to prepare for urban warfare 

F or much of the cold war, Ameri¬ 
can military planners devoted 
most of their energy and budget 
to preparing for all-out battle with the 
Soviet Union—a global war that Dwight 
D. Eisenhower predicted before his 
presidency would make targets of “the 
cities mankind has built,” With the cold 
war over, the U.S. is again focusing on 
cities, but the threat of nuclear attack is 
no longer the main worry. Today the 
military expects to be called on most of¬ 
ten not for major wars hut for a variety 
of smaller conflicts, many of which will 
have enemy soldiers lurking around ev¬ 
ery corner, behind every door and un¬ 
der every manhole cover. The Pentagon 
calls these conflicts military operations 
in urban terrain (MOUT), and planners 


are scrambling to ensure that U.S. forc¬ 
es are ready for them. 

The problem is that vastly outnum¬ 
bered and outgunned forces can use cit¬ 
ies as cover for guerrilla warfare, put¬ 
ting at risk troops relying on training 
and equipment designed for different 
scenarios. For instance, in 1993,18 U.S. 
soldiers from an elite fighting unit died 
in the streets of Mogadishu, Somalia, 
during a peacekeeping operation that 
turned violent. Similarly, thousands of 
Russian troops died during the follow¬ 
ing two years in horrific urban battles 
with separatists in Grozny, the capital 
of Chechnya. 

Traditionally, the U.S. military has in¬ 
structed its leaders to stay away from 
cities and has developed technologies 
for other types of battles. “Our military 
doctrine has been one of avoiding cities, 
and we can't avoid them any longer,” 
says Carol Fitzgerald, the director of an 
army-led program designed to test new 
concepts and technologies for fighting 
in urban areas. 

Russell W. Glenn, a defense analyst 
with Rand Corporation, agrees “there 



MARINES TRAIN FOR URBAN WARFARE 
in a mock city constructed at Camp Lejeune, N.C, 


hasn't been much done on the subject,” 
but he believes that during the past two 
years the armed forces “have begun to 
recognize the challenges that MOUT of¬ 
fers far more than they did in the past,” 

Fitzgerald's demonstration is one of 
several new MOUT studies aimed at 
finding ways to keep soldiers alive while 
simultaneously keeping cities standing 
and civilians unharmed, ICs not an easy 
task. “Urban areas make combat more 
difficult,” says Timothy Jones of the 
Marine Corps Warfighting Laboratory 
in Quantico, Va, “Rubbled streets and 
buildings limit mobility, [and] large 
numbers of noncombaranrs limit our 
use of fire support. At the same time, 
dense infrastructures affect our ability 
to communicate.” 

With urban battles increasingly likely 
(about 70 percent of the global popula¬ 
tion is expected to reside in cities by 
2020), something clearly has to change. 
The army, Glenn notes, has not pub¬ 
lished a MOUT field manual since 
1979, and even then its tactics dated to 
World War II: “Throw the grenade 
through the window, bust through the 
door and storm the room,” he sums up. 

For future operations, then, the goal 
is to ensure first that civilians or friendly 
troops are not on the other side of the 
door. Accordingly, demonstrations such 
as Fitzgerald's program are tinkering 
with sensors that can “see” around cor¬ 
ners and through walls. Night-vision 
equipment and other sensors and cam¬ 
eras, some mounted on robots and re¬ 
motely controlled aircraft, will help clear 
up confusion in close quarters. Digital 
map systems will allow improved so- 
called situational awareness. Technolo¬ 
gists are also testing specially made ex¬ 
plosives that can blow human-size holes 
in walls without knocking them down; 
guided parachutes, or parafoils, that 
can be used to maneuver from one 
building top to another; portable water- 
purification systems; and sophisticated 
hands-free communications equipment. 

Bur it’s not all high-tech. Fitzgerald's 
demonstration has shown that soldiers 
in city combat can benefit mightily from 
simple things like elbow and knee pads 
developed for in-line skaters. 

| Eventually, Glenn predicts, technology 
3 may produce weapons such as missiles 
i that can pinpoint enemies within a build- 
| ing “without endangering civilians or 
| friendlies” in a nearby room. But he and 
5 other experts caution that the military 
first must change the way it trains—and 
there are signs that this is happening. 
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Both the army and the Marine Corps 
have constructed mock cities for training 
and have begun studying the psycholog¬ 
ical forces at play in unconventional war¬ 
fare, where soldiers may be cornered, 
targeted from all sides or unable to dis¬ 
tinguish friend from foe from noncom¬ 
batant. Marines have also traveled to 
places such as Chicago to get a better 
feel for what battle could be like in a 
real city. The Russians know. In Chech¬ 
nya they were taught a lesson the U.S. 
learned in the jungles of Vietnam: dedi- 


ACOUSTICS 


IN THE AUDIO 
SPOTLIGHT 

A sonar technique allows 
loudspeakers to deliver 
focused sound beams 

I magine being able to project sound 

I in a narrow beam. A public address 
JL system could then target a message 
to its intended recipient, calling a work¬ 
er, say, from the shop floor without dis- 
turbing everyone in the factory. Muse- 
um curators could also play a descrip¬ 
tion of an exhibit just to the person 
standing in front of it. And special ef¬ 
fects would be that much more con¬ 
vincing with a highly directional loud¬ 
speaker: sounds might then come from 
whatever part of the room is illuminat¬ 
ed by the audio spotlight. As eerie as it 
seems, these thrills may not be far off. 

The long-standing difficulty in pro¬ 
jecting sounds in this way arises from 
basic physics. Typically the angular size 
of a beam is determined by the ratio be¬ 
tween the wavelength of the emanation 
and the aperture of the source. Sending 
out a collimated beam of audible sound, 
which can have wavelengths of several 
meters, would normally require a loud¬ 
speaker the size of a small building. 

But acoustical engineers have long 
known a clever way to sidestep this dif¬ 
ficulty. Since the early 1960s they have 
been able to project (or detect) low-fre¬ 
quency sound in one direction using 
special transducer arrays that are small¬ 
er across than the wavelength of inter¬ 
est. Such parametric arrays, which were 
developed for underwater sonar sys¬ 
tems, take advantage of subtle non lin¬ 
earities in the fluid carrying the sound. 
Just as a loudspeaker distorts music if 
driven too hard (out of its range of lin- 


cated forces, no matter how small, can 
be extraordinarily effective when fight¬ 
ing on their own turf. Future enemies no 
doubt will try the same tactics, which is 
why the U.S. military is seeing the city 
for what, in wartime, it really is—a con¬ 
crete jungle. — Daniel G. Dupont 

DANIEL G. DUPONT edits Inside 
the Army, an independent weekly news¬ 
letter based in Washington^ D.C. He 
wrote about missile defense failures in 
the June issue . 


ear response), water will also distort 
high-intensity sound waves. Rather than 
being a problem, this nonlinearity of¬ 
fered sonar engineers a way to make 
the water itself generate low-frequency 
sound waves from high-frequency ones. 
(In essence, the water mimics the detec¬ 
tion circuit in a radio receiver, which 
uses nonlinearity to transform a modu¬ 
lated carrier wave of high frequency into 
an audible signal.) And because of its 
small wavelength, an ultrasonic carrier 
can be sent from a physically small 
source in a tight beam. 

For a decade acoustics experts debat¬ 
ed whether such parametric arrays 
would also work in air, where the non¬ 
linearity is much less pronounced. Then, 
in 1975, Mary Beth Bennett and David 
T. Blackstock, both at the University of 
Texas at Austin, put an end to the con¬ 
troversy. They created an audible tone 
in air using ultrasonic waves. And in the 
early 1980s Masahide Yoneyama and 
several Japanese colleagues at Ricoh 
and Nippon Columbia used the same 
technique to direct audio in a tight beam 
using a compact array of ultrasonic 
transducers. 

The Japanese group grappled with the 
difficulties involved in generating suffi¬ 
ciently powerful ultrasonic sounds and 
in modulating the carrier properly so 
that the resulting audible signal would 
not be too distorted. Yet the application 
of parametric arrays to send sound 
through air languished until about two 
years ago, when F. Joseph Pompei, then 
an engineering student at Northwestern 
University, and El wood G. Norris, an 
inventor at American Technology Cor¬ 
poration in San Diego, began indepen¬ 
dently tinkering on the problem. 

Pompei had worked earlier for Bose 
(a loudspeaker manufacturer) and was 
playing flute and bass guitar at various 
Chicago dubs. His interests in music 
and acoustical engineering converged. 


and after moving to the Media Lab at 
the Massachusetts Institute of Technol¬ 
ogy last year, he constructed a paramet¬ 
ric array for air. Unlike earlier arrays 
built with piezoelectric elements, his ap¬ 
paratus employs wide-bandwidth elec¬ 
trostatic transducers, which minimize 
distortion. Pompei recently demon¬ 
strated this device by beaming a John 
Coltrane saxophone solo around the 
room. “You’d probably notice that it’s 
not as good as a loudspeaker,” he ad¬ 
mits. Still, he says, he is able to project 
a three-degree-wide beam for some 200 
meters. 

Norris and American Technology 
Corporation have also been pursuing 
the prospect of using parametric arrays 
in air. Norris’s system, like Pompei’s, has 
had difficulty with distortion, particular¬ 
ly at low frequencies. But Norris claims 
that custom piezoelectric transducers 
that he and his colleagues have started 
using in the past few weeks have suffi¬ 
cient bandwidth to have “licked” the 
problem: “All of a sudden now we can 
play music.” So the competition between 
his company and the Media Lab for 
beaming sax players around large rooms 
is sure to heat up. —David Schneider 


FIELD NOTES 


PHANTOM TOUCH 

Imbuing a prosthesis 
with manual dexterity 

W heel” exclaims Melissa 
Del Pozzo, a vivacious 10- 
year-old who is watching 
an electrical trace on a computer screen 
undulate up and down like ocean swells. 
Born without a left hand and lower 
forearm, Melissa makes the signal oscil¬ 
late by moving either a tendon or mus¬ 
cle in the arm that would have been 
used to flex her thumb. A sensor at¬ 
tached to the skin just below the elbow 
detects the slight movement and relays 
it to a window on the screen. 

“Wheel” Melissa repeats. This time a 
line wiggles in another window. This 
one corresponds to the tendon or mus¬ 
cle that initiates pinkie motion. Melis¬ 
sa’s ability to trigger separate waves 
marks the promise of a new technology 
that may allow her to achieve her dream 
of playing piano with both hands. The 
electric signals represented by the fluc¬ 
tuating lines can be used to move inde- 
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pendent fingers in what may be the first 
dexterous prosthesis. 

Melissa found out about the testing 
taking place at Rutgers University's de¬ 
partment of biomedical engineering in 
Piscataway, N J, t just this past June. Her 
parents showed her an article in the As- 
bury Park Press about Keith St John, a 
35-year-old amputee who was testing a 
hand with three-fingered movement 
That was a definite improvement over 
her own state-of-the-art hand, which 
consists of a claw covered with plastic 
that can execute only a simple open- 
and-shut grabbing motion when acti¬ 
vated by an electric potential from mus¬ 
cles in the forearm. After reading the 
article, Melissa implored her parents to 
make a call to the researchers, William 
Craelius, an associate professor of 
biomedical engineering, and his doctor¬ 
al student Rochel Lieber Abboudi. 

Some half a dozen amputees had 
made the mechanical fingers wiggle or 
the lines on the screen oscillate. Melissa 
so far is the only one to have been born 
without a hand who could manipulate 
the signals; two others missing hands 
from birth could not make the lines 
jump. Melissa, like some other subjects, 
reports that she can feel control over 
missing hands and fingers—a phe¬ 
nomenon known as phantom limbs. 

Her visits to Rutgers are a prelude to 
fitting her with a hand and the requisite 
control apparatus. Researchers will fash¬ 
ion a silicon sleeve equipped inside with 
pressure sensors. On top of the sleeve 
will sit a hard plastic socket that serves 
as an exoskeleton on which to anchor 
the hand. The hand itself is a commer¬ 
cial wooden product used on other pros- 
theses. It is fitted with electromagnets 
that move each of three fingers sepa¬ 
rately. When a tendon moves, ir causes 
the sensor—a small diaphragm filled with 
air—to emit a puff that travels through 



PROSTHETIC HAND 
allows flexing of single fingers when 
actuated by tendons or muscles. 





CONTROLLING ELECTRIC SIGNALS BY TENDON AND MUSCLE 
is Melissa Del Pozzo (right), who might one day similarly control a prosthetic limb , 


a rube to a transducer that senses the 
pressure and transmits an electric signal 
to the artificial hand. Craelius decided 
to focus on a tendon-actuated system 
because of the difficulty in isolating spe¬ 
cific muscle groups that can move indi¬ 
vidual fingers. In the case of Melissa and 
others missing a lower forearm, where 
tendons are most accessible, muscles 
from the upper arm can sometimes be 
utilized. 

The tapping motion that Craelius and 
his colleagues have demonstrated may 
suffice to play the piano or saxophone, 
type on a keyboard or let a court re¬ 
porter work a stenotype machine. One 
subject. Jay Schiller, played “Mary Had 
a Little Lamb" at one-quarter speed. 
He made only two mistakes, one with 
his still intact hand. T he entire project, 
though, demonstrates the difficulties in¬ 
herent in designing the bionic human. 
Activating a tendon or muscle for each 
finger may eventually enable Melissa to 
play the piano, but it will remain a 
daunting challenge to achieve the full 
24 degrees of freedom—that is, the 24 
distinct movements—that the human 
hand can produce. 

Triggering finger movement by retrac¬ 
tion and extension of a tendon is what 
engineers call biomimesis, a replication 
of the body’s own control mechanisms. 
Rut the tendon’s simple back-and-forth 
motion will not suffice to reproduce a 
full range of motion. If it ever becomes 
possible to flash the “V” sign with a 
prosthetic hand, it will require some 
novel stratagem. More sophisticated 
sensors and control programs might an¬ 
ticipate and act on the prosthetic user’s 
demands. Alternatively, the user might 


initiate different finger movements by 
flexing sensor-fitted toes. 

Going beyond mere caps will require 
additional engineering. If the signal is 
held constant for a long time, the hand’s 
electromagnets burn out. “What if you 
want to hold a cup of coffee for more 
than a few seconds? That’s pounds of 
pressure and amperes of current," Crae¬ 
lius points out. The Rutgers team is in¬ 
terested in a hand diat contains more 
than one magnet to manipulate each 
finger. An electromagnet could move a 
finger, and an accompanying perma¬ 
nent magnet could hold ir in place. 

The mechanical hand may prove un¬ 
necessary for some tasks. In fact, Crae¬ 
lius, Abbotidi and their co-workers re¬ 
ceived a patent not for the prosthetic 
appendage but for the method of ten¬ 
don-based control. The importance of 
the control system is underlined by an 
upcoming project. The prosthesis—re¬ 
plete with controller and mechanical 
hand—may serve as a backup for the 
first hand-transplant operation, which 
is scheduled to take place at the Univer¬ 
sity of Louisville in Kentucky before 
year’s end. If the patient’s immune sys¬ 
tem rejects the hand, the Rutgers pros¬ 
thesis could serve as either a permanent 
replacement or a device that would per¬ 
mit the tendons to be exercised until 
another transplant can be found. But 
Craelius emphasizes that the hand is 
not essential. The Louisville transplant 
patient, a computer programmer; could 
attach the tendon sensors directly to the 
computer for writing software. As 
such, the Rutgers project may revise the 
very definition of manual control. 

—Gary Stix in Ft scat away, NJ. 


26 Scientific American October 1998 


News and Analysis 


NAJLAH FEANNY SABA 










CYBER VIEW 


Y2K; The End of the 
World as We Know Jt 

E very religion has its doomsday 
prophecy, and it turns out that 
computing is no exception. (If 
you doubt that computing is a religion, 
just try mentioning Windows to a Mac 
owner.) The Year 2000 problem, or Y2K 
as it is called, is definitely real—business¬ 
es, governments and individuals are all 
working on retooling software and em¬ 
bedded systems written in die days when 
it was safe to call years familiarly by 
their last two digits. But predictions as 
to what will actually happen vary wild¬ 
ly, encompassing everything from mini¬ 
mal disruption to “The End of the 
World as We Know It” (shortened to 
TEOTWAWKI on newsgroups). 

At the denial extreme, we have astron¬ 
omer Clifford Stoll, author of the high- 
tech critique Silicon Snake Oil , who In 
a January 1, 1997, debate with Y2K 
consciousness raiser Peter de Jager 
claimed that the Year 2000 problem can 
be fixed in a long weekend, and chief in¬ 
formation officer David Starr of Read¬ 
er's Digest Association, who told Com- 
pnterworld in mid-1997 that Y2K is a 
fraud. Even more stringently, Jim Wil¬ 
son, the science editor of Popular Me- 
chanics, has dismissed Y2K as an urban 
legend, apparently on the grounds that 
the computer industry couldn't possibly 
be that stupid. 

On the Usenet newsgroup comp. 
software.year-2000, which was set up 
in 1996 to allow technical people to ex¬ 
change useful information, these guys 
are known as Pollyannas. So am I, un¬ 
fortunately: someone read and posted a 
newspaper report of a talk 1 gave at the 
recent skeptics conference in Germany 
(sponsored by the Committee for Scien¬ 
tific Investigation of Claims of the Para¬ 
normal), in which I admitted that I am 
a moderate who believes human adapt¬ 
ability and the fact that most people 
want civilization to survive will help us 
muddle through. This puts me firmly on 
the doomed list, and the advice of one 
particularly rabid TEOTWAWKI type 
was that I unsubscribe from the news- 
group: “You have learned nothing.” 

He's wrong, of course. I've learned 
from reading the newsgroup that I ought 
to be stocking up with 300 pounds of 


grain, 60 pounds of legumes, 60 pounds 
of sugar or honey, five pounds of salt 
and 20 pounds of fat or oil for the first 
year, along with a gallon of water per 
person per day; that I should be buying 
candles, fuel, medical supplies, a gener¬ 
ator, canned vegetables and fruits, gar¬ 
den seeds, blankets, sleeping bags, hand 
tools, tots and lots of batteries, and even 
more guns and ammunition to protect 
the stockpile from the starving and des¬ 
perate hordes who will flee the burning 
cities in search of sustenance; and that 
gold is a poor choice for storing curren¬ 
cy because the government can seize it 
at any time during a national emergen¬ 
cy. I should also be buying any books 
that might tell me how to make things I 
need when civilization falls. And 1 
should work out, so that I'm physically 
fir enough to survive whatever humani¬ 
ty and nature throw at me. Except for 



the guns (illegal where I live), none of 
this advice is necessarily bad. 

Aside from sad postings about how 
most of the world's population is going 
to die—four fifths, according to some 
postings—there's an element of satisfac¬ 
tion among these Cassandras, They 
make up the in-group that is going to 
survive because they're smarter and 
tougher than the rest of us. Computing 
gurus are at the mercy of the political 
and financial decisions of others, just 
like the rest of us ( Wired magazine re¬ 
cently featured a few software program¬ 
mers who were stocking up and taking 
to the hills). People who have rigorously 
refused to have computers still rely on 
the ready availability of electric power, 
food, telecommunications and, most im¬ 
portant, a clean supply of water. About 
the only people in the U.S. who might 
escape ail effects are the Amish. 

On the newsgroup, you can watch at 


work what one skeptic in another con¬ 
text called the “ratchet effect.” Any¬ 
thing—the doubling of the federal gov¬ 
ernment's estimate of the cost of reme¬ 
dying its systems, for example—that 
depicts Y2K as a catastrophe is careful¬ 
ly reported and believed. Any news sug¬ 
gesting that a remediation effort might 
succeed is dismissed as lies, stupidity or 
denial. Off the newsgroup, a computer 
science researcher of my acquaintance 
tells me he figures the chances of catas¬ 
trophe are about 5 percent, and that's 
enough for him to have sold out of the 
stock market and filled his country 
home with supplies, just to be safe. 

Over the centuries, of course, there 
have been many doomsday prophecies: 
a list published in James Ranch's The 
Mask of Nostradamus gives many his¬ 
torical dates on which the world was to 
end: 1524, when a deluge was supposed 
to flood London; 1719, when mathe¬ 
matician Jakob Bernoulli expected the 
earth to be hit by a comet; and 1947, 
when “America's greatest prophet” John 
Ballou Newbrough thought (in 1889) 
that all governments and rich monopo¬ 
lies would cease. After that, the cold 
war made it completely rational to be¬ 
lieve “they” might blow up the world. 
And the 1980s were a popular time for 
postholocaust science fiction, from Da¬ 
vid Brin's 1985 novel The Postman (re¬ 
cently a Kevin Costner film) to the Mad 
Max movies. Yet here we still are, to 
face Y2K, the perfect mechanism for 
bringing the world down on our heads. 

We have to remember, of course, that 
they might be right. The only problem 
is, if everyone runs for the hills, they’ll 
get kind of crowded. People who live in 
the country may be surprised to learn 
that urban folk think the country is a 
safer and easier place to live In the event 
of a catastrophe, because rural areas 
are typically die last places to get assis¬ 
tance. In the meantime, it should be in¬ 
teresting to watch the effect that all this 
stockpiling and withdrawal of cash in 
advance “just to be safe” will have on 
the economy. The secondary effects may 
just turn out to be the bigger problem. 

—Wendy M. Grossman 

WENDY M. GROSSMAN, a Lon¬ 
don-based writer and author of net, 
wars (New York University Press, 1997), 
has stockpiled several dozen bags of 
chocolate chips . 
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Galaxies behind the Milky Way 
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Over a fifth of the universe is hidden from view, blocked by dust 

* t 

and stars in the disk of our galaxy. But over the past few years, 
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astronomers have found ways to peek through the murk 
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GALACTIC BULGE " 

DISK OF MILKY WAY GALAXY, a cosmic crepe with one trillion 
suns' worth of stars, dust and gas, prevents us from viewing a 
fifth of the universe. Among the hidden objects is the Sagit¬ 
tarius dwarf spheroidal galaxy, apparent in these artist's im¬ 
pressions of the view from below (main illustration ) and above 
(rnsef) the plane of the Milky Way. Our sight tines to the dwarf 
are almost completely blocked by the bulge of stars surround¬ 
ing the center of our galaxy. Although Sagittarius is the clos¬ 
est galaxy to our own, it was discovered only four years ago. 
Another hidden galaxy, Dwingeloo 1, is shown in the inset. 
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VIEW FROM 500 LIGHT-YEARS ABOVE GALACTIC PLANE 
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by Renee C Kraan-Korteweg 
and Ofer Lahav 

O n a dark night, far from 

city lights, we can clearly 
see the disk of our galaxy 
shimmering as a broad band across the 
sky* This diffuse glow is the direct light 
emitted by hundreds of billions of stars 
as well as the indirect starlight scat¬ 
tered by dust grains in interstellar 
space* We are located about 28,000 
light-years from the center of the gal¬ 
axy in the midst of this disk. But al¬ 
though the Milky Way may be a glori¬ 
ous sight, it is a constant source of 
frustration for astronomers w r ho study 
the universe beyond our galaxy* The 
disk blocks light from a full 20 percent 
of the cosmos, and it seems to be a 
very exciting 20 percent* 
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Somewhere behind the disk, for ex¬ 
ample, are crucial parts of the two big¬ 
gest structures in the nearby universe: 
the Perseus-Pisces supercluster of galax¬ 
ies and the “Great Attractor,” a gargan¬ 
tuan agglomeration of matter whose ex¬ 
istence has been inferred from the mo¬ 
tions of thousands of galaxies through 
space. Observations also show a tanta¬ 
lizing number of bright and nearby gal¬ 
axies in the general direction of the disk, 
suggesting there are many others that 


go unseen. Without knowing what lies 
in our blind spot, researchers cannot 
fully map the matter in our corner of 
the cosmos. This in turn prevents them 
from settling some of the most impor¬ 
tant questions in cosmology: How large 
are cosmic structures? How did they 
form? What is the total density of mat¬ 
ter in the universe? 

Only in recent years have astrono¬ 
mers developed the techniques to peer 
through the disk and to reconstruct the 


veiled universe from its effects on those 
parts that can be seen. Although observ¬ 
ers are far from completing this tedious 
task, some spectacular discoveries have 
already proved that it is worth the ef¬ 
fort, Among other things, astronomers 
have found a new galaxy so close that it 
would dominate our skies were it not 
obscured by the disk. They have found 
colossal galaxy clusters never before seen 
and have even taken a first peek at the 
core of the elusive Great Attractor 
The obscuration of galaxies by the 
Milky Way was first perceived when as¬ 
tronomers began distinguishing exter¬ 
nal galaxies from internal nebulae, both 
seen simply as faint, extended objects. 
Because galaxies appeared everywhere 
except in the region of the Milky Way, 


LIGHT FROM OTHER GALAXIES 
penetrates the Milky Way to varying de¬ 
grees, depending on its wavelength. The 
longest wavelengths, which correspond to 
radio and far-infrared radiation, are hard¬ 
ly affected, but shorter wavelengths (such 
as near-infrared, visible and ultraviolet 
light) are blocked by the dust and gas 
clouds within our galaxy. For very short 
wavelengths, such as the most powerful 
x-rays, the gas becomes transparent again. 


FAR ULTRAVIOLET/® 


NEAR ULTRAVIOLET/2.8 


VISIBLE LIGHT (BLUE) /1.3 


VISIBLE LIGHT {RED! /Q.8 


NEAR INFRARED/0.1 
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HIDDEN GALAXIES emerge in careful astronomical observations. 
Dwingeloo 1, first detected by a Dutch radio telescope in 1994, is a spiral 
galaxy visible as a faint background to the constellation Cassiopeia (near 
left). The Sagittarius dwarf spheroidal galaxy, in contrast, cannot be seen 
directly even with hindsight; its stars are jumbled with those of the Milky 
Way and must be identified one by one ( far left). The Sagittarius image is 
a mosaic of pictures mainly from the southern sky, projected so that the 
Milky Way runs horizontally across the center. 


CORE OF “GREAT ATTRACTOR” 
has been identified as galaxy cluster Abell 
3627, It appears both in a visible-light im¬ 
age (background) and in x-ray observa¬ 
tions (contours). Over 100 galaxies show 
up in this negative image; most of the dots 
are stars in our own galaxy. The tight 
concentric contours (top right) mark a 
bright galaxy in the cluster. 


anced gravitational attraction, pulling it 
in one direction. At first glance, it might 
seem hard to believe that galaxies could 
influence one another over the vast dis¬ 
tances that separate them. But relative 
to their masses, galaxies arc closer to 
one another than individual stars with¬ 
in our galaxy are. 

The expected velocity of the Local 
Group can he calculated by adding up 
the gravitational forces caused by known 
galaxies. Although the resulting vector 
is within 20 degrees of the observed cos¬ 
mic background dipole, the calculations 
remain highly uncertain, partly because 
they do not take into account the gal¬ 
axies behind the zone of avoidance. 

The lingering discrepancy between the 
dipole direction and the expected veloc¬ 
ity vector has led astronomers to postu¬ 
late “attractors.” One research group, 
later referred to as die Seven Samurai, 
used the motions of hundreds of galax¬ 
ies to deduce the existence of the Great 
Attractor about 200 million light-years 
away [see “The Large-Scale Streaming 
of Galaxies,” by Alan Dressier; Scien¬ 
tific American, September 1987]. 
The Local Group seems to be caught in 


this region was named the “zone of 
avoidance” [see illustration on page 34]. 
Scientists now know that external gal¬ 
axies consist of billions of stars as well 
as countless clouds of dust and gas. In 
the zone of avoidance the light of the 
galaxies is usually swamped by the huge 
number of foreground stars or is ab¬ 
sorbed by the dust in our own galaxy, 
Extragalactic astronomers have gen¬ 
erally avoided this zone, too, concen¬ 
trating instead on unobscured regions 
of the sky. But 20 years ago a crucial 
observation hinted at what they might 
be missing. Crude measurements of the 
cosmic microwave background radia¬ 
tion, a relic of the big bang, showed a 
180-degree asymmetry, known as a di¬ 
pole, It is about 0.1 percent hotter than 
average at one location in the sky and 
equally colder in the catercomered site. 


These measurements, con¬ 
firmed by the Cosmic 
Background Explorer sat¬ 
ellite in 1989 and 1990, 
suggest that our galaxy 
and its neighbors, die so- 
called Local Group, are 
moving at 600 kilometers 
per second (1.34 million 
miles per hour) in the di¬ 
rection of the constelladon 
Hydra. This vector is de¬ 
rived after correcting for 
known motions, such as 
the revolution of the sun 
around the galactic center 
and the motion of our gal¬ 
axy toward its neighbor 
spiral galaxy, Andromeda. 

Where does this motion, 
which is a small deviation 
from the otherwise uni¬ 
form expansion of the universe, come 
from? Galaxies are clumped into groups 
and clusters, and these themselves ag¬ 
glomerate into superclusters, leaving 
other regions devoid of galaxies. The 
clumpy mass distribution surrounding 
the Local Group may exert an unbal¬ 
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a cosmic tug of war between the 
Great Attractor and the equally dis¬ 
tant Perseus-Pisces superduster, which 
is on the opposite side of the sky. To 
know which will win the war, as- 
tronomers need to know the mass of 
the hidden parts of these structures. 

Both are components of a long 
chain of galaxies known as the Su- 
pergalactic Plane. The formation of 
such a megastructure is thought to 
depend on the nature of the invisible 
dark matter that makes up the bulk 
of the universe. Chains of galaxies 
should be more likely in a universe 
dominated by particles of so-called 
hot dark matter (such as massive 
neutrinos} rather than by cold dark 
matter (such as axions or other hy- g 
pothetical particles). But astrono- | 
mers cannot distinguish between 
these two possibilities until they map 
the structures fully. 

Nearby galaxies are not to be ig¬ 
nored in the bulk motion of the Lo¬ 
cal Group. Because gravity is stron¬ 
gest at small distances, a significant 
force is generated by the nearest gal¬ 
axies, even if they are not massive. 
And it is intriguing that five of the 
eight apparently brightest galaxies 
lie in the zone of avoidance; they are so 
close and bright that they shine through 
the murk. These galaxies belong to the 
galaxy groups Centaurus A and IC342, 
dose neighbors to our Local Group. For 
each member of these groups that as¬ 
tronomers manage to see, there are 
probably many others whose light is 
entirely blocked. 

Lifting the Fog 

O ur vantage point, to be sure, could 
be worse. If we lived in the nearby 
Andromeda galaxy, the obscured part 
of the sky would not be much different, 
yet we would also lose our dear view of 
the nearest galaxy duster in Virgo. But 
even a habitual optimist would admit 
that we are somewhat unlucky. Because 
the orbit of the sun about the galactic 
center is inclined to the galactic plane, 
the solar system partakes in an epicyclk 
motion above and below the plane. 
Currently we are elevated only 40 light- 
years from the plane. If we had been 
born 15 million years from now, we 
would be located nearly 300 light-years 
above the plane—beyond the thickest 
layer of obscuration—and could view 
one side of the current zone of avoid¬ 
ance. It will take another 35 million 


RADIO TELESCOPE at Green Bank, W.Va., 91 meters (300 feet) in diameter, was busy 
conducting observations on Nov. 15, 1988 (left). The next day it was a heap of rubble 
(right). Scientists at the National Radio Astronomy Observatory say the dish collapsed 


years to cross the disk of the Milky 
Way to the other side. 

Most astronomers do not want to 
wait that long to learn about die extra- 
galactic sky behind the zone of avoid¬ 
ance. What can they do in rhe mean¬ 
time? A first step is careful review of ex¬ 
isting visible-light images. The dust in 
the zone does not completely blot out 
every galaxy; some poke through, al¬ 
though they seem dimmer and smaller 
the closer they are to the middle of the 
galactic plane. The odd appearance of 
these galaxies, in combination with the 
high density of foreground stars, can 
confuse the computer software used to 
analyze images and recognize galaxies. 
So various groups of astronomers have 
gone back to the old-fashioned way of 
examining images—by eye. Photograph¬ 
ic plates from the Palomar Observatory 
sky survey and its Southern Hemisphere 
counterpart, conducted in the 1950s, 
have been painstakingly searched over 
the past 10 years. Researchers have cov¬ 
ered a major fraction of the zone of 
avoidance, identifying 50,000 previous¬ 
ly uncatalogued galaxies. 

In areas where the extinction of light 
by dust is too severe, however, galaxies 
are fully obscured, and other methods 
are required. The leading option is to 


observe at longer wavelengths; the lon¬ 
ger the wavelength, the less the radia¬ 
tion interacts with microscopic dust 
particles. The 21 -centimeter spectral 
line emitted by electrically neutral hy¬ 
drogen gas is ideal in this respect. It 
traces gas-rich spiral galaxies, intrinsi¬ 
cally dim galaxies and dwarf galaxies— 
that is, most galaxies except gas-poor 
elliptical galaxies. 

In 1987 a pioneering 21-centimeter 
project was launched by Patricia A. 
Henning of the University of New Mex¬ 
ico and Frank J. Kerr of the University 
of Maryland They pointed the 91-me¬ 
ter radio telescope at Green Bank, W.Va., 
toward random spots in the zone of 
avoidance and detected 18 previously 
unknown galaxies. Unfortunately, the 
telescope collapsed spectacularly before 
they could finish their project. (Its re¬ 
placement is due to be completed next 
year.} A more systematic survey was 
initiated by an international team that 
includes us. Conducted at the 25-meter 
Dwingeloo radio telescope in the Neth¬ 
erlands, this longer-term project is map¬ 
ping all the spiral galaxies in the north¬ 
ern part of the zone of avoidance out to 
a distance of 175 million light-years. So 
far it has discovered 40 galaxies. 

Last year another international col- 
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by researchers at the Hebrew Uni¬ 
versity and one of us (Lahav) to pre¬ 
dict the existence of clusters such as 
Puppis and Vela, as well as the con¬ 
tinuity of the Supergaiactic Plane 
across the zone. The galaxy veloci¬ 
ties can also be used on both sides of 
the zone to predict the mass distri¬ 
bution in between. With this meth¬ 
od the center of the Great Attractor 
was predicted to lie on a line con¬ 
necting the constellations Centaurus 
and Pavo. These reconstruction 
methods, however, deduce only the 
largest-scale features across the zone; 
they miss individual galaxies and 
smaller clusters. 


Prey of the Milky Way 


when a metal plate in the main support gave way. The $75-nullion replacement, now under 
construction, will be a paraboloid 110 by 100 meters; unlike traditional circular dishes, the 
new telescope will not have any support struts that block its view of the sky. 


laboration, led by Lister Staveley-Smith 
of the Australia Telescope National 
Facility in Marsfieid and one of us 
(Kraan-Korteweg), began an even more 
sensitive survey of the southern Milky 
Way, This survey, which maps galaxies 
out to 500 million light-years, uses a 
custom-built instrument at the 64-me¬ 
ter radio telescope at Parkes, Australia. 
More than 100 galaxies have already 
been detected, and thousands more are 
expected when the survey reaches its 
full depth. 

The radio-wave bands are not the only 
possible peepholes through the zone of 
avoidance. Infrared light, too, is less af¬ 
fected by dust than visible light is. In 
the early 1980s the Infrared Astronom¬ 
ical Satellite (IRAS) surveyed the whole 
sky in far-infra red wavelengths (those 
closer to radio wavelengths). It tenta¬ 
tively identified infrared-bright galax¬ 
ies, particularly spirals and starburst gal¬ 
axies, in which stars arc forming rapid¬ 
ly and plentifully. IRAS-selected galaxy 
candidates near the zone of avoidance 
are now being reexamined with images 
taken in the near-infrared wavelengths 
(those closer to visible light). 

Two systematic near-infrared surveys, 
due to be finished in 2000, are also un¬ 
der way: the Two Micron All-Sky Sur¬ 


vey, an American project, and DENIS, 
a European project that focuses on the 
Southern Hemisphere. Both surveys take 
digital images in three wave bands that 
probe the older stellar population in gal¬ 
axies. The surveys easily trace the ellip¬ 
tical galaxies found at the center of 
dense galaxy concentrations; they there¬ 
fore complement the far-infrared and 
21-centimeter bands, which predomi¬ 
nantly find spiral galaxies. A pilot study 
has shown that the near-infrared surveys 
do indeed uncover galaxies that fail to 
register on visible-light photographs. 
Unfortunately, neither visible nor in¬ 
frared light can pick out galaxies in the 
thickest parts of the galactic plane. 
Another possible way to overcome the 
obscuration is to observe at very short 
wavelengths, such as x-rays. Highly 
populated galaxy clusters emit copious 
x-rays, which pass through the Milky 
Way almost unhindered. But an x-ray 
investigation, which could draw on ex¬ 
isting data from ROSAT and other sat¬ 
ellites, has not been done yet. 

In addition to direct observations, as¬ 
tronomers are exploring the zone of 
avoidance by indirect means. Signal- 
processing techniques, commonly ap¬ 
plied by engineers to noisy and incom¬ 
plete data, have been used successfully 


S uch methods are slowly opening 
up the hidden fifth of the universe 
to astronomical investigation. A 
most surprising discovery came in 
1994, when Rodrigo A. Ibata, then 
at the University of British Colum¬ 
bia, Gerard F. Gilmore of the Uni¬ 
versity of Cambridge and Michael J, 
Irwin of the Royal Greenwich Ob¬ 
servatory in Cambridge, England, 
who were studying stars in our 
Milky Way, accidentally found a galaxy 
right on our doorstep. Named the Sag¬ 
ittarius dwarf, it is now the closest 
known galaxy—just 80,000 light-years 
away from the solar system, less than 
half the distance of the next closest, the 
Large Magellanic Cloud. In fact, it is 
located well inside our galaxy, on the 
far side of the galactic center. 

Because the Sagittarius dwarf lies di¬ 
rectly behind the central bulge of the 
Milky Way, it cannot be seen in direct 
images. Its serendipitous detection was 
based on velocity measurements of stars: 
the researchers spotted a set of stars mov¬ 
ing differently from those in our galaxy. 
By pinpointing the stars with this veloc¬ 
ity, looking for others at the same dis¬ 
tance and compensating for the light of 
known foreground stars, they mapped 
out the dwarf [see top illustration on 
page J0J. It extends at least 20 degrees 
from end ro end, making it the largest 
apparent structure in the sky after the 
Milky Way itself. Its angular size corre¬ 
sponds to a diameter of at least 28,000 
light-years, about a fifth of the size of 
our galaxy, even though the dwarf is 
only a thousandth as massive. 

Many popular models of galaxy for¬ 
mation postulate that large galaxies are 
formed by a long process of aggregation 
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30,000 GALAXIES, culled from three standard astronomical 
catalogues, arc shown as dots on this map* The galaxies appear 
all over the shy except in the so-called zone of avoidance, which 


corresponds to the plane of our Milky Way galaxy [green hori - 
zontal center tine). Outside the zone, the galaxies tend to dump 
near a line that traces out the Supergalactic Plane [purple line). 


of many smaller galaxies. Such a process 
should still he common today, yet has 
been observed only rarely. Sagittarius 
appears to have undergone some disrup¬ 
tion from the tidal forces exerted by the 
Milky Way, but the disruption of the 
core of Sagittarius is unexpectedly mi¬ 
nor. The dwarf may have orbited our 
galaxy 10 times or more yet remains 
largely intact, indicating that it is held 
together by large amounts of dark mat¬ 
ter (as opposed to luminous matter such 
as stars or gaseous clouds). Even so, its 
demise is just a matter of time; some 
studies suggest that Sagittarius may have 
only another billion years to go before 
being swallowed by our galaxy. Its dis¬ 
covery has demonstrated that mergers 
do happen, that they happen today and 
that they do not necessarily wreck the 
disk of the larger galaxy, 

Sagittarius is one of many surprises 
to have surfaced from the zone of avoid¬ 
ance, In August 1994 we and the rest of 
the Dwingeloo Obscured Galaxy Survey 
team examined our first 21-centimeter 
spectra. We selected a region where 
many hi aments are lost in the zone and 
where the nearby galaxy group IC342 
resides. Quite soon we came across an 
intriguing radio spectrum in the direc¬ 


tion of the constellation Cassiopeia, Ra¬ 
dio observations are prone to interfer¬ 
ence, which can mimic extragalactic ra¬ 
dio profiles; moreover, the feature 
blended with the emission from galactic 
gas* Yet various tests confirmed the sig¬ 
nal, marking the discovery of another 
previously unknown nearby galaxy. 

George K. T. Hau of the University of 
Cambridge identified an extremely dim 
visible-light object that matched the lo¬ 
cation of this radio signal. Before long, 
deeper images were obtained at various 
telescopes, which fully revealed die shape 
of the galaxy: a bar with spiral arms pro¬ 
truding at its ends |see top illustration 
on page 31]. If it were not lying behind 
the plane of the Milky Way, the gal¬ 
axy—named Dwingeloo 1—would be 
one of the 10 brightest in the sky* Judg¬ 
ing from its rate of rotation it has about 
one third the mass of the Milky Way, 
making it comparable to M33, the third 
heaviest galaxy of the Local Group af¬ 
ter the Milky Way and Andromeda. 

While conducting follow-up observa¬ 
tions of Dwingeloo 1, the Westerbork 
Synthesis Radio Telescope in the Neth¬ 
erlands discovered a second galaxy just 
one third of a degree away: Dwingeloo 
2, a dwarf galaxy with half the diame¬ 


ter and a tenth of the mass of Dwinge¬ 
loo I, Located at a distance of 10 mil¬ 
lion light-years, the pair of galaxies is 
close to, but just beyond, die Local 
Group, They seem ro be associated 
with IC342. Two other galaxies in this 
assemblage were later discovered on 
sen si rive o pri ca I i ma ge s * 

Although astronomers have yet to ex¬ 
plore the entire zone of avoidance, they 
can now rule out other Andromeda-size 
galaxies in our backyard. The Milky 
Way and Andromeda are indeed the 
dominant galaxies of the Local Group, 
Disappointing though the lack of anoth¬ 
er major discovery may be, it removes 
the uncertainties in the kinematics of 
our immediate neighborhood. 

Clusters and Superclusters 

S tudies in the zone of avoidance have 
also upset astronomers' ideas of the 
more distant universe. Using the 100- 
meter radio telescope near Effelsberg, 
Germany, astronomers discovered a 
new cluster 65 million light-years away 
in the constellation Puppis. Several oth¬ 
er lines of evidence, including an analy¬ 
sis of galaxies discovered by IRAS, have 
converged on the same conclusion: the 
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THREE-DIMENSIONAL VIEW of the local universe reveals the uneven distribution 
of galaxy dusters. The blue sphere represents a distance of 400 million light-years 
(Mly) from the Milky Way, the green plane is the galactic plane extended into inter- 
galactic space, the small knots of dots are galaxy dusters, and the circles are their pro¬ 
jections onto the galactic plane. Many galaxy clusters lie on or near the Supergalactic 
Plane {purple). Some are hidden in the zone of avoidance {gray wedge). 


inclusion of Puppis brings the expected 
motion of the Local Group into better 
agreement with the observed cosmic 
background dipole. 

Could these searches demystify the 
Great Attractor? Although the density 
of visible galaxies does increase in the 
attractor's presumed direction, the core 
of this amorphous mass has eluded re¬ 
searchers, A cluster was identified in 
roughly the right location by George O. 
Abell in the 1980s, at which time it was 
the only known cluster in the zone of 
avoidance. But with a mere 50 galaxies, 
it could hardly amount to an attractor, 
let alone a great one. 

The true richness and significance of 
this cluster has become clear in the re¬ 
cent searches. Kraan-Korteweg, with 
Patrick A. Woudt of the European 
Southern Observatories in Garching, 
Germany, has discovered another 600 
galaxies in the duster. With colleagues 
in France and South Africa, we ob¬ 
tained spectral observations at various 
telescopes in the Southern Hemisphere. 
The observed velocities of the galaxies 
suggest that the cluster is very massive 
indeed—on par with the well-known 
Coma cluster, an agglomeration 10,000 
times as massive as our galaxy. At long 
last, astronomers have seen the center 
of the Great Attractor. Along with sur¬ 
rounding clusters, this discovery could 
fully explain die observed galaxy mo¬ 
tions in the nearby universe. 

The hierarchy of cosmic structure 
does not end there. Searches in the zone 
of avoidance have identified still larger 
elum pings. One super duster 370 mil¬ 
lion light-years away in the constella¬ 
tion Ophiuehus was identified by Ken- 
idhri Wakamatsu of Gifu University in 
Japan. Although this superduster lies 
behind the galactic center, a region ex¬ 
tremely crowded with stars, Wakamat¬ 
su identified thousands of its galaxies on 
sky-survey plates. The Ophiuehus su¬ 


percluster might be connected to anoth¬ 
er supercluster in the constellation Her¬ 
cules, suggesting coherent structures on 
scales that are mind-boggling even to 
astronomers. 

For generations of astronomers, the 
zone of avoidance has been an obstacle 
in investigating fundamental issues such 
as the formation of the Milky Way, the 
origin of the Local Group motion, the 
connectivity of chains of galaxies and 
the true number of galaxies in the uni¬ 
verse. The efforts over the past decade 


to lift this thick screen have turned the 
former zone of avoidance into one of 
the most exciting regions in the extra- 
galactic sky. The mysterious Great At¬ 
tractor is now well mapped; the discov¬ 
ery of the Sagittarius dwarf has shown 
how the Milky Way formed; and the 
vast cosmic filaments challenge theories 
of dark matter and structure formation. 
More surprises in this caelum incogni- 
tum may await astronomers. Step by 
step, the missing pieces of the extra- 
galactic sky are being filled in, S3 
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ESTROGEN S DESIRABLE EFFECTS 


Designer Estrogens 

These compounds—also called SERMs — 
have evolved from mere laboratory 
curiosities into drugs that hold 
promise for preventing several 
major disorders in women 


BRAIN 

Regulates areas that prepare body 
for reproduction 
Helps to maintain stable temperature 
and avoid hot flashes 
May help protect memory 


by V Craig Jordan 


D ramatic research findings 
have recently focused new at¬ 
tention on so-called designer 
estrogens, the medicines known more 
technically as selective estrogen recep¬ 
tor modulators (SERMs), These agents 
behave like estrogen in some tissues but 
block its action in others. 

This past spring a large study demon¬ 
strated that one such compound—the 
cancer treatment tamoxifen—can pre¬ 
vent breast cancer in women as young 
as 35 who arc at high risk for the dis¬ 
ease. No drug had ever before been 
found to avert primary breast tumors. 
Soon after, a pre liminar y report revealed 
that a related agent, raloxifene, may 
similarly protect against breast cancer. 
This time the drug was tested in post¬ 
menopausal women who, aside from 
advanced age, had no particular signs 
of elevated risk. 

Further, various lines of evidence have 
begun to suggest that raloxifene (now 
prescribed for maintaining bone density 
in older women) or other SERMs in de¬ 
velopment may he able ro shield wom¬ 
en single-handedly from a suite of seri¬ 
ous disorders that become increasingly 
prevalent after menopause. Those con¬ 
ditions include breast cancer and osteo¬ 
porosis (bone thinning that weakens re¬ 
sistance ro fractures) as well as endome¬ 
trial cancer (which affects the uterine 
lining) and coronary artery disease, the 
single leading cause of death in women 
and men alike. 

If SERMs fulfill their promise, they 
should greatly improve women’s health 
in the 21st century. I have spent almost 
30 years examining the actions and side 
effects of these agents, providing clini¬ 


cal investigators with information need¬ 
ed for designing human trials. T am 
therefore well situated to tell the often 
surprising tale of how these remarkable 
compounds evolved from laboratory 
oddities to cancer therapies to medicines 
that may preserve the vitality of healthy 
women as they age. 

The story properly begins nearly four 
decades ago, with tamoxifen’s discov¬ 
ery. The narrative will he most compre¬ 
hensible, however, if I briefly review es¬ 
trogen’s role in the body and explain 
why drugs that selectively mimic or im¬ 
pede this hormone are so intriguing. 

Why Regulate Estrogen? 

E strogen turns out to be a contradic¬ 
tory molecule, both crucial and 
harmful to women. The most obvious 
benefit is the programming of the fe¬ 
male body (especially the breast, uterus 
and brain) for reproduction, a function 
essential to perpetuating the human race. 

During the past 20 years, the hormone 
has also been found to act on other or¬ 
gans in ways that optimize overall 
health. For instance, it influences brain 
centers that maintain body tempera¬ 
ture, and it enables the vaginal lining to 
stay thick and lubricated. More impor¬ 
tant, it safeguards the heart, largely by 
limiting the buildup of atherosclerotic 
plaque in tire coronary arteries. The ar¬ 
teries are protected in part by estrogen’s 
ability ro modulate the manufacture of 
cholesterol in the liver; it restrains the 
output of atherosclerosis-promoting 
LDL (low-density lipoprotein) choles¬ 
terol, and it elevates that of plaque-fight¬ 
ing HDL (high-density lipoprotein) cho- 


BREAST 

Programs glands to produce milk 


LIVER AND HEART 

Helps to regulate production 
of cholesterol by the liver and thus to 
avoid atherosclerosis and heart attacks 


UTERUS 

Programs uterus to nourish a fetus 


BONE 

Maintains density 
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ESTROGEN'S NEGATIVE EFFECTS 


BREAST 

Promotes breast cancer 




UTERUS 

Promotes cancer of the uterine lining 


ESTROGEN'S EFFECTS on a woman can 
be good or bad. Drugmakers hope that 
compounds called selective estrogen recep¬ 
tor modulators (SERMs) will mimic estro¬ 
gen's effects on the liver, heart and bones 
but will combat its harmful effects on the 
breast and uterus. The aim is to protect the 
health of postmenopausal women, who 
manufacture little estrogen of their own. 


lesteroL Estrogen also preserves bone, 
helping to keep a balance between its 
creation and degradation. And recent 
findings hint that it may support mem¬ 
ory and delay or ease Alzheimer's disease. 

Many women best appreciate estro¬ 
gen's value when they confront its loss 
during and after menopause—the phase, 
usually beginning around age 50, when 
the ovaries exhaust their supply of eggs 
and stop making the hormone. Hot 
flashes and night sweats may occur for 
several years. Meanwhile rises in LDL 
cholesterol and other cardiovascular 
changes progressively increase the odds 
of coronary disease and heart attacks. 
In parallel, bone thinning, which begins 
slowly in a woman's late 30s, accelerates, 
often resulting in crippling fragility and 
deformity in her 70s. 

Estrogen’s more malevolent aspect— 
an ability to promote cancer of the breast 
and of the uterine lining—also becomes 
most evident in the years following men¬ 
opause. The hormone probably does not 
initiate the cellular changes that result in 
these cancers, but it does stimulate the 
growth of cells that have taken the first 
steps toward uncontrolled proliferation. 
Decades of exposure to her own estro¬ 
gen greatly elevate a woman's chances of 
having a detectable tumor, which makes 
advancing age a major risk for both can¬ 
cers. Breast cancer, though, is much more 
common, affecting one womaji in every 
15 between the ages of 60 and 79. 

After women stop ovulating, they fre¬ 
quently try to compensate for the loss 
of estrogen’s desired effects by taking a 
synthetic or natural replacement. Such 
replacement therapy eases hot flashes 
and, with long-term use, guards against 
osteoporosis. In addition, several retro¬ 
spective studies suggest that it reduces 
heart attacks, although a definitive, pros¬ 
pective study remains to be done. Yet 
replacement therapy presumably pro¬ 
motes breast and endometrial cancer, 
and in some women it triggers forma¬ 
tion of potentially dangerous blood clots 
tn the veins. Addition of progestin, a 
synthetic form of the hormone proges¬ 
terone, to the regimen protects against 
endometrial cancer, by inducing month¬ 
ly shedding of the uterine lining (includ¬ 
ing any malignant cells). But many older 
women dislike having '"periods" again, 
and progestins do not alleviate the threat 
of breast cancer or of blood clots. 

A major hope for SERMs is that some 
will replicate estrogen's critical benefits 
for the bones and heart but will act as 
antiestrogens (estrogen blockers) in the 
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breast and uterus, thus avoiding estro¬ 
gen’s key dangers. Because SERMs can 
worsen hot flashes, however, any that 
meet those demands will probably be 
used primarily by women whose acute 
menopausal symptoms have subsided. 

I should note that exercise and careful 
attention to diet and to calcium intake 
can help preserve the bones and heart 
without drugs; some scientists contend 
these approaches may even fend off 


breast and endometrial cancer. But how 
well they stack up against drug therapy 
has yet to be examined rigorously. 

Tamoxifen: The Pioneer 

A lthough SERMs are suddenly in the 
. spotlight for their disease-prevent¬ 
ing potential, that capacity was never 
considered when tamoxifen, the best- 
known member of the class, was un¬ 


covered some 40 years ago. In fact, no 
one had yet realized that it, or any chem¬ 
ical, could be estrogenic in some tissues 
and antiestrogenic in others. What is 
more, tamoxifen, then classified solely 
as an antiestrogen, was not expected to 
forestall or treat any disease at all. It 
was going to be a contraceptive. Its fail¬ 
ure in that role was the first of many 
disappointments that would, ironically, 
become valuable revelations—pointing 


How SERMs Work 


I nvestigators do not yet know how SERMs, such as tamoxifen and 
raloxifene, can be antiestrogenic in some cells and estrogen ic in 
others. But speculation abounds. 

All our ideas build on an understanding of how estrogen works 
(sequencein a, below). The hormone affects only cells that make nu¬ 
clear proteins called estrogen receptors. When these nuclear pro¬ 
teins encounter estrogen (7), they bind to it, change shape, form 
pairs and attach to docking sites, termed estrogen response ele¬ 
ments (EREs), in certain genes. This attachment, in turn, triggers for¬ 
mation of a transcription complex (2) t a cluster of so-called coactiva¬ 
tors and other proteins that fit around the receptors like pieces in a 
jigsaw puzzle. The completed complex then activates the bound 
genes. It induces an enzyme, RNA polymerase, to transcribe the 
genes into molecules of messenger RNA—mobile RNA templates 
from which new proteins are made. These proteins then i nduce the 
cell to divide or change in other ways (3). 

When SERMs block estrogen action, they do so by plugging the 
estrogen binding site on the receptor (b), thus preventing estrogen 
from gaining access. SERM binding in those cells also probably keeps 
the receptor from adopting the shape needed for interacting with 
coactivator proteins that cooperate with the receptor in forming a 
normal transcription complex. Evidence for that possibility comes 
from the laboratory of Roderick E. Hubbard at the University of York in 


England. In comparing the structure of a receptor bound by estro¬ 
gen with one bound by raloxifene, the researchers found that estro¬ 
gen causes a helical region of the receptor—helix 12—to swing 
across the binding site, much as a restraining bar on an amusement 
park ride might swing across a seat to lock passengers into place. 
This displacement of helix 12 positions certain of its constituent 
amino adds so that they can combine with particular coactivators. 
Binding by raloxifene, in contrast, jams the "hinge" of the bar, so that 
helix 12 cannot rotate properly [see illustration on page 40 ]. 

M y laboratory has found that raloxifene and tamoxifen jam the 
hinge by binding to a specific amino add—number 351—in 
the string of amino acids that compose the receptor. This discovery 
helps to explain some instances of lost responsiveness to tamoxifen 
in breast cancer patients originally treated successfully with the 
drug. In these cases, the tumors alter the receptor so that the proper 
amino add in position 351 is replaced by a different one. This substi¬ 
tute amino acid reacts to tamoxifen by allowing helix 12 to rotate 
normally. In consequence, the receptor behaves as if it were bound 
by estrogen, not tamoxifen, and the tumor grows. 

But how would SERMs that are antiestrogens in some healthy 
cells end up mimicking estrogen in others? Presumably, the drugs 
are affecting the receptor identically in all cell types, so the variation 


a HOW ESTROGEN ACTS IN CELLS 
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DIVIDING CELL 


1 Estrogen binds to its receptor, 
which then binds to certain genes 


2 A transcription complex forms 
and activates gene transcription 


3 Cell behavior changes 
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to new, more profound applications for 
tamoxifen and its relatives. 

In the early 1960s Dora N. Richard¬ 
son , Michael J. K. Harper and Arthur 
L. Walpole of ICI Pharmaceuticals (now 
Zeneca) in England identified tamoxi¬ 
fen as an antiestrogen, after seeing that 
it kept estrogen from increasing the size 
of the rat uterus. In the era of “make 
love, not wat; -11 sales of birth-control pills 
were soaring. The team realized that ta¬ 


moxifen, by inhibiting estrogen in the 
uterus, might block pregnancy and 
serve as a convenient “morning after” 
pill Yet in subsequent studies, the com¬ 
pound fell flat. In fact, instead of inter¬ 
fering with pregnancy, it enhanced the 
odds of conception in subfertile women. 

Fortunately for breast cancer victims, 
Walpole had reason to suspect that ICFs 
apparently useless contraceptive might 
offer a new way to treat breast tumors. 


Charged with producing birth-control 
agents, he could not pursue die notion 
himself. Nevertheless, he vigorously en¬ 
couraged others to do so. One of those 
people was me. 1 first met Walpole in 
1967, when I was a student intern at 
ICI, Later, in 1972, he served as the 
chief examiner of my doctoral disserta¬ 
tion, on the action of antiestrogens. 

Walpole based his anticancer hopes 
for tamoxifen on emerging understand- 


in response has to lie with some features that differ between cells. 

One hypothesis focuses on the coactivator proteins that interact 
with receptors on genes (t, top). Cel Is that show no estrogenlike re¬ 
sponses to SERMs may produce no coactivators able to interact with 
SERM-bound receptors, whereas cells that do respond may, by chance, 
produce coactivators that can cope with the abnormally shaped re¬ 
ceptors and initiate formation of a working transcription complex. 

Another idea holds that SERM-bound receptors are unable to bind 
to standard estrogen response elements in genes. In some cells, how¬ 
ever certain genes reveal alternative docking sites ( c t middle). When 
the SERM-bearing receptors land on those sites, transcription complex¬ 
es form and transcription ensues much as if estrogen were driving it 

Finally, Jan-Ake Gustafsson and his colleagues at the Karofinska In¬ 
stitute in Stockholm have recently discovered that the estrogen re¬ 
ceptors come in at least two forms. The one researchers have long 
known about is now termed the alpha receptor; the new variety is 
the beta receptor. It is conceivable that in cells that make only alpha 
receptors, SERMs keep the estrogen receptor from stimulating tran¬ 
scription. But in cells that make beta receptors (c, bottom), binding 
by SERMs may induce those receptors to activate transcription. In 
this case, some findings suggest, the receptors may abet formation 
of a transcription complex by binding not to genes directly but to 
the DNA-binding proteins Fos and Jun. Other explanations for estro¬ 
genic activity are under consideration as well. — KCJ, 


b HOW SERMS BLOCK ESTROGEN ACTION 
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Coactivators cannot 
attach to SERM-bound 
receptors 

Consequence: 

No transcription 
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SERM bars estrogen 
from binding to receptor 


c HOW SERMS MIMIC ESTROGEN 
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Alternative coactivator allows 
a transcription complex to form 
and transcription to begin 
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Alternative response clement 
somehow enables SERM-bound 
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A P-1 ELEMENT 


FOS JUN 


BETA RECEPTOR 



HYPOTHESIS 3 

Alternative form of the receptor—the beta 
receptor—initiates transcription when the 
standard, alpha type is unable or is absent 
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HELIX 12 


HELIX 12 


ESTROGEN 


RALOXIFENE 


STRUCTURAL FINDINGS have helped to explain the antiestrogenic activity of ralox¬ 
ifene. When estrogen hinds to the estrogen receptor (red ribbon ), helix 12 in the recep¬ 
tor folds across the estrogen molecule (left). This rotation positions certain amino acids 
[red balls) so that they can mesh with other molecules needed to activate estrogen- 
responsive genes. But the helix docs not rotate when raloxifene binds Lack of 

rotation may prevent the receptor from interacting properly with the activating mole¬ 
cules. Raloxifene appears to impede rotation by binding to amino add 351* 


ings of how estrogen contributes to 
breast cancer. Researchers had known 
for decades that the hormone somehow 
promoted the growth of breast tumors. 
By the turn of the 20th century, for ex¬ 
am pie, physicians had learned that re¬ 
moving the ovaries, the main source of 
estrogen in females, could induce a de¬ 
gree of tumor regression in about a 
third of those with advanced breast 
cancer (disease that has spread beyond 
the lymph nodes under the arms). 

A distinguished French scientist. An- 
mine Lacassagne, subsequently postu¬ 
lated, in 1936, that a drug able to coun¬ 
ter estrogen action could prevent breast 
cancer. In the 1930s, though, there were 
no antiestrogenic drugs and no molecu¬ 
lar target to aim at. No one knew the 
molecular interactions through which 
estrogen stimulated tumor growth in the 
breast or, for that matter, induced mat¬ 
uration of the female reproductive tract. 

The target turned up in die late 1950s, 
when studies by El wood V. Jensen and 
Herbert 1. Jacobson of the University of 
Chicago established that estrogen al¬ 
tered the behavior of responsive tissues 
by linking to a binding molecule, or re¬ 
ceptor, produced only in those tissues. 
About five years later Jack Gorski and 
his colleagues at the University of Illinois 
confirmed the receptor’s existence by 
isolating it from cells of the rat uterus. 


Both groups also predicted correctly that 
bound receptors in cells then activated 
genes, which in turn altered the cells’ 
behavior. For instance, in the breast and 
endometrium, estrogen-stimulated gene 
activation results in cell division. 

Jensen also made the crucial concep¬ 
tual leap that would eventually catalyze 
development of tamoxifen as a breast 
cancer therapy. He reasoned that breast 
cancer patients who responded to remov¬ 
al of the ovaries had tumors containing 
abundant estrogen receptors. To grow, 
these tumors required estrogen to bind 
to the receptors; in the absence of such 
contact, the tumors frequently stopped 
expanding and sometimes disappeared. 
In contrast, tumors that did not respond 
to ovarian removal presumably lacked 
estrogen receptors and thrived even in 
the absence of estrogen. Hence, women 
with receptor-rich rumors would very 
likely benefit from endocrine (estrogen- 
removing) therapy, whereas women 
with receptor-poor tumors would not. 

Jensen’s views led to the tailoring of 
therapy based on the presence or ab¬ 
sence of estrogen receptors in breast tu¬ 
mors. They also suggested by the 1970s 
that tamoxifen, as an estrogen antago¬ 
nist, might halt the growth of receptor- 
bearing breast tumors and even elimi¬ 
nate them without forcing women to 
undergo surgery to remove estrogen- 


producing organs. Tamoxifen would 
bind to estrogen receptors in receptor- 
rich breast tumors, thereby keeping es¬ 
trogen from gaining a foothold and 
from issuing growth signals. 

In those days, though, most clinicians 
were dubious. They instead placed their 
hope in chemotherapy, the administra¬ 
tion of toxic chemicals that travel 
through the blood, killing stray cancer 
cells but destroying many healthy cells 
in the process. 

In spite of the prevailing skepticism, 
after I earned my Ph.D. I set about eval¬ 
uating tamoxifen’s selective ability to 
decrease the growth of breast tumors. 
My experiments showed that it blocked 
estrogen action by binding to estrogen 
receptors in place of estrogen. In rats, it 
also shrank mammary tumors bearing 
estrogen receptors and prevented known 
carcinogens from producing new tumors. 

When those studies were completed, 
in 1974, at the Worcester Foundation 
for Experimental Biology in Massachu¬ 
setts, the research establishment had yet 
to rum its attention to breast cancer pre¬ 
vention. Hence, for at least a decade, no 
one attempted prevention trials in hu¬ 
mans. Nevertheless, with colleagues at 
various universities, 1 continued to con¬ 
duct laboratory experiments that pro¬ 
vided the scientific rationale for a range 
of human studies of tamoxifen. In the 
course of this work, we learned that the 
body converts tamoxifen into several 
different derivatives, or metabolites. 
Modified versions of some of the me¬ 
tabolites are now being tested as drugs; 
one variation became raloxifene. 

Tamoxifen Proves Therapeutic 

W hile our in vestigartnns proceeded, 
other teams conducted trials of 
tamoxifen in women with breast can¬ 
cer. In the early 1970s two small tests 
had shown the drug to reduce tumors 
temporarily in about a third of patients 
with advanced, widely disseminated dis¬ 
ease. Further, the side effects were much 
milder than those of chemotherapy. On 
that basis, the British government al¬ 
lowed tamoxifen onto the market in 
1973. It became available for late-stage 
breast cancer in the U.S. in 1978. 

Advanced cancer is difficult to cure, 
but the tumor regression in those early 
experiments implied that tamoxifen 
might yield more lasting effects if it were 
given to women who harbored less can¬ 
cer. Indeed, I began to wonder, as did 
others, if patients with more limited 
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disease might be cured by receiving 
tamoxifen as adjuvant, or additional, 
therapy after surgery removed any 
identifiable tumor. The drug, we hoped, 
would destroy micrometastases—unde¬ 
tectable tumor cells that had already 
spread around a woman's body and 
that, left unopposed, could evolve into 
fatal masses. 

Clinical researchers decided to evalu¬ 
ate the approach by giving patients a 
year of tamoxifen as adjuvant therapy. 
My group, meanwhile, worked with an¬ 
imals, We induced formation of micro¬ 
scopic malignancies and then tested the 
ability of tamoxifen to “cure” the dis¬ 
ease, keeping the tiny abnormalities 
from growing into tumors. 

In the human trials and in our tests 
alike, short-term treatment failed. On 
the other hand, the animal experiments 
showed that unbroken, long-term deliv¬ 
ery (equivalent to more dian five years 
of tamoxifen delivery in human subjects) 
blocked tumor development. In the ini¬ 
tial phase of therapy the drug acted like 
a fire blanket: it snuffed out malignan¬ 
cies only as long as it was in the blood¬ 
stream, Inter, however, it apparently had 
more enduring effects. These results con¬ 
vinced investigators to try more extend¬ 
ed courses in human subjects. 

Tamoxifen has now been studied in 
patients for more than 20 years. This 
experience has confirmed that longer is 
better: five years of adjuvant therapy 
with tamoxifen is superior to one or 
two years. Investigators at the Universi¬ 


ty of Oxford regularly review clinical 
research into tamoxifen. Their latest re¬ 
port includes data on 30,000 breast 
cancer patients whose tumors had not 
spread beyond the lymph nodes before 
surgery or radiation therapy was done. 
Of these women, 18,000 had tumors 
rich in estrogen receptors, and 12,000 
had cancers or unknown receptor status 
(8,000 of which were probably recep¬ 
tor-hearing). Five years of adjuvant ta¬ 
moxifen therapy reduced cancer recur¬ 
rence near the original site or as metas- 
tases by close to 50 percent, and the 
effect persisted for at least five years af¬ 
ter the subjects finished their course of 
tamoxifen. Similarly, women receiving 
the adjuvant therapy for five years had 
about a 50 percent reduction in the ap¬ 
pearance of tumors in the second breast, 
and the protection again lasted for at 
least five years after the drug therapy 
was completed. 

A Troubling Effect Emerges 

B y 1986 tamoxifen was poised to be 
prescribed widely as adjuvant ther¬ 
apy for all stages of breast cancer, and 
at least two major trials of its value for 
preventing the disease were being 
planned. With its use about to soar, I be¬ 
came increasingly fearful that long-term 
delivery would cause unanticipated side 
effects. My laboratory at the University 
of Wisconsin-Mad ison therefore initi¬ 
ated a series of animal experiments to 
define potential roxicities. 


At first we were worried that tamox¬ 
ifen, as an estrogen antagonist, would 
inactivate estrogen in tissues that need¬ 
ed it. What would be the advantage of 
controlling breast cancer with tamox¬ 
ifen only to increase disability from os¬ 
teoporosis and death by heart attack? 

We began addressing our concerns by 
evaluating the drug’s effects on bone. 
We looked not only at tamoxifen but 
also at raloxifene, then an experimental 
compound that Eii Lilly was pursuing 
as an alternative antiestrogenic therapy 
for breast cancer. To our amazement, 
both ostensible antiestrogens maintained 
bone density in estrogen-deprived rats, 
much as estrogen would. 

Clearly, their actions were target-site- 
specific. The chemicals always bound to 
the estrogen receptor in place of the real 
hormone, barring estrogen from attach¬ 
ing, And in some cell types, such as the 
breast, this binding ensured (as expect¬ 
ed) that the receptors remained quies¬ 
cent. At least in bone cells, rhough, die 
drugs induced the receptors to behave al¬ 
most as if they were bound by estrogen. 

These agents, then, were not pure 
antiestrogens after ail. They were selec¬ 
tive estrogen receptor modulators. Nat¬ 
urally, we were curious about the ex¬ 
planation for this tissue-selective activi¬ 
ty—a variability that remains poorly 
understood [see box on pages 38 and 
39]. At the time, though, we were main¬ 
ly delighted that tamoxifen did not 
erode bone. 

Our joy was short-lived, because an 


TAMOXIFEN STUDY evaluated the drug’s 
ability to prevent breast cancer in 13,388 
women at high risk for the disease. Subjects, 
three of whom are shown below, were eligible 
if they were at least 60 years old or if their 
medical or family history indicated a high 
propensity for the disorder. The four-year 
study ended this past spring. Compared with 
subjects in the placebo-receiving group, 45 
percent fewer of the treated patients were di¬ 
agnosed with breast cancer (graph). The drug 
was effective in all age groups. 
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important side effect of tamoxifen soon 
came to the fore. We knew from the sci¬ 
entific literature that the agent could 
weakly enhance the growth of endome¬ 
trial cancer in laboratory animals. Fob 
lowing up on this observation, Marco 
Gottardis in my group performed a now 
classic experiment demonstrating that 
the chemical behaved selectively like es¬ 
trogen in the uterus. When he delivered 
tamoxifen and estrogen to mice that 
had been implanted with human breast 
and uterine tumors, he saw that tamox¬ 
ifen impeded estrogen’s ability to stimu¬ 
late growth of breast cancer hut was un¬ 
able to check the growth of endometrial 
cancer. In 1989 Tommy Fornander and 
Lars Erik Rutqvist of the Karolinska In¬ 
stitute in Stockholm observed a similar 
phenomenon in women: in breast can¬ 
cer patients who were postmenopausal, 
tamoxifen reduced the incidence of tu¬ 
mors in the second breast, but it in¬ 
creased the rate of endometrial cancer. 

Since then, the public and physicians 
alike have expressed great anxiety over 
this effect. Vigilance is certainly warrant¬ 
ed, but the extent of fear may be exces¬ 
sive. Recently the World Health Orga¬ 
nisation's International Agency for Re¬ 
search on Cancer concluded that women 
taking tamoxifen for breast cancer ther¬ 
apy should not stop because of concern 
about endometrial cancer: the survival 
benefits strongly outweigh the risks. In 
numerical terms, about 30 times more 
lives are saved by tamoxifen than are 
lost to its side effects. Further, with mon¬ 
itoring, most cases of endometrial can¬ 
cer in tamoxifen users can be found ear¬ 
ly, at a stage when they are readily cured. 

Another relatively uncommon but 
potentially lethal side effect has turned 
up as well. Like estrogen, tamoxifen can 
give rise to venous blood dots, mosdy 
in women older than 50. 

Tamoxifen Prevents Breast Cancer 

A s research into tamoxifen’s side cf- 
. fects progressed, so did studies of 
its value for preventing breast cancer. 
One, a small endeavor headed by Tre¬ 
vor J. Powles of Royal Marsden Hospi¬ 
tal in London, is ongoing. The other— 
the Breast Cancer Prevention Trial—pro¬ 
duced the result mentioned at the start 
of this article. 

The latter project, a joint American 
and Canadian effort led by Bernard 
Fisher, now at the Allegheny University 
of the Health Sciences, enrolled 13,388 
women 35 years or older who were con¬ 



BONE from a healthy individual (left) is significantly sturdier than that from someone who 
has osteoporosis ( center ), the bone thinning that accelerates after menopause. One SERM, 
raloxifene, has been approved for maintaining bone density. Preliminary findings suggest 
that in postmenopausal women, raloxifene might also reduce risk for breast cancer (grapb) % 


sidered to be at high risk by virtue of 
their family or medical history or age 
(older than 60). Half received tamox¬ 
ifen, half a placebo. Tamoxifen’s benefit 
was so strong—the treated group had 
45 percent fewer cases of breast can¬ 
cer—that the study leaders halted the 
trial after four years, instead of the pro¬ 
jected five, and offered tamoxifen to the 
placebo group. 

Because physicians can prescribe an 
already marketed drug for any purpose 
they deem reasonable, doctors are start¬ 
ing to offer tamoxifen to certain patients 
whose risk profile matches the actual 
situation of women in the study. The 
subjects turned out to have at least four 
times the risk as that of their age groups 
in the general population. 

Whether or not unease over tamoxi¬ 
fen’s effect on the uterus is overblown, 
the fact that the drug can increase sus¬ 
ceptibility to endometrial cancer means 
it cannot be used as a breast cancer pre¬ 
ventive in women having no obvious 
susceptibility to that disorder {except, 
perhaps, tn women who have already 
had their uterus removed for other rea¬ 
sons). Even the relatively low likelihood 
of acquiring endometrial cancer would 
be indefensible in that group. And yet 
some fraction of them will certainly go 
on to acquire breast cancer. 

While pondering whether any other 
substance might be safer for broad dis¬ 
tribution, I realized that a less risky 
compound suspected of being able to 
prevent breast cancer could be made 
available to the general population fair¬ 
ly quickly if it also had value for some 
ocher medical application. Experiment¬ 


ers could test the agent’s efficacy in the 
other application without having to re¬ 
strict subjects to those with a document¬ 
ed propensity for breast cancer and 
without having to wait many years for 
cancer to develop in the treated and 
placebo-receiving groups. Then, over 
time, researchers could gather dara on 
its ability to prevent breast cancer. 

By 1990 Gottardis had demonstrated 
that raloxifene—already known to pre¬ 
serve bone in rats—could prevent both 
mammary and endometrial cancer in 
rodents. Meanwhile clinical investiga¬ 
tors had shown that tamoxifen, which 
seemed to behave very much like ralox- 
ifene, could lower LDL cholesterol in 
women. Together these findings implied 
that raloxifene or a similar SERM 
might provide the long-term benefits of 
estrogen replacement therapy (protec¬ 
tion of the bones and heart) without 
posing the carcinogenic dangers. 

Focus on Health after Menopause 

I therefore challenged pharmaceutical 
companies to develop drugs that 
aimed to prevent osteoporosis or heart 
attacks, or both, in postmenopausal 
women and that, as a beneficial side ef¬ 
fect, prevented breast and endometrial 
cancer. 1 call this therapeutic approach 
my Trojan horse strategy, because the 
drug goes into the body ostensibly to do 
a single job—say, combating bone loss— 
but then does other tasks surreptitiously. 

Many companies have responded. 
Such efforts led, less than a year ago, to 
the approval of raloxifene for maintain¬ 
ing bone density in postmenopausal 


42 Scientific American October 1998 


Designer Estrogens 


I.PJH5 fl¥ P MOTTA Univen/lyof iu Sdpienzfl, RevfGfiherx Arm 






endometrial cancer and heart attacks, but fur¬ 
ther investigation is needed. The breast can¬ 
cer data come from an analysis of more than 
10,000 women followed for almost three years* 


women. And signs from human trials 
favor the likelihood that it can meet the 
other criteria we put forward in 1990. 

This past spring, for example, ralox¬ 
ifene was shown to lower “bad,” LDL 
cholesterol in postmenopausal users 
without decreasing “good, 1 " 1 HDL cho¬ 
lesterol. Perhaps, then, it will manage 
to lower the incidence of heart attacks. 
Moreover, preliminary data from stud¬ 
ies that initially focused on osteoporosis 
imply that the drug can probably pre¬ 
vent breast cancer in that same popula¬ 
tion, reducing its incidence by about 50 
percent. Also, small clinical studies have 
so far seen no disturbing estrogenlike 
activity in the uterus, but this effect must 
be evaluated more thoroughly. 

Still, raloxifene is not perfect. Like es¬ 
trogen replacement therapy and tamox¬ 
ifen, it increases the incidence of blood 
dots in the veins* And many questions 
persist. Clinicians have yet to determine 
whether raloxifene remains effective and 
safe indefinitely and whether it is as suc¬ 


cessful as estrogen at preventing osteo¬ 
porosis. Also uncertain is whether it 
might be antiestrogenic in areas of the 
brain involved in memory, although 
nothing indicates that it—or tamoxifen— 
impairs memory* 

Further, even though animal and some 
human findings support the notion that 
raloxifene may reduce heart attacks and 
endometrial cancer in women who have 
stopped ovulating, doctors lack defini¬ 
tive data on these points. The heart 
question is currently being confronted 
in the RUTH (Raloxifene Use for the 
Heart) trial, which is testing raloxifene 
against a placebo in 10,000 women at 
high risk for coronary disease. That tri¬ 
al, which should begin reporting results 
in six or seven years, will additionally 
collect data on the incidence of breast 
cancer in the subjects. 

Not surprisingly, beyond assessing 
raloxifene's value for women past meno¬ 
pause in general, scientists are eager to 
leant whether the drug is an effective but 
safer choice than tamoxifen for specific¬ 
ally preventing malignancy in females 
known to have a high likelihood of ac¬ 
quiring breast cancer* After all, ralox¬ 
ifene's effects in most tissues are similar 
to those of tamoxifen, except for ralox¬ 
ifene's apparent lack of unwanted stim¬ 
ulation of the uterine lining. A direct 
comparison of the drugs in postmeno¬ 
pausal women at risk for breast cancer 
should be under way by the time this 
article is published. The trial, named 
STAR (Study of Tamoxifen and Ralox¬ 
ifene), is sponsored by the National Can¬ 
cer Institute* It will include 22,000 sub¬ 
jects and should last five to 10 years. 

New SERMs are in the pipeline. One 
day women and their doctors may he 
able to select substitutes for estrogen re¬ 
placement therapy and cancer preven¬ 
tives on the basis of each patient's unique 
set of risks and worries* 


As studies of SERMs for those pur¬ 
poses proceed, efforts to improve SERM- 
based therapies for cancer are advanc¬ 
ing as well. Breast cancer sometimes be¬ 
comes resistant to tamoxifen and stops 
responding to it. Cancer researchers 
would like to explain how the resistance 
arises so they can find ways to over¬ 
come it. In the past year, my team at 
Northwestern University has uncovered 
one, albeit rare, mechanism of resistance! 
substitution of a tiny component—a 
single amino acid—in the estrogen re¬ 
ceptor* That change causes the receptor 
to behave in breast cancer cells as if it 
were bound by stimulatory estrogen 
even when ir is hound by the normally 
inhibitory tamoxifen j see box on pages 
38 and39\. 

In some cases, tamoxifen-resistant tu¬ 
mors respond to pure antiestrogens, 
chemicals that display no estrogenic ac¬ 
tivity at all. Those drugs are used as a 
last resort, however, because (as was 
originally feared for tamoxifen) they 
block estrogen at sites where it is want¬ 
ed, such as the bones and liver* just as 
multiple SERMs are being evaluated as 
substitutes for estrogen replacement 
therapy, pure antiestrogens are being 
developed as new cancer treatments. 

A revolution in women's health has 
occurred in the past 20 years. Tamox¬ 
ifen, the first known SERM, has extend¬ 
ed millions of lives by acting as an anti- 
estrogen in breast cancer cells. After it 
was introduced as an antiestrogen, rec¬ 
ognition of its estrogenic aspects led to 
the study of other SERMs that are anti¬ 
estrogenic in some tissues but estrogen¬ 
ic in others. Evaluations of those agents, 
and especially of raloxifene, then led to 
the prediction that certain SERMs might 
spare many women from osteoporosis, 
heart disease, breast cancer and endo¬ 
metrial cancer* Today that prediction 
shows strong signs of coming true* 33 
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Secrets 

of the 

Slime 

Hag 

by Frederic H. Martini 


hump. After an flour of descending through near-total dark¬ 
ness in the research submarine Alvin, we slide into the sdty 
-M- ocean bottom roughly 1,700 meters (just over one mile) be¬ 
low the surface of the Pacific, off the coast of southern California. The 
pilot switches on the floodlights, illuminating a dense cloud of sediment 
kicked up by our arrival Several minutes pass as we wait for the de¬ 
bris to settle and activate the sub's sonar system, which shows a large 
target roughly 240 meters away. As we move closer, vve see through 
Alvin's portholes the ghostly white carcass of a 32-metric-ton gray 
whale. The whale's watery grave is anything but peaceful: it is swarm¬ 
ing with hundreds of half-meter-long hagfishes, which are methodi¬ 
cally gnawing away at the whale's chalky blubber, bite by bite. 

Scenes like this are eerie enough to keep some people up at night— 
and they change forever one’s concept of burial at sea. But for my col¬ 
leagues and me, who study the biology of hagfishes, they provide a 
fascinating glimpse into the lives of these strange and slimy animals. 
For years, the habits of hagfishes—which are sometimes called slime 
hags—and their place on the evolution ary tree of life have been a mat¬ 
ter of conjecture. But recent studies indicate that hagfishes, which ap¬ 
pear to have changed little over the past 330 million years, in many 
ways resemble the first craniates (animals with a braincase). For in¬ 
stance, the evolutionary path leading toward humans—and all other 
vertebrates (animals with a backbone)—probably diverged from that 
of hagfishes 530 million years ago. New research also shows that hag- 


Loathsome though 
they may seem, hagfishes 
may also resemble 
the earliest animals 
to have a braincase — 
making them even older 
than the first animals 
to develop a backbone 


DEAD WHALE on the deep-sea floor off the 
coast of California is aswarm with hagfishes. 
Scientists are finding that hagfishes—which 
have changed little over 330 million years 
of evolution—play important rofes in 
the ecosystem of the ocean bottom, 
as both predators and scavengers. 
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fishes are much more abundant—and probably play a much 
more important role in the ecology of the ocean-bottom 
community—than anyone would have guessed a decade ago. 

Slime Balls of the Sea 

T he word “slimy” can only begin to describe the average 
hagfish: one good-size adult can secrete enough slime 
from its roughly 200 slime glands to turn a seven-liter bucket 
of water into a gelatinous mess within minutes. Hagfishes re¬ 
lease slime in varying amounts, depending on the circum¬ 
stances. They tend to produce slime in small amounts while 
feeding on a carcass, a behavior that might be designed to 
ward off other scavengers. But when attacked or seized, a 
hagfish can ooze gobs of goo, from all its slime glands at once. 
Although the slime is initially secreted as a small quantity of 
viscous, white fluid, Lt expands several hundred times as it 
absorbs seawater to form a slime ball that can coat the gills 
of predatory fish and^ither suffocate them or distress them 
enough to make them swim away. But for all its utility, the 
slime appears to be equally distressing to the hagfish. To rid 
its body of the sticky mucus, a hagfish literally ties its tail in a 
knot and sweeps the knot toward its head to scrape itself clean. 
People often mistake the hagfish for an eel because both 


animals are long and cylindrical. The common names of sev¬ 
eral species of hagfish even include the term “eel,” usually ac¬ 
companied by a descriptive adjective (“slime eel,” for exam¬ 
ple). As is so often the case, however, such common names 
are misleading. Hagfishes are not eels at alh true eels are 
bony fish with the requisite prominent eyes, paired pectoral 
and pelvic fins, a hard skeleton, bony scales and strong jaws. 
Like other bony fish, eels rely for respiration on gills that are 
attached to bones called gill arches and covered by a bony 
flap called an operculum. 

In contrast, hagfishes arc much simpler in form and func¬ 
tion Isce illustrations on pages 46 and 47\. They lack true 
eyes and paired fins, and their rudimentary skeleton consists 
only of a longitudinal stiffening rod made of cartilage, called 
the notochord, and several smaller cartilaginous elements, in¬ 
cluding a rudimentary braincasc, or cranium. Hagfishes do 
not have scales; instead they have a thick, slippery skin and 
large, complex slime glands. In addition, they lack jaws, and 
their gills are a series of pouches that arc different from the 
gills of any other living fish. 

Hagfishes can be found in marine waters throughout the 
world, with the apparent exception of the Arctic and Antarc¬ 
tic seas. Although the animals always live near the ocean but- 
tom, they can survive at a variety of depths. Water tempera- 
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ture is the primary factor that limits the 
habitat of hagfishes: they appear to pre¬ 
fer waters cooler than 22 degrees Cel¬ 
sius (71 degrees Fahrenheit). In the cold 
coastal waters off South Africa, Chile 
and New Zealand, the animals some¬ 
times enter the intertidal zone, where 
they have been collected in tide pools as 
shallow as five meters. In tropical seas, 
though, hagfishes are seldom seen at 
depths shallower than 600 meters. 

There are roughly 60 species of hag- 
fishes, most of which are members of 
two major genera: Eptatretus or Myx - 
me, (Many species in these genera, how¬ 
ever, are known only from single spec¬ 
imens.} The genus Eptatretus, with 
roughly 37 species, includes the largest 
hagfish known, E. caribubbsi, which can 
reach a length of 1.4 meters and can 
weigh several kilograms. Underneath 
their skin, Eptatretus species have the 
evolutionary remnants of eyes that are 
covered by translucent eyespots. Their 
heads also bear traces of lateral lines, 
sensory structures that extend down 
the sides of bony fish. Individual Epta¬ 
tretus live in long-term burrows in the 


ocean floor but may roam widely among 
rocks or other hard substrates. 

Members of the genus Myxine f which 
includes roughly 18 species, are more 
specialized than Eptatretus for living in 
burrows. Myxine are generally more 
slender, have even more degenerate eyes 
that lack eyespots, and show no traces 
of lateral lines. Typical Myxine live in 
transitory burrows and are always found 
in or near soft, muddy sediments. 

The feeding habits of hagfishes—which 
can eat small, live prey and act as scav¬ 
engers—are particularly distinctive. As 
a hagfish feeds, it protrudes a very effec¬ 
tive feeding apparatus consisting of two 
dental plates, each supporting two 
curved rows of sharp, homy cusps. The 
dental plates are hinged along the mid- 
line, allowing them to open and close 
like a book. To take a bite, a hagfish ex¬ 
tends its feeding apparatus, causing the 
“hook' 1 to open, and presses the dental 
plates against a fleshy surface—whether 
it he the body of a sea worm, a dead fish 
or your hand. When the hagfish with¬ 
draws the apparatus, the hook closes 
and the opposing cusps grasp and tear 


EXTERNAL VIEWS of a Pacific hagfish (left) 
and an eel of the genus Anguilla (right) reveal 
that despite their similar shapes, the eel is a 

the flesh, carrying it into die moudi. (The 
fang situated above the dental plates 
keeps live prey from wriggling away be¬ 
tween hires.) 

This feeding method works quite well 
when a hagfish preys on thin-skinned, 
soft-bodied sea worms, but the cusps 
cannot pierce the scales of fish or the 
skin of whales. Unless other scavengers 
have already opened the way, when 
feeding on a large carcass a hagfish usu¬ 
ally takes the easy route, entering the 
body through the mouth, gills or anus. 

It then consumes the soft tissues from 
within, until only'the bones and skin re¬ 
main. More than one disappointed fish¬ 
er has hauled in a prize fish that turned 
out to be a hollow shell full of hagfishes. 

Only a few details are known about 
hagfish reproduction. Hagfish gonads 
form in a fold of tissue on the right side 
of the abdominal cavity. In a female an 
ovary forms in the anterior two thirds 
of the fold; in a male, a testis forms in 
the posterior one third. Curiously, indi¬ 
viduals with both types of gonads are 
found occasionally. Females, which in 
some species outnumber males more 
than 100 to one, produce between 20 
and 30 yolky, shelled eggs at a time. 
There are no oviducts; mature eggs are 
released into the abdominal cavity. The 
eggs—which vary in size from 20 to 70 
millimeters, depending on the species— 
usually have hooked filaments at either 
end that enable them to lock together 
and be ejected in a chain. In males die 
testis produces sperm in follicles that 
release sperm into die abdominal cavi¬ 
ty, Eggs or sperm then leave the abdom¬ 
inal cavity through a large pore into the 


ANATOMICAL ViEWS of 
the anterior (left) and posteri¬ 
or (right) parts of a Pacific 
hagfish highlight both the an- 
imal’s unique specializations 
and other, more general char¬ 
acteristics—such as a crani¬ 
um—that persist in more 
evolved animals. (The mid¬ 
dle—roughly one third of the 
an i maPs length—has been 
omitted,) Like a small pro¬ 
portion of most species of 
hagfishes, this specimen has 
both an ovary and a testis. 


OLFACTORY CRANIUM BRAIN VELUM SPINAL PHARYNX NOTOCHORD 

ORGAN (BRAINCASE) / (PUMPS WATER CORD 


MUSCLE 



BARBEL 


CUSPS ON 
MOUTH FEEDING 
APPARATUS 


PROTRACTOR RETRACTOR PHARYNGOCUTANEOUS V GALLBLADDER 

MUSCLE MUSCLES DUCT HEART 

CHAMBERS 


46 Scientific American October 1998 

















EEL 




GILL ARCHES 


SKIN ATTACHED 
TO UNDERLYING 
MUSCLE 


PAIRED 

FINS 


ANUS 


more highly evolved, bony fish. Unlike the eel, 
the hagfish lacks jaws, paired fins, eyes, scales, 
dorsal fin rays, gill arches and gill covers. 


cloaca, an excretory chamber that also 
receives and expels urinary and diges¬ 
tive wastes. 

Apart from these anatomical details, 
however, the sex lives of hagfishes re¬ 
main almost a complete mystery. We as¬ 
sume that hagfish females lay their eggs 
for subsequent fertilization by males, 
but wc have no idea where, when or 
how this occurs. We also do not know 
why the sex ratio of the hagfish is bi¬ 
ased toward females or how often the 
females produce eggs. 

The embryonic development of the 
hagfish is also still a blkrk box. Despite 
more than 100 years of searching, only 
three fertilized eggs of the genus Myxine 
have ever been found, and those were 
damaged. The situation is only slightly 
better for other genera of hagfish: rough¬ 
ly 200 fertilized eggs of the genus Epta- 
tretus were collected in California’s Mon¬ 
terey Bay between 1896 and 1942, but 
none have been recovered since. 

Many other aspects of hagfish life arc 
equally mysterious. For instance, juve¬ 
nile Myxine —those under 170 millime¬ 
ters in length—have never been collected. 
Where are they, and what do they eat? 
How fast do they grow? At what age 
do they mature sexually? As yet, we 
have no answers. 

Living Fossils 

G iven the bizarre and mysterious bi¬ 
ology of hagfishes, it is no wonder 
that these blind, jawless, scaleless, fin- 
less, bottom-dwelling creatures were not 
immediately recognized (or acknowl¬ 
edged) as distant cousins of humans, Tn 
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1758, for instance, noted biologist Carl 
von Linne, writing under the name of 
Linnaeus, classified hagfishes as Vermes, 
or worms (rather than fishes), although 
we now know that hagfishes and worms 
are only distantly related. 

Today, however, scientists recognize 
that hagfishes are virtual biological time 
machines. The term "living fossil” is of¬ 
ten used to refer to the coelacanth, a 
rare, deepwater fish with fleshy, lobed 
fins that was first caught in 1938 in wa¬ 
ters off the east coast of South Africa, 
among the Comoro Islands. But hag¬ 
fishes make coelacanths look like evo¬ 
lutionary newborns: coelacanths may 
have changed little since they first ap¬ 
peared in the fossil record 60 million 
years ago, but a fossilized hagfish, Myx- 
inikela, was found in sediments depos¬ 
ited roughly 330 million years ago. 
Aside from Myxinikela 7 s large eyes, if it 
were alive today it could easily pass for 
a modem hagfish. 

Biologists neglected hagfishes for 
much of the past century primarily be¬ 
cause of the way they classified animals. 
Until relatively recently, they relied on 
common features, such as the presence 
or absence of eyes or jaws, to establish 
relatedness between creatures. Under 
this scheme, hagfishes were lumped to¬ 
gether with lampreys in a group called 
either Agnatha (literally, “no jaws”) or 
Cyclostomata (“round mouths”). Hag¬ 
fishes and lampreys were classified ro- 
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gether because both lack jaws, paired 
fins, a bony skeleton and scales. Because 
the habitats of hagfishes make them rel¬ 
atively hard to come by, biologists con¬ 
centrated on lampreys, which spend 
part of their lives in freshwater streams 
and rivers and therefore arc much easi¬ 
er to catch. 

In more recent years, the acceptance 
of phylogenetic systematica, or dadis- 
tics—classifying animals according to 
shared, specialized characteristics—has 
forced a reevaluation of the old meth¬ 
ods for deciding what is related to what. 
Biologists now recognize that it is im¬ 
possible to tell whether the ancestors of 
a given organism never had a particular 
feature or whether they had the feature 
but their descendants simply lost it 
sometime during evolution. Neither 
hagfishes nor snakes have tegs, for ex¬ 
ample, but that does not mean that 
they are related. Hagfishes have never 
had paired fins—let alone limbs—but 
the ancestors of snakes had both fore¬ 
limbs and Hindiimbs. 

According to cladisties, hagfishes and 
lampreys are separate and distinct 
groups within the chordates (Chordata) 
[see top illustration on pages 48 and 
49]. At some point in their lives, all 
chordates display the following charac¬ 
teristics: a hollow, dorsal nerve cord; a 
notochord, situated immedi¬ 
ately below the nerve cord; gill 
slits; and a segmentally mus¬ 
cled tail that extends past the 
anus. Hagfishes are consid¬ 
ered the most primitive living 
craniates. Lampreys also have 
a cranium, but unlike hagfish¬ 
es, they also have segments of 
cartilage to protea their nerve 
cord. These cartilage segments 
are the first evolutionary rudi¬ 
ments of a backbone, or verte¬ 
bral column* Lampreys, thcre- 
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PACIFIC HAGFISHES are on display at the 
Steinhart Aquarium in San Francisco (top 
and bottom left); the dissected dental plate 
of a preserved hagfish (bottom center) re¬ 
veals its toothlike cusps. A photograph from 
a fishing boat (bottom right) shows a char¬ 
acteristic ball of slime. 


fore, are considered the most primitive 
living vertebrates* * 

By comparing fossils with living crea¬ 
tures, biologists can create diagrams 
called cladograms that display the evo¬ 
lutionary relations among organisms. A 
dadogram of the chordates suggests 
that the hagfish diverged from the ver¬ 
tebrate evolutionary line around 530 
million years ago. It also reveals that 
the predecessors of the hagfish never 
had a bony skeleton but that those of 
the lamprey did. What is more, the clad- 
ogram suggests that all early eraniates 
had a complex protrusible feeding ap¬ 
paratus comparable to that of hagfish- 
es. Early vertebrates, including the dis¬ 
tant ancestors of humans, probably 
shared many other anatomical and 
physiological characteristics with mod¬ 
em hagfishes, But hagfishes have evolved 
many unique specializations: their eyes 
and lateral lines regressed, and they de¬ 
veloped slime glands. 

Besides their key position on the tree 
of life, hagfishes are also gaining new 
respect as members of the complex eco¬ 
system of the ocean bottom. Scientists 
now know that the animals are more 
abundant than was once thought. Based 
on trapping surveys done between 1987 
and 1992, my colleagues and 1 estimated 
that the inner Cult of Maine contains 
population densities of up to 500,000 
M. glutinosa per square kilometer. W. 
Waldo Wakefield of Rutgers University, 
who was then at the Scripps Institution 
of Oceanography, found comparable 
densities of £, deani off the California 
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EVOLUTIONARY TREE, or 
dadogram, shows that hagfish¬ 
es are the oldest surviving cra- 
niates (animals with a brain- 
case)—predating lampreys, car¬ 
tilaginous fishes and ray-finned 
fishes by millions of years. (Fos¬ 
sils are indicated in italics.) 


coast at depths of between 
600 and 800 meters. 

We also now recognize the 
degree of hagfish predation 
on the populations of other 
animals that live near the bot¬ 
tom of the ocean. Although 
individual hagfishes have ex¬ 
tremely low metabolic rates, 
their energy needs add up. 

The average number of M. 
glutinosa that inhabit one 
square kilometer of seafloor 
(59,700 animals) must consume the ca¬ 
loric equivalent of 18.25 metric tons of 
shrimp, 11.7 metric tons of sea worms 
or 9.9 metric tons of fish every year. And 
that amount would be sufficient only to 
keep the animals alive at rest; when they 
swim or burrow, their energy demands 
increase between four and five times. 

Hagfishes also consume discarded so- 
called hycatch from commercial trawl- 
fishing fleets and play a central role in 
recycling the carcasses of dead marine 
vertebrates, including whales, Craig 
Smith of the University of Hawaii has 
found that hagfishes can remove rough¬ 
ly 90 percent of the energy content of 


HAGFISHES 

Specializations: 

Degenerate eyes; reduced lateral lines; 
barbels; slime glands; unique chemical 
recepto rs; ph aryngocuta n eo u s d u ct 


Myxiniketa , 
-330 Mya 


CHORDATES 

• Dorsal hollow 
nerve cord 

• Gill silts 

• Notochord 
•Tail that extends 

past anus 


CRANIATESSHMH 

Chordates with: 

• Three-part brain 
•Cranium 

•Sensory structures 
•Laterally opposing 
dental plates 

• Respiratory gills in pouches 

• Ion concentration of body 
fluid similar to seawater 


small packages of bait sunk to the sea¬ 
floor at depths of 1,200 meters. But hag¬ 
fishes are not just important ecological¬ 
ly for their roles as predators or scaven¬ 
gers, they also serve as important prey 
for a surprising number of marine ani¬ 
mals, including codfish, dogfish sharks, 
octopuses, cormorants, harbor porpois¬ 
es, harbor seals, elephant seals and some 
species of dolphins. 

The SHrne Hag Trade 

I n many locales around the world, 
hagfishes have become the focus of a 
large and flourishing commercial fish¬ 
ery. Since the 1960s there has been a 
booming trade in leather goods pro¬ 
duced from tanned hagfish skin. These 
products, which are manufactured pri¬ 
marily in South Korea, are sold as “eel- 
ski n” (presumably because consumers 
would be less likely to pay high prices 
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LAMPREYS 

Specializations: 

Larval stages and complex 
metamorphosis; oral sucking disk; 
parasitic habits (in adults); loss of bone 


CARTILAGINOUS FISHES 

Specializations: 

Characteristic scales; daspers on males for internal 
fertilization; increase in ion concentration 
of body fluid 


RAY-FINNED FISHES 

Specializations: 

Characteristic scales; dorsal fin rays articulating 
with individual skeletal elements within body 
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VERTEBRATES 

Craniates with: 

* Segmental cartilages protecting spinal cord 

* Two semicircular canals in inner ears 

* Ion concentration of body fluid 
roughly one third that of seawater 

* Bone formation in skin layer 


GNATHOSTOMES 

Vertebrates with: 

* Jaws 

■ Paired fins 

* Three semicircular canals in inner ears 

* Respiratory gills on gill arches 

* Ducts to expei sperm or eggs 


Lobe-finned fishes and 
tetrapods (amphibians, 
reptiles, birds, mammals} 


for goods labeled “slime-hag hide”), 
Hagfish skin, which is smooth and 
slick to the touch, consists of a superfi¬ 
cial layer of epidermis overlying a der¬ 
mis containing multiple, dense layers of 
collagen fibers* In the leather prepara¬ 
tion process, the epidermis is removed, 
and the treated dermis is used to pro¬ 
duce designer handbags, shoes, wallets, 
purses, briefcases and so forth. Remov¬ 
ing the skin is relatively easy because it 
is attached to underlying muscles only 
along the dorsal midline and along the 
ventral surface at the level of the slime 
glands* Thus, the leather produced by 
one hagfish is a long strip, with a wrin¬ 
kled band down the midline marking the 
site of the dorsal attachment to muscle. 
The demand for suitable skins has 
supported commercial hagfish ventures 
around the Pacific Rim and in the west¬ 
ern North Atlantic. The strip of skin 
must be above a minimum width (rough¬ 
ly five centimeters) but must not be too 
thick. This combination eliminates many 
species from the fishery: some are too 
small or too slender, others too large 
and too thick-skinned. The collection 
method is very low tech: multiple traps 
baited with anything from herring to 
kitchen scraps are set along a line on the 


sea bottom and left overnight. The traps 
can be 19-liter pails with lids or 190- 
liter barrels with small holes in the 
sides; once inside, most hagfishes be¬ 
come trapped in the bait and their own 
slime, in previously unfished areas, more 
than 100 hagfishes have been found to 
enter a given trap during its first hour 
on the bottom. 

Unfortunately, the demand for hagfish 
skin has depleted the populations of 
many species because the trapping rate 
has far exceeded their rate of reproduc¬ 
tion, And as each species becomes less 
abundant, fishers target others. Over the 
past three decades, fishers have exploit¬ 
ed Pardmyxine at ami, E. hurgeri , E. 
okinoseanus and M. garmani in the 
western North Pacific, E, stouti and £. 
deuni off the Pacific coast of North 
America, and Al. glutinosa in the Gulf 
of Maine. 

In the region of New England, annu¬ 
al landings of hagfishes went from vir¬ 
tually zero in 1991 to roughly 1,950 
metric tons in 1996* Over that five-year 
span, roughly 50 million hagfishes were 
processed and shipped overseas. Fishers 
discard hagfishes that are shorter than 
500 millimeters—the minimum length 
suitable for leather—and these usually 


OSTEICHTHYES 

Gnathostomes with: 

• Internal bony skeleton 

• Lung or swimbladder connected to gut 

• Unique m uscle pattern of jaw and gill regions 


die when released into the comparative¬ 
ly warm surface waters* Accordingly, 
the actual impact of fishing on hagfish 
populations is far greater than indicat¬ 
ed by the landings alone. By 1996 there 
were signs that hagfish fisheries were in 
trouble; recent declines in landings, av¬ 
erage size and catch per trap suggest 
that the trouble is serious. 

This state of affairs is not likely to 
improve, because almost everywhere 
hagfishes are classified as “ underutil¬ 
ized species,” and their exploitation is 
usually permitted without efforts to 
regulate the effect on hagfish popula¬ 
tions. Hagfish trapping was considered 
a growth industry in New England, for 
example, when other fisheries were 
nearing a state of collapse* 

Although hagfishes are more plentiful 
than once thought, we do not yet know 
enough about them to manage a sus¬ 
tainable hagfish fishery* In the mean¬ 
time, we should take simple steps—such 
as requiring holes in commercial traps 
through which small, young hagfishes 
could escape—to reduce the impact on 
hagfish populations. When we drasti¬ 
cally reduce the number of any species— 
even the lowly (and to some, loathsome) 
hagfish—we are performing an ecosys¬ 
tem experiment on a grand scale. As 
usual, w T e cannot yet begin to predict 
the eventual results. S3 
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The Asymmetry between 
Matter and Antimatter 


In 1999 new accelerators will start searching 
for violations in a fundamental symmetry of nature, 
throwing open a window to physics beyond the known 



by 


A s far as humans can see into the 
universe, an essential imbal- 
l_ ance strikes the eye. Stars, 
planets, asteroids, rocks—everything is 
made of matter. Essentially no antimat¬ 
ter is evident. 

Is this imbalance the result of an acci¬ 
dent, a chance occurrence during the 
birth of the universe? Or is it an inevit¬ 
able outcome of some asymmetry in the 
laws of nature? Theorists believe that 
the excess of matter comes from funda¬ 
mental disparities in how matter and 
antimatter behave. These differences 
amount to violations of a symmetry 
called charge-parity reversal, or CP. 

After years of effort, experimental and 
theoretical physicists have found a nat¬ 
ural way for CP symmetry to be broken 
within the prevailing theory of particle 
physics, called the Standard Model. Cu¬ 
riously, the amount of CP violation the 
model predicts is too small to explain 
the matter excess in the universe. 

This finding is a vital clue that not all 
is well with the Standard Model: un¬ 
known factors are very likely at play. 
Two new accelerators, just now being 
completed in California and in Japan, 
will soon begin to probe violations of 
CP, with the aim of understanding 
whether the Standard Model needs to 
be revamped or replaced. These acceler¬ 
ators, which will produce enormous 
numbers of particles called B mesons, 
arc known as asymmetric B factories. 
They are the latest tool in the search for 
physics beyond the Standard Model, 
Everything known about the elemen¬ 
tary properties of matter is encapsulat¬ 
ed in the Standard Model. It describes 
all the hundreds of observed particles 
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B FACTORY, recently constructed at the 
Stanford Linear Accelerator Center, will 
start taking data in early 1999. It will ex¬ 
amine violations of charge parity in B parti¬ 
cles to set the stage for 21st-century physics. 
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and leptons into objects of lower mass. 

AU these forces are transmitted by 
specialized particles that also appear in 
the Standard Model: the photon, the 
gluon, and the W and Z bosons. Last, 
the theory requires an as yet unob¬ 
served Higgs particle, whose interac¬ 
tions are held responsible for the mass¬ 
es of the quarks and leptons as well as 
for much of their behavior. 

Essentia! to the story of CP violation 
is a family of composite objects called 
mesons. A meson contains one quark 
and one antiquark, in an equal mixture 
of matter and antimatter, A set of me¬ 
sons of great significance is the kaons, 
or K mesons, which contain a strange 
quark or antiquark along with up or 
down quarks and antiquarks. Similar in 
many respects are the B mesons, which 
contain a bottom quark or antiquark 
paired with up or down partners. 

Beyond the Standard 

D espite its manifold successes in de¬ 
scribing the behavior of matter, 
deep questions remain about the Stan¬ 
dard Model, Physicists do not under¬ 
stand the mechanisms that determine 
the model’s 18 parameters. For the theo¬ 
ry to describe the world as we know it, 
some of those parameters must have 
very finely tuned values, and no one 
knows why those values would apply. 
More fundamentally, we do not under¬ 
stand why the model describes nature 
at all—why, for instance, should there 
be exactly three generations of leptons 
and quarks, no more or less? Finally, 
aspects of the theory that involve the 
Higgs particle arc all untested. The Large 
Hadron Collider, now under construc¬ 
tion at CERN, the European laborato¬ 
ry for particle physics near Geneva, 


and their interactions in terms of a few 
types of fundamental constituents: six 
quarks and six leptons. (The leptons are 
light particles, such as the electron, the 
neutrino and their relatives.) In addi¬ 
tion, each quark or lepton comes 
with an antiparticle, which has 
the same mass but opposite sign 
Y for some quantum numbers 
1 such as electric charge. These in- 
I grediems are arranged in three 
/ generations of increasing mass 
f box on pages 52 and 53], 

f the first of which provides the pri¬ 
mary constituents of matter 
The Standard Model describes three 
kinds of interactions among particles: 
the familiar electromagnetic force as 
well as the strong and the weak forces. 
(For objects of such low mass, gravity is 
too weak to be of interest.) Strong in¬ 
teractions confine quarks, which are 
never seen alone, within composite ob¬ 
jects such as protons. Weak interactions 
cause instability—in particular, the slow 
decays of all the more massive quarks 


will, however, allow the Higgs to be ob¬ 
served if its properties are as predicted 
by the Standard Model. The Higgs is 
believed to lie behind most of the mys¬ 
teries of the Standard Mode!, including 
the violation of CP symmetry. 

A theory of physics is said to have a 
symmetry if its laws apply equally well 
even after some operation, such as re¬ 
flection, transforms parts of the physi¬ 
cal system. An important example is 
the operation called parity reversal, de¬ 
noted by P. This operation turns an ob¬ 
ject into its mirror reflection and rotates 
it 180 degrees about the axis perpendic¬ 
ular to the mirror [see box on page 54\. 
In mathematical terms, parity reverses 
the vectors associated with the object. 

A theory has P symmetry if the laws 
of physics are the same in the parity-re¬ 
versed world as in the real world. Parti¬ 
cles such as leptons and quarks can be 
classified as right- or left-handed de¬ 
pending on the sense of their internal 
rotation, or spin, around their direction 
of motion. If P symmetry holds, right- 
handed particles behave exactly the 
same as left-handed ones. 

The laws of electrodynamics and the 
strong interactions are the same in a 
parity-reflected universe. But in a fa¬ 
mous experiment in 1957 Chien-Shiung 
Wu of Columbia University and her 
collaborators found that the weak in¬ 
teractions are very different for particles 
of different handedness. Peculiarly, only 
left-handed particles can decay by means 
of the weak interaction, not right-hand¬ 
ed ones. Moreover, so far as we know 
there arc no left-handed neutrinos: these 
particles are always right-handed. Be¬ 
cause neutrinos have only weak interac¬ 
tions with the rest of the universe, this 
asymmetry is attributed to the weak 
force. So the weak force violates P, 

Another basic symmetry of nature is 
charge conjugation, or C. This opera¬ 
tion changes the quantum numbers of 
every particle into those of its antiparti- 
cle. Charge symmetry is also violated in 
weak interactions: antineutrinos are not 
left-handed, only right-handed. 

Theorists combine C and P to get the 
operation CP, which turns all particles 
into their antipartides and also reverses 
the direction of all vectors. When sub¬ 
jected to CP, the left-handed neutrino be¬ 
comes a right-handed antineutrino. Not 
only does the right-handed antineutrino 
exist, but its interactions with other part¬ 
icles arc the same as they are for left- 
handed neutrinos. So although charge 
and parity symmetry are individually 
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broken by neutrinos, in combination 
their dictates would seem to be obeyed. 
Much to the surprise of physicists, the 
story of CP turned out to be far from 
simple, A mathematical theorem proved 
in 1917 by German mathematician 
Emmy Noether states that every sym¬ 
metry implies the existence of a related 
quantity that is conserved, or immu¬ 
table, For instance, the fact that space- 
time is the same in all directions—that 
is, has rotational symmetry—leads to 
the conservation of angular momen¬ 
tum. Noether’s theorem implies that if 
charge parity were an exact symmetry 
of nature, then a quantity called CP 
number would be conserved. 

CP Violated 

A particle and its anti particle moving 
. in opposite directions with equal 
energies form a pair with charge-parity 
symmetry: the CP operation does not 
change the system (taken as a whole), 
except that its mathematical represen¬ 
tation acquires an overall factor. This 
factor is the CP number. 

Either C or P, if acting twice on a sys¬ 
tem, returns it to the original state. This 
property is expressed as C 2 = P 2 = 1 
(where 1, the identity operation, imparts 
no change at all). As a result, the CP 
number can he only +1 or -1. If nature 
has perfect charge-parity symmetry, 
Noether’s theorem rules that no physi¬ 
cal state with CP number-1 can trans¬ 
form into a state with CP number +1. 

Consider the electrically neutral kaons. 
The K n consists of a down quark and 
an antistrange quark, whereas the anti- 
K? consists of an antidown quark and a 
strange quark. Because CP transposes 
quarks and antiquarks, it would turn 
each kaon into the other instead of leav¬ 
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ing it unchanged. Hence, neither of diese 
kaons has a definite CP number. Theo¬ 
rists can, however, construct a pair of 
kaons with definite CP numbers by su¬ 
perposing the wave functions for X 0 
and anti-JC 0 . By the rules of quantum 
mechanics, these mixtures correspond 
to real particles and have definite mass 
and lifetime. 

The conservation of CP number would 
explain an odd detail: the two “combi¬ 
nation” kaons, though apparently simi¬ 
lar, differ in their life spans by a factor 
of about 500 [sec bottom illustration 
on opposite page]. The kaon with CP 
number +1 can change to two pions, a 
state that has the same CP number. 
This decay proceeds rapidly, because 
the kaon is massive enough to yield two 
pions readily. But the kaon with CP 
number -1 can decay only to another 
state with CP number -1: three pions. 
This latter breakdown takes time, be¬ 
cause the kaon has barely enough mass 
to generate three pions. So when physi¬ 
cists found a long-lived kaon in addi¬ 
tion to a short-lived one, they acquired 
strong evidence that the combination 
kaons obeyed CP symmetry. 

This tidy picture was shattered in 
1964, when in a groundbreaking ex¬ 
periment at Brook haven National Lab¬ 
oratory on Long Island, James Christen¬ 
son, James Cronin, Val Fitch and Rene 
Turlay observed that about one out of 
every 500 of the long-lived kaons (those 
with CP number -1) decays into two 
pions. If CP were an exact symmetry of 
nature, it would forbid such a decay 
Few experiments in particle physics 
have produced a result as surprising as 
this one. Theorists found it hard to see 
why CP symmetry should he broken at 
all and even harder to understand why 
any imperfection should be so small. 
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Particles of the 
Standard Model 

T he primary constituents of matter, 
quarks and leptons, are divided into 
generations. The first generation contains 
up and down quarks and antiquarks as well 
as the electron, a neutrino and their antipar- 
ticles. Ordina ry matter is made almost exclu¬ 
sively of first-generation particles: an atom's 
nucleus contains protons and neutrons, 
themselves made of up and down quarks. 
The other generations occurred in the early 
universe, may still exist in hot environments 
such as neutron stars and are routinely ob¬ 
served in accelerators. 

In addition, the Standard Model contains 
several particles that transmit force as well 
as a mysterious and unobserved particle 
called the Higgs. In the Standard Model the 
Higgs is responsible for the masses of all 
particles and for violations in charge-parity 
symmetry. — H.RQ. and MS. W 

TRANSMITTERS OF FORCE 

PHOTON GLUON HIGGS 


o & & ® 


In 1972 Makoto Kobayashi and To- 
shihide Maskawa of Nagoya University 
showed that charge parity could be vio¬ 
lated within the Standard Model if three 
or more generations of quarks exist. As 
it happened, only two generations of 
quarks—the first, containing the up and 
down, and the second, with the strange 
and charm—were known at the time. 
So this explanation began to gain cur¬ 
rency only when Martin L, Perl and 
others at the Stanford Linear Accelera¬ 
tor Center (5LAC) spied x (tau) leptons, 
the first particles of the third genera¬ 
tion, in 1975, Two years later experi¬ 
menters at Fermi National Accelerator 
Laboratory in Batavia, III,, found the 
bottom quark. But only recently, with 
the top quark being nailed down, also 
at Fermilab, has the third generation 
been completed. 

Skewing the Universe 


COMPOSITE PARTICLES arc cither baryons (such as the proton and the neutron) 
made up of three quarks, or mesons, which contain one quark and one anti quark. The 
most common meson is a pion, containing up and down quarks and antiquarks. K 
mesons and B mesons, important to the study of charge-parity violation, contain 
strange and bottom quarks (or antiquarks), respectively. 


I t is imaginable that the universe was 
bom skewed—that is, having unequal 
numbers of particles and antiparticles 
to begin with. Such an initial imbalance, 
however, would be quickly eliminated 
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if the early universe contained any pro¬ 
cesses that could change baryon num¬ 
ber—the number of matter particles mi¬ 
nus the number of antimatter particles. 
(In extensions of the Standard Model 
called Grand Unified Theories, such 
processes would have been very com¬ 
mon soon after the big bang.) Theorists 
prefer the alternative scenario, in which 
particles and and particles were equally 
numerous in the early universe, but the 
former came to dominate as the uni¬ 
verse expanded and cooled. 

Soviet physicist (and dissident) An¬ 
drei Sakharov pointed out three condi¬ 
tions necessary for this asymmetry to de¬ 
velop. First, fundamental processes that 
do not conserve baryon number must 
exist. Second, during the expansion the 
universe must not attain thermal equi¬ 
librium. (When in thermal equilibrium, 
all states of equal energy contain equal 
populations of particles, and because 
particles and antiparticles have equal 
mass or energy, they would be generat¬ 
ed at the same rate.) Third, CP symme¬ 
try—essentially, the symmetry between 
matter and antimatter—must be violat¬ 
ed. Otherwise any process that changes 


the amount of matter would lie balanced 
by a similar effect for antimatter. 

The prevailing theory holds that when 
the universe was born, the quantum field 
associated with the Higgs particle was 
everywhere zero. Then, somewhere in 
the universe, a bubble developed, inside 
which the Higgs field assumed its pres¬ 
ent nonzero value. Outside the bubble, 


particles and antipartides had no mass; 
once inside, however, they interacted 
with the Higgs field to acquire mass. But 
as the bubble grew, particles and an¬ 
tipartides were swept through its sur¬ 
face at unequal rates because of CP vio¬ 
lation. Any imbalances between matter 
and antimatter thus created outside the 
bubble were quickly corrected by pro¬ 
cesses that change baryon number. 

Such processes were extremely rare 
inside die bubble, however, so the im¬ 
balance was frozen in. By the time the 
bubble had expanded to occupy the en¬ 
tire universe, it contained more parti¬ 
cles than antipartides. Eventually the 
universe cooled to a point where parti¬ 
cles and antiparticles could no longer 
be generated in collisions but would an¬ 
nihilate when they found one another. 

Unfortunately, when theorists calcu¬ 
late how much of an imbalance between 
matter and antimatter this mechanism 
can create, it comes out too small—by 
many orders of magnitude. This failure 
suggests that there must be other ways in 
which CP symmetry breaks down and 
hence that the Standard Model may be 
incomplete. 

A fruitful place to search for more vi¬ 
olations ls most likely among the B 
mesons. The Standard Model predicts 
the various decays of die B u and the anti- 
to he highly asymmetric. A f? u con¬ 
tains a down quark bound to an anti¬ 
bottom quark, whereas the anti-B° con¬ 
sists of an antidown quark and a bottom 
quark. The B mesons behave much like 
the kaons discussed earlier: the observed 
B mesons consist of mixtures of the B° 
and anti-B°. 

Consider the evolution of a B° meson 
produced at a certain instant. Some rime 
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DECAY TIME OF 0.9 X10 10 SECOND 




DECAY TIME OF 0.5 X10 7 SECOND 


DISTANCE OR TIME OF FLIGHT 

NEUTRAL KAONS, or K mesons, are observed to have two very different life spans. 
One type of kaon decays quickly into two pious, whereas the other decays slowly into 
three pions. The different behavior conies from the two kaons having opposite charge- 
parity symmetry. On rare occasions, however, the second type of kaon also decays to 
two pions, proving that charge parity can be violated. 
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Reversal of Charge and Parity 


S ymmetries are vital to the study of physics, and few symme¬ 
tries are more intriguing than the combination of charge 
and parity- Charge reversal gives the opposite sign to quantum 
numbers such as electric charge, changing a particle to its an¬ 
tiparticle, Parity reversal reflects an object and also rotates it by 
ISO degrees (equivalent to changing the arrow on all vectors as¬ 
sociated with the object). 

The laws of classical mechanics and electromagnetism are in¬ 


variant under either of these operations, as are the strong inter¬ 
actions of the Standard Model. The weak interactions, however, 
are changed by the reversal of either charge or parity. 

For many years, it appeared that parity and charge flipped in 
succession ("charge parity") was invariant even for weak interac¬ 
tions. Experiments in 1964 shattered this illusion, posing the 
puzzle of why nature looks different when reflected in the 
charge-parity mirror —HftQ. and MSM 



later an observer has a certain probabil¬ 
ity of finding the same particle and also 
some probability of finding its antipar- 
tide, the anti-B°. This peculiar meson 
state, oscillating between a given quark- 
antiquark combination and its anti par¬ 
ticle, is a remarkable illustration of 
quantum mechanics at work. 

The Bottom Line 

T o study CP violation, experiment¬ 
ers need to study decays of B° into 
those final states that have a definite CP 
number. Such decays should proceed at 
a different rate for a particle that is ini¬ 
tially B° compared with one that is ini¬ 
tially anti-B 11 , This difference will indi¬ 
cate the extent of CP violation in the 
system. But rather than resulting in the 
one-in-1,000 effect seen in /C 3 decays, the 
predicted asymmetry for B [! decays grows 
so large that erne decay rate can become 
several times larger than the other. 

Models other than the Standard of¬ 
ten have additional sources of CP viola¬ 
tion—sometimes involving extra Higgs 
particles—in general offering any value 
for imbalances in B° decays. Thus, mea¬ 
suring the pattern of asymmetries will 
provide a clear test of the predictions. 
When the bottom quark was discov¬ 


ered, its mass was measured at around 
five giga-electron volts (GeV), or about 
five times the mass of a proton. Conse¬ 
quently, theorists calculated that it 
would take a little more than 10 GeV 
of energy to produce two B mesons (be¬ 
cause the added down or antidown 
quarks are very light). In the early 1980s 
at Cornell University, operators of an 
electron-positron collider—a machine 
that accelerates electrons and positrons 
into head-on crashes—tuned it so that 
an electron-positron pair would release 
an energy of 10.58 GeV on annihilat¬ 
ing, As predicted, this burst of energy 
preferentially converts to B mesons, 
providing a very rich source of the par¬ 
ticles. About one in four annihilations 
results in a B meson and its antiparticle, 
leaving behind no other parades ar all. 

At SLAC in 1983 experimenters found 
an unexpectedly long lifetime of about 
1.5 picoseconds for the B meson. The 
extended life improved the chances that 
a B° would turn into an anti-B° before 
decaying, making CP-violating asymme¬ 
tries easier to observe. Furthermore, in 
1987 experimenters at the Electron Syn¬ 
chrotron Laboratory (DESY) in Ham¬ 
burg, Germany, measured this “mix¬ 
ing” probability at 16 percent, making 
it likely that the asymmetries would be 


far larger than those for the K°. Still, 
these large asymmetries occur in rela¬ 
tively rare decays of the B mesons. For 
a true study of CP violation, a great 
number of B mesons would he needed. 

In 1988 at a workshop in Snowmass, 
Colo,, the major topic of interest was the 
Higgs particle. A group of participants 
also discussed CP violation, especially 
in B mesons. It determined that a favor¬ 
able way to study the B mesons would 
be with an electron-positron collider 
tuned to 10.58 GeV in which the elec¬ 
tron and positron beams had different 
energies. This rather unusual feature 
would facilitate the measurement of a B 
meson's life span. Experimenters identi¬ 
fy the point of birth and the point of 
death (that is, decay) of a B meson from 
traces of particles in the detector. Divid¬ 
ing the distance between these two 
points by the calculated velocity of the 
meson yields its life span. But an ordi¬ 
nary electron-positron collider at 10.58 
GeV produces two B mesons that are 
almost at rest; the small distances they 
move are hard to measure. 

Pier Oddone of Lawrence Berkeley 
National Laboratory had pointed out 
that if the electrons and positrons have 
different energies, the B° mesons that 
are produced move faster. For instance, 


54 Scientific American October 1998 


The Asymmetry between Matter and Antimatter 








BABAR DETECTOR at Stanford University, being built 
by a collaboration from nine nations, will capture the de¬ 
cays of B mesons in charge-parity studies. 


if the electron beam has an en¬ 
ergy of 9.0 GeV and the posi¬ 
tron beam an energy of 3.1 
GeV, the B° mesons move at 
half the speed of light, traveling 
about 250 microns (about one 
hundredth of an inch) before 
they decay. Such a distance can 
yield a reasonably accurate mea¬ 
sure of the lifetime. 

An accelerator facility with 
two separate rings delivering 
different energies to the elec¬ 
trons and positrons would fit 
the task. Each ring would have 
to deliver very intense beams of 
particles, obtaining a high rate 
of collisions. Such a machine 
came to he called an asymmet¬ 
ric B factory: asymmetric be¬ 
cause of the different beam en¬ 
ergies, and B factory because of 
the large numbers of B mesons 
it would produce. 

Teams at several laboratories 
developed designs that could 
generate about 30 million pairs 
of B mesons a yean In 1993 the 
U.S. Department of Energy and 
the Japanese agency Monbusho 
approved two proposals for 
construction: one at SLAG in 
California and the other at KEK, the 
High Energy Accelerator Research Or¬ 
ganization in Tsukuba, japan. The 
SLAC project is utilizing the existing 
linear tunnel to accelerate the positrons 
and electrons. These will then be circu¬ 
lated in separate rings newly construct¬ 
ed in a 20-year-old tunnel and set to 
collide at a point of crossing. The accel¬ 
erator construction cost $177 million. 
The Japanese project is also employing 
extant tunnels—those that previously 
housed the Tristan collider. 

Physicists and engineers are busy set¬ 
ting up a large experiment that can iden¬ 
tify the rare decays of a B meson and 


measure their positions to within the 
requisite 80 microns. This accuracy is 
obtained by using the silicon microstrip 
techno logy that helped to unearth the 
top quark [see “The Discovery of the 
Top Quark,” by Tony M. Liss and Paul 
L, Tipton; Scientific American, Sep¬ 
tember 1997], Experimenters aim to 
identify almost every particle that emerg¬ 
es from the decays of the B mesons in 
order to isolate the rare events that 
shed light on charge-parity questions. 

In the BABAR detector that is being 
built for SLAC, the silicon microstrip 
will be the innermost layer, forming a 
cylinder roughly 30 centimeters in di¬ 


ameter and 60 centimeters long. 
Outer layers will measure energy, 
velocity and penetration power 
for each particle created, allow¬ 
ing physicists to reconstruct the 
original events. More than 500 
participants—including both of 
us—from 70 institutions in nine 
nations are building the detector 
and also sharing its cost of $85 
million, (It was, in fact, to facili¬ 
tate international collaborations 
of this kind that the World Wide 
Web was invented at CERN.) 
The BELLE collaboration that is 
building the Japanese experiment 
is also international in scope, 
with members from 10 coun¬ 
tries, Both B factories are sched¬ 
uled for completion later this 
year, with the first data arriving 
in early 1999. 

Other kinds of violations of 
charge parity, less predictable 
than the quantum-mechanical 
mixing, should also occur in B 
decays. The Cornell collider and 
detector are being upgraded to 
search for such effects. A num¬ 
ber of experiments on B physics 
are also planned at proton accel¬ 
erators around the world. Both 
types of colliders will provide crucial, 
and complementary, pieces of evidence 
on CP violation. 

The B factories could definitively tell 
researchers that the Standard Model 
concept works and then help to deter¬ 
mine its remaining parameters. Alterna¬ 
tively, they could show that the model’s 
predictions cannot fit the data no matter 
what the choice of parameters. Indeed, 
the results could rule out entire classes 
of models beyond the Standard Model, 
thus helping theorists to zero in on a 
successor. And if all goes well, we may 
even come to understand why our world 
is made exclusively of matter, S3 


The Authors 


Further Reading 


HELEN R. QUTNN and MICHAEL S. WITHERELL bring complementary skills to 
the study of CP violation. Quinn is a theorist, whose main contributions include a 
demonstration of how the strong, weak and electromagnetic forces can become unified 
at high energies, as well as an explanation of why strong interactions conserve CP 
symmetry. She is currently involved in designing tests of the Standard Model to be car¬ 
ried out at the B factories and has been a staff scientist at the Stanford Linear Acceler¬ 
ator Center since 1976. Withcrcll is an experimenter who led a Fermilab effort to 
study the decays of charm mesons, for which he obtained an award from the American 
Physical Society in 1990. For the past four years, he has been helping build the silicon 
vertex detector for the BABAR experiment. He is a professor at the University of Cali¬ 
fornia, Santa Barbara, and was elected to the National Academy of Sciences this year. 


The Character of Physical Law. Richard 
Feynman. MIT Press, 1965. 

Fearful Symmetry: The Search for Beauty 
in Modern Physics. A. Zee. Macmillan Pub¬ 
lishing, 1986, 

The Physics of Time Reversal. Robert G, 
Sachs. University of Chicago Press, 1987. 

The New Ambidextrous Universe: Symmetry 
and Asymmetry from Mirror Reflections 
to Superstrjngs. Martin Gardner. W. H. Free¬ 
man and Company, 1990, 


The Asymmetry between Matter and Antimatter 


Scientific American October 1998 55 










SCIENCE IN PICTURES 




Colonies of 
bacteria or amoebas 
form complex 
patterns that blur 
the boundary 
between life 
and nonlife 

by Eshel Ben-Jacob and Herbert Levine 

I n the past few decades physicists 
have come to understand how 
some patterns, such as the shape 
of a snowflake or of a flame, form. 
Think of how a snow “fern 51 grows on 
a cold window. Randomly migrating 
molecules of water on the glass pane oc¬ 
casionally collide with the fern, getting 
stuck. Because the molecules are more 
likely to hit the protruding parts of the 
fern and to attach there, any region that 
sticks our tends to grow longer. This 
process leads to a series of branches. In 
addition, the molecules are more likely 
to stick in certain positions depending on 
the orientation of ice molecules already 
in the fern. As a result, an intricate, crys¬ 
talline structure spontaneously grows. 

Colonies of microorganisms can take 
up even more complex forms because 
of an extra ingredient—life. Physicists 
were surprised to find that their pat- 
Contmued on page 61 
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urling fronds of Bacillus subtllis grow in a 
dish of soft agar. Food dyes added to the 
medium for artistic effect are absorbed prefer¬ 
entially by different parts of the colony. 


Researcher: Esh el" Ben-Jacob, 


Tel Aviv University. 







B ranches give way to curls when B. subtilis from a colony in hard agar are placed 
instead in soft agar. The organisms mutate to a longer form that moves fast but 
tends to veer toward one side, giving rise to the curls. The asymmetry is most likely 
caused by the spiral tail that propels each bacterium. In extremely hard agar, how¬ 
ever, B. subtilis congregate into tight, rotating vortices that cut through the medium 
like a circular saw. The cooperative behavior allows the colony to grow outward (in¬ 
set); the "saw" is the dark dot at the end of each line. Researcher: Eshel Ben-Jacob. 
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eometric lattices may result when commonplace Escherichia 
Salmonella typhimurium (c, d) organize them- 
exposed to certain nutrients or agents that 
cause stress, the cells secrete chemical attractants 
and aggregate in response to them. Depending 
on conditions, the groups can arrange themselves 
into stable periodic arrays of spots or stripes. Re¬ 
searchers: Elena O. Budrene and Howard C. Berg, 

Harvard University. 

Patterns also emerge in computer simulations (right) 
in which the bacteria migrate toward higher densities of 
ing chemical. Researcher: Eshe! Ben-Jacob. 
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on centric circles form 
within a colony off. coli 
grown on hard agar. Under 
these conditions the bacteria 
cannot move but propagate 
outward only by cell division. 

The rings show periodic 
chemical activity: the blue 
color represents the metabo¬ 
lized products of an enzyme. 
Researcher: James A. Shapiro, 
University of Chicago. 



mm 






T erraces result when some bacteria in colonies of Proteus mirabilis temporarily transform into 
long "swarmer" cells that move in concert over hard agar to colonize new regions. These pi¬ 
oneers establish a habitable swath that is filled in by normal "swimming" cells. Then the process 
begins again, perhaps triggered by an internal clock. P. mirabilis is responsible for many urinary 
tract infections suffered by hospital patients. Researcher: James A. Shapiro, University of Chicago. 
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Continued from page 56 

terns often resemble those of inanimate objects. But the bacteria clearly 
choose certain designs over others to facilitate their survival. 

Take, for example. Bacillus subtilis bacteria. In the late 1980s Mit- 
sugu Matsushita of Chou University in Tokyo, along with his collabora¬ 
tors, showed that these microorganisms could create branching patterns 
when cultured on agar surfaces with limited nutrients. They grow by 
much the same principles as a snow fern does. Imagine the extreme case 
where the agar is too hard for the bacteria to move. Molecules of food 
can, however, bounce randomly through the gel, tending to reach those 
bacteria that are protruding from the colony. The bacteria then eat, 
grow twice as long and split into two. In this way, the protrusion slowly 
grows into a branch. Usually, of course, the bacteria also move. They 
push toward regions where more food is available—that is, just beyond 
the branch tips—thus causing the branches to grow even faster. 

Inspired by this finding, one of us (Ren-Jacob) decided to seek the point 
at which the pattern would betray the living nature of its constituents. 
He found that if the bacteria are grown on softer agar, the initially 
branched pattern changes spontaneously to a curling one that spreads 
much faster. Under a microscope, each bacterium is seen to become sig¬ 
nificantly longer when the pattern begins to curl. Although the transfor¬ 
mation obviously helps to make the bacteria more mobile—and thus to 
improve their access ro food—no one knows how it is triggered. 

Bacteria not only sense their environment but also influence it, as well 
as one another: colonies of Escherichia coli can aggregate by secreting 
attractant chemicals. Amoebas, which have nuclei and other structures 
that make them more complex than bacteria, are more robust. Whereas 
bacteria often respond to stresses by generating new variations of them¬ 
selves—and thereby new patterns—amoebas are quite resistant to 
change. But they show collective behavior of astonishing sophistication. 

One such amoeba, Dictyostelium discoideum , is a favorite of devel¬ 
opmental biologists who wish to study how cells can join together to 
form multicellular organisms. If these cells are spread on a surface that 
has no food at all, after about four hours they set up a chemical signal¬ 
ing system (perhaps an alarm call?}. Each cell has receptors for a specific 
chemical, cAMP (cyclic adenosine monophosphate), emitted by the oth¬ 
er cells; when one detects the chemical, the cell itself emits more. The 
net effect is that spiral waves of cAMP pulse through the system. 

At some point, each amoeba begins ro move toward the center of the 
nearest spiral. On the way it meets aggregates of other cells and merges 
with them into a pattern resembling a river system. Along with David 
A. Kessler of Bar-Ilan University in Israel, one of us (Levine) showed 
that these streams can form without any specialized genetic apparatus, 
as a result of simple principles of physics. Ultimately, the amoebas ag¬ 
gregate into mounds, each of which gives rise ro tens of thousands of 
spores that await transport to a more generous environment. 

At present, biologists rely mostly on biochemical and genetic tech¬ 
niques to analyze how the motion of cells is controlled by external sig¬ 
nals. Their task involves unraveling the microscopic rules of the game. 
But physicists have learned that getting from such microscopic laws to 
macroscopic patterns is also an exceedingly challenging problem. We 
trust the science and art of microorganisms will continue to fascinate 
scientists for a long time to come. E3 
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R iver network [above) forms as starv¬ 
ing cells of Dictyostelium discoide¬ 
um aggregate into a mound, eventually 
to give rise to hardy spores. Researcher: 
Cornells J. Weijer, University of Dundee. 

The process begins with the amoebas 
setting up a chemical signaling system. 
Spiral waves of a chemical pulse over 
the colony, causing each amoeba to 
cringe: to pull in all its pseudopods (es¬ 
sentially, feet), changing shape. The al¬ 
teration is visualized by dark-field mi¬ 
croscopy, providing an image of the 
chemical waves [below]. Researcher: 

a. 
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Simon Newcomb: 


Astronomer with an Attitude 

* ■ 







SIMON NEWCOMB'S investigations of the stars and planets lifted classical, positional astronomy to 
a new level of refinement and helped to make him one of the most well-known astronomers of the 
lat£ 1 9th century. But developments in the field of physics and astronomy during the 20th century— 
namely, new spectroscopic observations and the theory of relativity—overshadowed his contribu¬ 
tions. Nevertheless, Albert Einstein would judge Newcomb'S lifework to be *of monumental impor¬ 
tance to astronomy,” calling him "the last of the great masters” of classical Astronomy. 
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The most celebrated American astronomer 

« * 

of the late 19th century advocated broad social and cultural . 
reforms based on the use of scientific method ' 

* by Albert E. Moyer 


I he next time you hear someone appeal to the au- described him as “a big, lusty, joyous man.” After meeting 
rhority of the "scientific method" to prove a point, the astronomer iq 1876, prominent British physicist William 
diink of Simon Newcomb. Although this 19th-cen- Thomson (later Lord Kelyiji), commented that Newcomb 
tury astronomer is not well known today, in the decades fob , was a “first-rate man—full of go." Another colleague, Wif- 
Iowing the Civil War, he became the era's most acclaimed liarn Alvord, president of the Astronomical Society of the Pa- 
American scientist. He first achieved recognition through his cific, found him to be fruggedly independent in thought and 
comprehensive studies of the motions and positions of the in speech," adding that the "essential quality of his niind is 
sun, moon, planets and stars, which helped to resolve many that of a philosopher, rather than that of a mathematician or 
lingering problems in classical astronomy/ an astronomer merely.... In his treatment of all questions, it 

But, convinced of the value to human progress of both sci- is the philosophical habit of his mind which is the most rc- 
enee and its seemingly unfaltering method, Newcomb also markable and the most valuable.” 

gained prominence in theJTS. as a commentator bent on wid- Newcomb was born in 1835 in Wallace, Nova Scotia, the 
er social and cultural reforms. Outspoken and often openly oldest of seven siblings. His father was a teacher who trav- 
partisan, he eagerly discussed science's place in American life eled from school to school, while his mother—a woman of 
and its relation to politics, economies, religion and even stud- strong Calvinist!c convictions—tended the home. At the age 
ies of the paranormal. In the slang of our era, Simon New- of 18, young Newcomb left his native Maritime Provinces 
comb had an attitude. He doggedly refused to accept the sta- for Maryland to work as a teacher. In*his spare time, he visit- 
tus quo in any investigative arena. ed the Smithsonian Institution’s library in Washington, D.C., 

By all accounts, Newcomb w r as a congenial, energetic and where he gradually gained the respect of its distinguished di- 
inquisitive person. American social reformer Frederic Howe rector, noted American physicist Joseph Henry. In late 1856 
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one of Henry’s contacts found a posi¬ 
tion for Newcomb at the Nautical Al¬ 
manac Office in Cambridge, Mass,, an 
agency of the U,S, Navy responsible for 
creating astronomical tables used in 
navigation. While there, Newcomb en¬ 
rolled at Harvard University’s Law¬ 
rence Scientific School, where he stud¬ 
ied under Benjamin Peirce—at the time, 
the nation’s leading mathematician and 
mathematical astronomer After two 
years, Newcomb graduated summa cum 
laude with a bachelor of science degree, 

Newcomb first captured the attention 
of the international scientific communi¬ 
ty with a convincing mathematical dem¬ 
onstration, presented in 1860, showing 
that the asteroid belt did not result 
from the breakup of a former planet be¬ 
tween Mars and Jupiter—then a com¬ 
monly held belief. In 1861, having made 
rapid strides in astronomy, mathemat¬ 
ics and physics, he accepted the position 
of professor at the U.S, Naval Observa¬ 
tory in Washington, D.C, continuing 
what would evolve into a lifelong affili¬ 
ation with the navy. Three years later 
he became a naturalized U.S. citizen. 

Although he had been hired at the 
Naval Observatory as an observational 
astronomer, Newcomb managed to 
squeeze in further studies in mathemat¬ 
ical astronomy. In 1877 he parlayed 
this research into a position of authori¬ 
ty, winning an appointment as superin¬ 
tendent of the more mathematically in¬ 
clined Nautical Almanac Office, by then 
located in Washington, D.C. The same 
year, thanks to a burgeoning reputation 
as a researcher and administrator, New¬ 
comb served as president of the Ameri¬ 
can Association for the Advancement of 
Science (AAAS). He followed this with 
a six-year stint as vice president of the 
National Academy of Sciences. Also, 
beginning in the 1870s, he taught vari¬ 
ous courses at nearby Columbian (later 
George Washington) University and at 
the new Johns Hopkins University. 

To be sure, Newcomb performed cred¬ 
ibly as an observational astronomer. He 
raised the quality of work at the Naval 
Observatory, initially by eliminating sys¬ 
tematic errors that tainted past values of 
stars’ right ascensions (longitudinal po¬ 
sitions on an imaginary celestial sphere 
encasing Earth} and later by taking 
charge of die observatory’s new tele¬ 
scope, then the nation’s largest. 

Newcomb’s true calling, however, was 
theoretical, mathematical analysis of the 
orbital motions of the planets and the 
moon in relation to each other and to 


the sun. In 1874 his painstaking plane¬ 
tary and lunar studies earned the 39- 
year-old Newcomb the prestigious gold 
medal of London’s Royal Astronomical 
Society, As head of the Almanac Office, 
he charted an even more challenging 
course of reform: a multi decade reeval¬ 
uation of commonly accepted positions 
of the planets, moon and sun, coupled 
with a recasting of the corresponding 
mathematical formulas and the construc¬ 
tion of associated tables. With support 
from talented assistants, he completed 
the bulk of this reevaluation by the mid- 
1890s and published his “preliminary 
results” in the monograph The Ele¬ 
ments of the Four Inner Planets atid the 
Fundamental Constants of Astronomy . 

As the 20th century dawned, New¬ 
comb found his work becoming the 
standard in positional astronomy—a sta¬ 
tus it would hold for decades to come. 
Furthermore, he found himself in pos¬ 
session of top honors from around the 
nation and the world, including the 
award of the Copley Medal of the Royal 
Society in London and election as one 
of eight Foreign Associates of the Acade¬ 
my of Sciences in Paris. William W, 
Campbell, a fellow astronomer from 
Lick Observatory, later described New¬ 
comb’s research program to be “of her¬ 
culean and monumental proportions,” 
Commentators from the 20th centu¬ 
ry would look back, for example, at his 
exhaustive treatment of Mercury’s or¬ 
bit, noticing that he had pinpointed the 
modern value of a slight orbital anomaly 
(known as precession of the perihelion 
and first detected earlier in the 19th cen¬ 
tury). This anomaly, which Newcomb 
suspected defied conventional Newto¬ 
nian gravitational explanations, would 
become intelligible only through Albert 
Einstein’s general theory of relativity. In¬ 
deed, Einstein would judge Newcomb’s 
lifework to be “of monumental impor¬ 
tance to astronomy,” labeling him “the 
last of the great masters” of classical, po¬ 
sitional astronomy. 

A Popular Advocate of Science 

I n addition to his prominence among 
astronomers, Newcomb also had a 
large following among the general pub¬ 
lic. His writings, including the widely 
reprinted and translated book Popular 
Astronomy and a successful series of 
mathematical textbooks, made him a 
household name among educated peo¬ 
ple. He also gained public attention by 
taking part in an intensifying national 



dialogue concerning science’s place in 
American culture. 

A particular image of science colored 
Newcomb’s view of its relation to other 
areas of life and inquiry. Influenced by 
European scientific commentators such 
as British political philosopher John 
Stuart Mill (whom he met in 1870), 
Newcomb felt that the power of science 
derived mainly from the scientific meth¬ 
od. That is, the successes of science oc¬ 
curred because scientists carried out their 
studies using well-established procedural 
rules. The foremost rule, in Newcomb’s 
opinion, was to employ only those con¬ 
cepts that could he defined by reference 
to concrete experiences—an emphasis 
on precise meanings he called “the sci¬ 
entific use of language.” 

Newcomb expected that comparable 
successes awaited anyone who chose to 
apply the same readily accessible rules to 
investigations outside natural science. 
Scientific method was as useful in the 
halls of Congress as in the laboratory. 
As Newcomb promoted this idea in his 
speeches and magazine articles, he not 
only sparked popular support for sci¬ 
ence in the U.S. but also promoted an 
idea of science in the public mind as re¬ 
liable, practical, even democratic. In¬ 
deed, his vision of the scientific method 
as dependable and accessible helped to 
catalyze the intellectual movement later 
known as American pragmatism—a 
cluster of cultural aspirations and philo¬ 
sophical predilections that developed at 
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U*S* NAVAL OBSERVATORY served as Newcomb's base of operations from 1861 to 
1877, While there, Newcomb had authority over what was then the nation's largest tele¬ 
scope; this photograph (left) from 1873 shows Newcomb standing at the eyepiece of the 
35-foot-long telescope- In 1874 astronomers in the U,S. and Europe mounted expeditions 
to watch Venus pass in front of the sun as a way to measure the distance between Earth 
and the sun more accurately* In the picture above, Newcomb is shown speaking to the 
American party at the Naval Observatory; he is standing toward the left in the foreground* 


the end of the 19th century (and in many 
ways continues to this day)* 
Pronouncements about scientific meth¬ 
od provided Newcomb and the pragma¬ 
tists with powerful tools of persuasion. 
For instance, in the 1870s Newcomb's 
rhetorical dependence on method quick¬ 
ly came to the fore when he began to 
call attention to the deficiencies of phys¬ 
ical science and mathematics in the U.S* 
In various public forums he complained 
about inadequate educational programs, 
technical journals and professional so¬ 
cieties. If this institutional framework 
were ro gain strength in a nation dedi¬ 
cated to democratic doctrines, there 
needed to be fuller public support of ba¬ 
sic research. Such support, he felt, would 
be forthcoming if educated citizens could 
be convinced of the social value of the 
scientific method. “I make bold to say,” 
he asserted in an 1880 speech, “that the 
greatest want of the day, from a purely 
practical point of view, is the more gen¬ 
eral introduction of the scientific method 
and the scientific spirit into the discus¬ 
sion of those political and social prob¬ 
lems which we encounter on our road 
to a higher plane of public well-being,” 
Newcomb did more than merely extol 
the use of scientific method to attack so¬ 
cial problems. He himself developed into 
a political economist of wide repute, 
publishing technical and popular expo¬ 
sitions on finance, trade, taxation, cur¬ 
rency and labor. Through a steady 
stream of books, articles and speeches, 


he sought to provide a dispassionate 
analysis of political and economic is¬ 
sues, thus demonstrating—rather than 
merely touting—the social utility of the 
scientific method. Indeed, his stated goal 
was to reform the discipline of econom¬ 
ics by giving it a more logical, mathe¬ 
matical and scientific structure. Bur it 
appears that Newcomb's unstated and 
perhaps unconscious goal was not only 
to enhance science's image bur also to 
use its method to promote a particular 
political and economic platform. 

His personal agenda stands out most 
explicitly in an article written in 1870 
and incorporated 15 years later as a 
chapter in his massive textbook Princi¬ 
ples of Political Economy: (John May- 
nard Keynes would look back at Princi¬ 
ples and term it “one of those original 
works which a fresh scientific mind, not 
perverted by having read too much of 
the orthodox stuff, is able to produce 
from time ro time in a half-formed sub¬ 
ject like Economics*”) The article’s title 
encapsulates Newcomb’s ideology; he 
tagged it “The Let-Alone Principle,” a 
phrase that harks back to the hands-off 
policy of Adam Smith. Reflecting the 
British and American tradition of polit¬ 
ical and economic liberalism fostered 
by Smith, Mill and David Ricardo, 
Newcomb stated that the government 
should not interfere with the freedom 
of individuals to follow their own eco¬ 
nomic interests. (Of course, the mean¬ 
ing of the term “liberalism” is quite dif¬ 


ferent today than in the 19th century,) 
Newcomb used scientific method to 
justify controversial positions, such as 
promoting free trade and protecting the 
gold standard* He implied that his ar¬ 
guments favoring these positions were 
credible because he had framed them 
using the proper method. These conten¬ 
tions, of course, were nor universally ac¬ 
cepted. In the niid-1880s he found him¬ 
self defending his positions (in the pag¬ 
es of the journal Science, among other 
outlets) from attacks by political econo¬ 
mists who supported more aggressive 
government interventions* Invoking his 
basic rule of scientific method, New¬ 
comb faulted his critics for their unsci¬ 
entific use of language. He complained 
that instead of restricting themselves to 
concrete discussions of “ploughs, fields, 
fences, cattle, factories, cloth, railways, 
locomotives” and other “really practical 
things,” popular commentators and po¬ 
litical economists were inappropriately 
pontificating about “capital,” “labor,” 
“capitalism” and other equally abstract, 
ill-defined terms. These pretenders were 
thus spawning confusion of thought. 

Science and Religion 

N ewcomb applied the scientific 
method to other human issues as 
well. In his 1878 address as retiring 
president of the AAAS, he discussed the 
relation between natural science and the 
Christian religion, calling for the sepa¬ 
ration of scientific reasoning and theo¬ 
logical arguments* The speech was re¬ 
printed in several magazines and dis¬ 
tributed widely, resulting in a nationwide 
discussion on the topic* Christians who 
still endorsed the central claims of “nat¬ 
ural theology” were particularly upset. 
They believed that science augmented 
religion and that the study of “design” 
in nature could reveal God's existence. 

In his arguments, Newcomb used the 
scientific method as a criterion by which 
to differentiate scientific knowledge from 
religious belief, portraying the two as 
distinct bur complementary—as alter¬ 
native approaches to understanding the 
world. He placed the scientific use of 
language at the center of his methodo¬ 
logical argument, insisting that true sci¬ 
ence restricts itself to terms that “have 
exact literal meanings, and refer only to 
things which admit of being perceived 
by the senses, or, at least, of being con¬ 
ceived as thus perceptihie.” Traditional 
natural theology failed to meet this 
methodological test and therefore should 
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be divorced from modem science, he 
declared. This argument enabled New¬ 
comb to claim a province for science in 
American culture without, he hoped, 
alienating the Christians who generally 
dominated the culture. 

In the public debate that followed, 
Newcomb was careful to avoid direct 
references to his personal religious be¬ 
liefs. In private, however, he held that 
Christianity was an untenable, dying 
religion. In anonymous articles written 
during the rime, he expressed his low 
esteem for Christianity and argued for 
the adoption of a new, humanist reli¬ 
gion founded on personal virtue and 
duty to others, “Such a faith,” he sug¬ 
gested, “fears no false teaching, sets no 


limit on the freedom of human thought, 
and views with perfect calm the subver¬ 
sion of any and every form of doctrinal 
belief, confident that the ultimate result 
will tend to the elevation of the human 
soul and the unceasing progress of spir¬ 
itual development.* 

Newcomb displayed a similarly de¬ 
liberative but iconoclastic outlook when, 
in the mid-1880s, he became the first 


president of the newly organized Amer¬ 
ican Society for Psychical Research 
(ASPR). Though skeptical of extrasen¬ 
sory perception, mental telepathy and 
other alleged paranormal phenomena, 
Newcomb felt that scientists should at 
least review the evidence for the pur¬ 
ported effects. 

The ASPR took shape in late 1884, 
when a group of distinguished British 
scientists who had recently founded 
their own psychical society visited North 
America. They convinced an equally re¬ 
spected group of American scientists and 
educators to organize their own group. 
Harvard psychologist William James, a 
prime mover of this unorthodox but 
fashionable society, felt that Newcomb 
gave the organization credibility, 
or as he expressed it to a colleague, 
“1 think Newcomb, for President, 
was an uncommon hit.” 

James had a practical reason 
for wanting Newcomb as presi¬ 
dent, but why did Newcomb ac¬ 
cept? Certainly, the enthusiasm of 
the British visitors, the flattery of 
being asked and the challenge of 
the research problem all swayed 
him. In spite of being an avowed 
skeptic, he found intriguing the 
possibility of mental telepathy. 
But he had a deeper motive. He 
felt a moral imperative to weigh 
the evidence concerning psychic 
effects. Specifically his objective 
was to sort out what, if anything, 
was scientific ally defensible and 
what must be debunked as social¬ 
ly dangerous fraud. Indeed, an 
editorial in Science portrayed the 
scientists in the ASPR as possess¬ 
ing the proper moral qualities to 
deliver the nation from the evils 
of raw spiritualism and substitute 
in its place a systematic study of 
phenomena such as telepathy. 

Never one to investigate a topic 
halfheartedly, Newcomb threw 
himself into the thick of research 
on paranormal events, poring 
over the literature and attempting 
to witness occurrences firsthand. 
With colleagues from Johns Hopkins, 
he observed mediums and other mas¬ 
ters of the paranormal in Washington, 
D.C., Philadelphia and New York City. 
By the end of his first term as president, 
however, Newcomb's skepticism had 
hardened. This became evident in his 
formal presidential address to die ASPR. 
Throughout this forceful discourse, he 
used elementary canons of scientific 


NEWLYWEDS Simon and Mary Newcomb 
were photographed in 1863. The couple even¬ 
tually had three daughters, Anita, Emily and 
Anna. The oldest, Anita Newcomb McGee, 
went on to become a well-known physician and 
founder of the Army Nurse Corps. 


method to question claims about para¬ 
normal incidents. He targeted the Brit¬ 
ish researchers, accusing them of infer¬ 
ring new laws of mental action without 
being able to replicate die relevant phe¬ 
nomena. James, who inclined toward be¬ 
lief in psychic effects, objected to New¬ 
comb's speech and initiated a friendly 
skirmish widi Newcomb through an 
exchange of published letters in Science 
and in personal notes, 

Newcomb’s doubt was not enough to 
remove him from the presidency of the 
ASPR, many members of which shared 
his skepticism. Although he offered to 
step down after his first term, he won 
reelection. And when he declined re- 
election at the end of a second term, he 
continued on the governing council un¬ 
til the society began to fade and the Brit¬ 
ish organization absorbed it in 1889. 
Through these final years, he remained 
a dissenter. He was convinced and hoped 
to convince others that, on methodolog¬ 
ical grounds, psychical research was a 
scientific dead end. 

Retirement, then Back to Work 

F orced by law to leave his naval post 
at age 62, Newcomb stepped down 
from the Nautical Almanac Office on 
his birthday—March 12, 1897. Retire¬ 
ment simply meant a realignment of 
work, not an end or even slackening of 
research, writing and public speaking. 
A modest congressional appropriation 
and then, beginning in 1903, generous 
grants from the new Carnegie Institu¬ 
tion in Washington, enabled the 
distinguished retiree to maintain his in¬ 
tense schedule of research and profes¬ 
sional chores. Building on his previous 
contributions to positional astronomy, 
he assumed the lead in a major interna¬ 
tional campaign to bring further order 
to astronomical computations and ta¬ 
bles through the adoption of uniform 
constants and consistent data. New¬ 
comb did his job so well that many of 
his numerical values remained in official 
use until the arrival of electronic comput¬ 
ers and artificial satellites in the 1950s. 

Continuing to display great drive, he 
also helped to organize and, in 1899, 
became the first president of what is now 
the American Astronomical Society. The 
creation of this society exemplifies the 
professional gains that the scientific com¬ 
munity had made in die U.8. during the 
quarter of a century since Newcomb's 
first article calling attention to the na¬ 
tion's deficiencies in physical science. 
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RELIGIOUS AUTOBIOGRAPHY was written by Newcomb 
between 1879 and 1880. It was his attempt to sort out his ideas 
on Christianity following a controversial speech he gave in 1878 
on science and religion at the American Association for the Ad¬ 
vancement of Science. The unpublished manuscript begins, “1 
was bom in the country before the leaven of liberalism 3 had 
been felt far outside the great cities, and bred in a church which 
neither glazed over nor softened down the beliefs of the New 
England Puritans from whom it derived its strength.” 


Having a bit more leisure 
time, the new retiree also in¬ 
dulged in autobiographical 
reflections and even tried his 
hand at fiction, publishing 
two short stories and a sci¬ 
ence-fiction novel Set in the 
distant year of 1941, his nov¬ 
el traces the successful quest 
of a Harvard physics profes¬ 
sor to disarm the armies and 
navies of the world by build¬ 
ing airships propelled by a 
new substance that nullifies 
gravity. Tongue in cheek, 

Newcomb included a British 
character named “W, K. 

Constant,” who was the fic¬ 
tional counterpart of Lord 
Kelvin. (At least one charac¬ 
ter based on Newcomb may 
have appeared in fiction as 
well: evidence suggests that 
Arthur Conan Doyle picked 
him as the model for partic¬ 
ular biographical features of 
Professor James Moriarty, 
the canny arch rival of Sher¬ 
lock Holmes.) 

Newcomb’s final projects 
included the closing parts of 
his long-standing study of the 
moon’s morion—conclusions he dictat¬ 
ed to stenographers in 1909 as he faced 
imminent death from cancer of the blad¬ 
der. Around the same time, he drafted a 
chapter on his religious views that he 
intended to add to a new edition of his 
autobiography. He had remained con¬ 
vinced that scientific inquiry must be 
kept distinct from traditional natural 
theology. But toward the end of the 
manuscript, this dying 74-year-old reli¬ 
gious skeptic acknowledged that he had 
always allowed for the possibility of a 
“Great First Cause.” 


True to form, Newcomb clarified this 
position by returning to a critique of 
language. “But if 1 am asked whether I 
regard this cause as an intelligent one I 
am unable to answer until the word 'in¬ 
telligent’ is defined. This term implies a 
certain mental quality belonging to the 
human race and it seems to me a belit¬ 
tling of a great universal cause to apply 
any such term to it.” 

“All we can say,” he added in his 
final words on the subject, “is that the 
cause exists and must be capable of pre¬ 
ceding the result, which is the universe 


as we find it to be. But I have 
never indulged in vain specu¬ 
lation on subjects which I 
found it impossible to form 
a dear and definite concep¬ 
tion, and so shall not pursue 
the subject further.” New¬ 
comb died a few weeks later, 
on July 11,1909. 

Throughout the U.S. and 
beyond, newspapers and pro¬ 
fessional journals announced 
the eminent astronomer’s 
death. President William H* 
Taft joined other national 
and international dignitaries 
at his elaborate state funeral. 
Holding the relative rank of 
rear admiral in the navy, 
Newcomb was buried with 
full military honors In Ar¬ 
lington National Cemetery. 
The U.S. Marine Band, three 
companies of marines and 
one company of U.S. Navy 
bluejackets led the funeral 
procession from the family 
church to the graveside. A 
detail from an artillery regi¬ 
ment drove Newcomb’s flag- 
draped, black caisson. A long 
file of carriages followed. 

Although the mourners remembered 
Newcomb as a reform-minded astrono¬ 
mer and to a lesser extent as a political 
economist, they overlooked his broader 
contribution to American thought, cul¬ 
ture and society: promoting a popular 
faith in science and the scientific meth¬ 
od. For better or for worse, that faith 
took hold and persists within American 
culture to this day. To promote pre¬ 
ferred positions, to justify pet points or 
to mark advantageous boundaries, peo¬ 
ple still appeal to the supposed authori¬ 
ty of the scientific method. m 


The Author 
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and the Internet 


How Hackers Break In... 
and How They Are Caught 

by Carolyn P, Meinel 
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How Computer Security Works 

1 Firewalls by William Cheswick & Steven M. Bellovin 

2 Digital Certificates by Warwick Ford 

3 The java Sandbox by James Gosling 
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The Case against Regulating 
Encryption Technology 

by Ronald L. Rivest 


T his past February hackers reached through the In¬ 
ternet to break into the computer networks at var¬ 
ious U.S. Air Force and Navy sites. The intruders, 
allegedly two northern C alifornian teenagers, were try¬ 
ing to gain access to systems that contained sensitive 
shipping, personnel and payroll information. At one 
point, the Pentagon thought that Saddam Hussein might 
be responsible for the attacks—a suspicion that could 
have had disastrous consequences. Such electronic trans¬ 
gressions are hardly rare: a recent study co-authored by 
the Federal Bureau of Investigation found that nearly 
two thirds of the organizations and companies surveyed 


were the victims of a cyberviolation within the past year. 

In this special report, experts describe advanced tech¬ 
nologies for thwarting cybertrespassers, thieves and 
eavesdroppers. Defensive software and hardware, such as 
firewall servers, can detect and block intruders; ad¬ 
vanced encryption techniques ensure the privacy of data 
should a security breach occur Cryptography also en¬ 
ables confidential messages to be dispatched freely around 
the world over the open Internet. Such approaches for 
securing computers—and the electronic data they store, 
transmit and receive—will help preserve the Net as a 
shared, invaluable tool. —The Editors 
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How Hackers Break In... 



Port scanners, core clumps and buffer overflows are 
but a few of the many weapons in every sophisticated 
hacker's arsenal. Still, no hacker is invincible 

by Carolyn P. Meinel 


Editors' note: This fictionalized account is a composite of many 
incidents that have occurred, at one time or another, somewhere 
in cyberspace . The names of people and other details have been 
changed, but the technologies and software do exist Some of the 
events reported here are drawn from the firsthand experiences of 
the author, who is known both in the computer underground 
and among security experts for her hacking skills and for her 
countless battles against hackers. SCIENTIFIC AMERICAN thanks 
I<t66 Internet, an Internet service provider in Albuquerque, 
N.M., which tested much of the software and hardware de¬ 
scribed in this article to verify the technologies involved . 


S itting at his home computer one night, Abednego logs 
on to the Internet Relay Chat, the cyberspace equiva¬ 
lent of CB radio. After connecting to a channel devot¬ 
ed to the powerful Unix operating system, he watches as 
the on-line habitues meet to make contacts, build alliances 
and exchange knowledge. The scene is reminiscent of the 
cantina in Star Wars. 

Eager to interject himself into the conversation—and to 
impress others—Abednego waits for someone to ask a sim¬ 
ple-minded question so that he can incite a "flame war," in 
which the participants begin hurling venomous insults at 



COMPUTER BREAK-IN can occur in various ways 
because systems connected to the Internet almost 
always have certain vulnerabilities. To protect their 
Internal networks, companies install firewalls, pow¬ 
erful defensive software that blocks unauthorized 
intruders. Nevertheless, determined hackers can 
usually uncover ways of circumventing a firewall. 
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and How They Are Caught 


one another. Just then, someone with the handle " Dogber¬ 
ry'' asks about writing a device driver for a home weather 
station. Abednego seizes his chance. "RTFM" is his re¬ 
sponse. It stands for "read the f-g manual*" 

Others begin launching nasty insults, but not at Dogberry. 
Apparently, the question was far more complex than Abed¬ 
nego had realized. Dogberry's terse put-down—"Newbie!"— 
fans the flames. Humiliated, Abednego vows revenge. 

Using the "finger" command on Internet Relay Chat, 
Abednego obtains the e-mail address "Dogberry@refrigerus. 
com." Abednego figures that if Dogberry is such a Unix whiz, 
he might be manager of the computers at refrigems.com. To 
confirm his hunch, Abednego uses "telnet" to connect to 
the mail server of that computer He then issues the com¬ 
mand "expn root@refrigerus.com" and learns that Dogberry 
is indeed the head system administrator there. 

His interest sufficiently piqued, Abednego runs Strobe, a 
program that attempts to connect with each of the thou¬ 
sands of virtual ports on refrigerus.com. The scanner will 
meticulously record responses from any daemons, which 
are automatic utility programs, such as those that handle e- 
mail. Abednego knows that each port might be an open 
door—or a door that he might be able to break down—if he 
can take advantage of some flaw in its daemon. 




But Strobe hits a wall—Dogberry's firewall, to be exact. 
That powerful defensive software intercepts each incoming 
packet of data, reads its TCP/IP (transmission control proto- 
col/Internet Protocol) header and determines with which 
port it seeks to connect. Tire firewall compares this request 
with its own strict rules of access. In this case, refrigerus. 
com has decreed that there should be only one response to 
Abednego's scanner. 

From that instant on, a program on refrigerus.com sends 
a blitzkrieg of meaningless data, including random alpha¬ 
numeric characters, back to Abednego, overwhelming his 
home PC. Meanwhile another daemon sends e-mail to 
Abednego's Internet service provider (ISP), complaining that 
someone is attempting to break into refrigerus.com. Within 
minutes, the ISP closes Abednego's account for suspicion of 
computer crime. 

Although Abednego is caught off guard—many ISPs would 
not have taken such a strong measure so quickly—the set¬ 
back is minor. The closed account was only one of several 
he had created after breaking info that ISR But the termina¬ 
tion of the account at that particular moment causes him to 
be dumped from Internet Relay Chat in the midst of the 
flames against him. To the others on-line, it looks as if Abed¬ 
nego has been unceremoniously booted or, worse, that he 
has fled for cover. 

Abednego burns for retaliation. His next step is to try a 
stealth port scanner. Such programs exploit the way in 
which IP transmissions work. When one computer wishes 
to talk to another, it must first transmit a short message 
packet containing a SYN (synchronize) flag. The header of 
the packet also contains other important information, such 
as the IP address of both the source and destination. In re¬ 
sponse, the recipient daemon sends back a packet that con¬ 
tains an ACK (to acknowledge the received packet), a SYN 
and a sequence number that is used to coordinate the up¬ 
coming transmission. When the first computer gets the re¬ 
turn ACK/SYN, it issues an ACK of its own to confirm that 
all is ready, thus completing a three-way handshake. Then, 
and only then, can the sender computer begin transmitting 
its message using the sequence number provided. At the 
end of the communication, the sender transmits a packet 
with a FIN (finish) flag, and the receiver returns an ACK to 
signal that it is aware the transmission has ended. 

Abednego knows that a stealth port scanner can take ad¬ 
vantage of this process by sending just premature FIN pack¬ 
ets to each port on a computer. Typically if a port is open, 
the recipient daemon will not send any response. If a port is 
dosed, however, the computer will return an RST (reset) 
packet. But because this computer does not truly recognize 
a connection until it has completed the opening three-way 
handshake, it does not record the transmission in its logs. 
Thus, a FIN scanner can probe a computer in relative secre¬ 
cy, without ever having opened any official connections. 
(Yet, as Abednego will soon learn, there is enough informa¬ 
tion in even one FIN packet to establish a sender's identity.) 

Abednego surfs the Internet to search for an advanced 
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INTERNET TRANSMISSIONS follow certain rigid protocols. Nor¬ 
mally, the sender first transmits an introductory message packet 
containing a SYN flag to synchronize the upcoming communica¬ 
tion (top). The receiver then returns an ACK, which acknowledges 
the request, and a SYN, After obtaining this information, the send¬ 
er transmits an ACK, which completes the necessary three-way 
handshake. Only then can the sender dispatch the message itself. 
When finished, he issues a FIN flag, and the receiver returns an 
ACK, which officially doses the correspondence, A hacker can cir¬ 
cumvent the process by sending just a premature FIN, from which 
the hapless receiver might return an RST, or reset, packet (bottom). 
The response—or lack of one—reveals certain information about 
the receiver, but because no three-way handshake was ever com¬ 
pleted, the transmission is not recorded in the receiver's logs. The 
hacker can thus probe an unwitting computer in relative secrecy. 


stealth port scanner and finds one at an underground Web 
site. The program, like most other hacker tools, is written in 
the C computer language. Abednego struggles to compile, 
or convert, the scanner from C into a form that can be exe¬ 
cuted on his home PC, which runs on Linux, one of the 
many variants of Unix, 

Abednego's difficulty in converting the software is not un¬ 
usual because of the many peculiarities of the different fla¬ 
vors of Unix. And Abednego, like many hackers, did not for¬ 
mally study computer science. In fact, also like most hack¬ 
ers, Abednego never learned to program because he never 
had to; almost any software a computer criminal might ever 
want is available on the Internet, already written and free 
for the taking—as long as the hacker knows how to compile 
it (or has cohorts who do). 

The young Dogberry had taken a different path. After be¬ 
friending a technician at a local ISP, he learned how to ad¬ 
minister a network. Before long, Dogberry and the techni¬ 
cian were playing computer break-in and defense games. 
The payoff came when they used the results to help the ISP 
improve its security. With that success, Dogberry was hired 
by the ISP to work part-time while he pursued his computer 
science degrees. 

Thus, when Abednego decided to take on Dogberry, he had 
already made his first mistake. Dogberry is a white-hat {or 
nonmalicious) hacker and a veteran of many cyberbattles. 

Casing the joint 

A s dawn breaks, Abednego has finally finished compiling 
the code and is ready to deploy it. Within minutes, the 
FIN scanner has given him a snapshot of the services that 
refrigems.com offers to those coming only from an approved 
IP address. Two that draw his attention are a secure-shell 
daemon, which is a way to make encrypted Internet con¬ 
nections, and a Web server. 

Then Abednego's heart skips a beat. An unusual port 
number, 31,659, has also turned up on his FIN scan. Could 
another intruder have preceded him and left a back door, a 
secret passage to enter the system undetected? 

The beeping of a pager jolts Dogberry out of a deep sleep. 
EthcrPeek, a sniffer program installed on the refrigcms.com 
network, has detected the port scan. Dogberry rushes into 
the office to watch for more attacks from the console of his 
administrative computer. His best defensive programs run 
only from that machine and only for someone who is phys¬ 
ically there, so that they cannot be tampered with remotely 
by an attacker. 

Meanwhile, despite the powerful temptation of that 
31,659 daemon, Abednego leaves the chase for now. Some¬ 
thing—his hacker intuition—tells him that he should return 
on another night. So by the time Dogberry arrives at work, 
he sees no more activity. 

Curious about the unusual attack, though, Dogberry be¬ 
gins analyzing his computer logs and is able to retrieve the 
source address from the hacker's FIN packets. With this in¬ 
formation, he sends an e-mail to Abednego's ISP, advising 
the firm of the break-in attempt and asking for details about 
Abednego's account. But the system administrator at the 
ISP rejects Dogberry's request, citing a confidentiality poli¬ 
cy, because merely running a scanner breaks no law. 

Three evenings later Abednego resumes the hunt. But 
when his computer dials into his account, he finds out his 
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CORE DUMP can be used by hackers to obtain secret in¬ 
formation. When a program running on a computer fails, 
it sometimes causes the machine to dump, or flush, the 
contents of a part of its random-access memory (RAM). A 
hacker can force such an incident to occur so that he can 
then sift through the discarded data, which might con¬ 
tain important information, such as the passwords for 
specific accounts on the network system. 



password is no longer good. Upset, he phones the ISP and 
learns that his account has been shut down because of the 
FIN scan. Vet this turn of events does little to discourage him. 
In fact, he is now even more determined. 

With his credit-card number and a telephone call to a dif¬ 
ferent ISP, he is back on-line within minutes. This time, 
though, Abednego is more cautious. Through this new 
account, he logs on to one of his hacked accounts at yet 
another ISP, Once there, he gives the simple command 
"whois refrigerus.com." The response tells him the domain 
name belongs to Refrigerators R Us, a national retail chain. 

Next, Abednego tries to Jog on to refrigerus.com through 
the 31,659 port by issuing the command "telnet refrigerus. 
com 31,659." The response is, "You lamer! Did you really 
think this was a back door?!' 1 Then the 31,659 daemon at¬ 
tempts to crash his PC by sending corrupt packets, while e- 
mailing the system administrator at Abednego's hacked ISP 
that someone has attempted to commit a computer crime. 
Within minutes, Abednego's connection dies. 

More determined, Abednego now tries to tiptoe around 
the firewall instead of forcing his way through it. Using yet 
another of his many hacked accounts, he begins by at¬ 
tempting to catalogue the computers that belong to refrig- 
erus.com. To obtain this information, he tries "nslookup," 
which initiates a search throughout the Internet for master 
databases containing directories of IP addresses. 

But "nslookup" is unable to retrieve anything useful. 
Dogberry must have set up the refrigerus.com network so 
that all packets destined for any of its internal addresses are 
sent first to a name-server program, which then directs them 
to the appropriate computers within the network. This pro¬ 
cess hinders anyone on the outside from learning details 
about the computers inside the firewall. 

Abednego's next attempt is through an IP address scan¬ 
ner. First, he converts refrigems.com to a numerical address, 
using "nslookup." With that number as a starting place, he 
scans the IP addresses above and below it. He discovers 
some 50 Internet host computers. Although there is no 
guarantee that these belong to refrigeTus.com, Abednego 
knows it is a good bet they do. 

Next, he uses "whois" to ask whether any other domain 
names are registered to Refrigerators R Us. The response re¬ 
veals another: refrigeratorz.com, with an address that is nu¬ 
merically distant from that of refrigerus.com. The IP address 
scanner soon reveals five additional Internet hosts on num¬ 
bers nearby refrigeratorz.com. 


HACKER LEXICON 

Abednego—A biblical Israelite held In Babylonian captivity who 
walked through a wall of fire and survived. 

ACK — See illustration on page 72. 

Back door—A secret way to enter a computer that bypasses nor¬ 
mal security procedures. 

Buffer overflow—See illustration on page 74. 

Core dump — See illustration on this page. 

Daemon — An automatic utility program that runs In the back¬ 
ground of a computer. 

Dogberry — The constable in William Shakespeare's Much Ado 
about Nothing . 

FIN — See Illustration on page 72. 

Firewall—Defensive software that protects a computer system 
from unauthorized Intruders, 

FTP—File transfer protocol, a common protocol and program 
used to transfer files over the Internet. 

IP—Internet Protocol, a low-level convention that allows com¬ 
puters to move packets of data across the Internet, 

Internet Relay Chat—An on-line chat service, 

ISP—Internet service provider. 

Keystroke logger—A program that records everything a user 
types at a keyboard. 

Port—A connection, or channel, Into a computer. 

RAM—Random-access memory. 

Root—The highest level of access to a Unix computer. 

Root kit — A program that hackers implant in a victim computer 
to hide their nefarious activities, 

RST — See illustration on page 72. 

Scanner — A program that attempts to learn about the weakness¬ 
es of a victim computer by repeatedly probing It with requests 
for information. 

Sequence number—A number used to coordinate an upcoming 
IP transmission. 

Shell—A software layer that provides the interface between a 
user and the operating system of a computer. 

Sniffer—A program that records computer and network activity. 
Spoof—See Illustration on page 76. 

SYN—See illustration on page 72, 

TCP—Transmission control protocol, the set of communications 
conventions that enable the sending and receiving of data over 
the internet. 

Telnet—A Unix command that enables a user to log on to a com¬ 
puter from a remote location. 

Unix—A powerful operating system. 

War dialer—A program that will automatically dial a range of 
telephone numbers. 


How Hackers Break In ... and How They Am Caught 


SCIENTIFIC AMERICAN October 1998 73 



































BUFFER OVERFLOW is an exploitable weakness of certain programs, 
for example, those written in the C computer language, running on 
an operating system such as Unix. To instigate a buffer overflow, the 
hacker might run a C application on the victim computer (a). The 
program begins to write data into a buffer, a temporary storage 
space in memory ( b ). The application wants to move data from loca¬ 
tion 1 into 2, then into 3 (c). But the hacker forces the program to ac¬ 
cept excess data so that some of the information begins to leak from 
location 1 into 4 (d). The hacker 
can take advantage of the over¬ 
flow to insert his own code (e), 
which has been written to help 
him gain high-level privileges to 
the victim computer. 
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As a safety precaution, Abednego telnets from his current 
hacked account into another of his pirated accounts. He 
then telnets from that location to yet another account that 
he has hacked, remotely logging on to it in preparation to 
run more FIN port scans. The extra steps will force anyone 
in law enforcement to obtain search warrants for three 
companies, encumbering the process. 

He also decides to hide on the third hacked computer un¬ 
der the protection of a root kit, a Trojan horse program that, 
despite its harmless appearance, will automatically delete 
any evidence of his actions from the logs used to detect ab¬ 
normal activities. The software also defeats other programs 
that seek to detect alterations to system files on that com¬ 
puter. A root kit will even prevent people from determining 
that he is logged on and running programs. 

From this safe perch, Abednego scans one after another of 
the Internet host computers at refrigerus.com and refrigera- 
torz.com. The FIN scanner slips straight through the fire¬ 
wall to every one of them. The activity, though, is detected 
by the EtherPeek sniffer, which again sets off Dogberry's 
beeper. 

A haggard Dogberry, after rushing to work, soon identifies 
the origin of the FIN scans and alerts the system administra¬ 
tor at Abednego's third hacked account. But the root kit has 
done its job, hiding Abednego from mystified computer op¬ 
erators there. Abednego boldly continues, switching from 
the stealth scanner to Strobe in hopes of finding an IP ad¬ 
dress that the firewall does not protect. 

He succeeds only in having the refrigems.com firewall 
unleash a flood of meaningless data. The sudden load finally 
convinces the system administrator at Abednego's hacked 
account that there really must be an attacker at work. She 
takes the drastic step of cutting the entire system off from 
the Internet. As his connection fizzles, Abednego realizes 
there is no elegant way around the firewall. 

Finding a Workaholic 

F or each of the several dozen Internet hosts at Refrigera¬ 
tors R Us, Abednego guesses that there are probably 
many other desktop computers sitting quietly in employ¬ 
ees' cubicles and offices. What are the chances, he muses a 
few nights later, that somewhere among those hundreds of 


users are workaholics who circumvent the company firewall 
by phoning into their computers from their homes to per¬ 
form late-night tasks? It's simple, really, for someone to buy 
a modem, connect it to a computer at work and plug a 
phone line into it before leaving for the day. 

Knowing that almost every large corporation has at least 
one unauthorized modem on its network, Abednego sets up 
ShokDial, a war-dialer program that will call each of the ex¬ 
tensions to the phone system at Refrigerators R Us as well as 
other numbers within that exchange. At the headquarters 
building of the company, the night watchman hears the 
ringing of one office phone after another but thinks noth¬ 
ing of it. 

Then, at 2:57 A.M., the war dialer pulls up a modem, and 
Abednego is greeted with the log-on screen of a Silicon 
Graphics computer: "Refrigerators R Us Marketing Depart¬ 
ment. Irix 6.3." Great, Abednego thinks, because Irix is a 
type of Unix, which means he has found a potent portal 
into Dogberry's world. 

Abednego's next strategy is to try brute force, using a pro¬ 
gram that will repeatedly dial the Irix box and guess pass¬ 
words for root, a top-level account (usually reserved for sys¬ 
tem administrators) from which he can run any command 
and access all information on that particular computer. He 
is hoping that the owner of the Irix machine, like many 
harried workaholics, has negligently allowed remote access 
to a root account. 

The password guesser starts with common words and 
names and from there tries less obvious choices. The slow, 
painstaking process can take months, even years, as the 
program exhausts every word in an unabridged dictionary, 
all names in an encyclopedia and each entry from a local 
phone book. But Abednego gets lucky. Around 5 A.M. he 
learns that the password is simply "nancy." 

"Yes!" Abednego shouts as he logs on to a root shell, from 
which he can then issue other commands to run on that 
machine. Next, he secures his beachhead, using FTP (file 
transfer protocol) to plant a root kit and sniffer onto his lat¬ 
est victim. He sets the program to capture and record every¬ 
thing typed in at the console (a process known as keystroke 
logging), as well as any log-on sessions from the network. 
The sniffer will hide this information in an innocuously 
named file right there on the unwitting host. Within min- 
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utes, Abednego's root kit has even set up an additional way 
to log on; user name "revenge/ 1 password "DiEdOgB." 

Abednego's last deed that morning is simple. To find the 
Internet address of the hijacked box, he types the "who" 
command, and his computer shows user "revenge" logged 
on to picasso,refrigeratorzxom. Later that morning the right¬ 
ful owner of picasso logs on and sees no indication that 
someone has usurped control of her computer. Abednego's 
root kit is doing its job. 

For Dogberry's part, all that his log reveals is an early- 
morning attempt to enter refrigeratorz.com from the Inter¬ 
net. Remembering the recent FIN scans, Dogberry is trou¬ 
bled by this latest incident, but he has too little information 
to take action. 

Two nights later Abednego dials in and connects with pi¬ 
casso to view his logs. To his dismay, he sees that informa¬ 
tion on the internal network traffic has been encrypted. But 
the keystroke logger of his sniffer has recorded that some¬ 
one on picasso had logged on to another computer named 
fantasia. Abednego now owns a user name and password 
for fantasia. Open sesame! 

Abednego discovers that the computer is a SPARC work¬ 
station used for rendering animated sequences, perhaps for 
television ads. Because the box is probably a server used by 
many other computers, Abednego begins hunting for a pass¬ 
word file, hoping that some of the passwords he finds will 
also work on other machines inside the company network. 

He locates the file but discovers only "x" characters where 
the encrypted passwords should have been. Apparently, the 
information he seeks is hidden elsewhere in a shadowed 
file. Smiling to himself, Abednego runs the FTP program 
and tricks it into crashing. Bingo, core dump! 

Fantasia is forced to flush a part of its random-access 
memory (RAM). Fortunately for Abednego, the discarded 
information-^a record of what was being held in that RAM 
sector at that moment—ends up in the user directory. 

The legitimate purpose of a core dump is to enable pro¬ 
grammers to perform an autopsy on the digital remains in 
search of clues to a program's failure. But, as Abednego well 
knows, a core dump has other uses. A shadowed password 
system sometimes places encrypted passwords in RAM. 
When a person logs on, the computer does a one-way en¬ 
cryption of the password the user attempts and compares 
that with the encrypted password from the shadowed file. If 
the two match, the person gets in. 

The shadowed password file that Abednego is able to re¬ 
trieve from the core dump on fantasia is encrypted, so he 
starts running his password cracker. The program could be 
busy for the next few days, maybe even weeks. 

Too impatient to wait, Abednego 
is already working on his next ma¬ 
neuver—exploiting a common vul¬ 
nerability of Unix. When a program 
running on that operating system 
pours excessive data into a buffer (a 
temporary storage space in memo¬ 
ry), the information will leak, infil¬ 
trating other areas of the comput¬ 
er's memory. 

Abednego takes advantage of the 
buffer overflow by using it to insin¬ 
uate his own code into the SPARC. 
The added software helps him cre¬ 
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ate a root shell, from which he can then run other com¬ 
mands and programs. Pleased with his latest effort, Abed¬ 
nego next installs a root kit and sniffer. Because the kit will 
hide evidence of his activities only from the time when the 
program was activated, Abednego must mop up by deleting 
previous actions of his busy night. 

One task remains. Is there anyone who is allowed to log 
on to fantasia from the Internet? Abednego types the "last" 
command to display records of connections people may 
have made to fantasia. He perks up as he sees that user 
names vangogh and nancy have recently entered fantasia 
from the Internet through the domain "adagency.com," 
which lies outside the Refrigerators R Us firewall. 

Abednego can hardly fail asleep that morning. His adren¬ 
aline flowing, he buzzes with the knowledge that he will 
soon "own" Refrigerators R Us. 

Closing in for the Kill 



T he next evening Abednego makes short work of breaking 
into adagency.com. At first he uses IP spoofing to trick 
that computer into recording a false IP address for his loca¬ 
tion. By probing adagency, 
com with SYN packets to elic¬ 
it ACK/SYN responses with an 
assortment of sequence num¬ 
bers, Abednego's program is 
able to tease out a pattern 
from which he can then guess 
the next sequence numbers and use that knowledge to fake 
his origin. Abednego quickly installs a sniffer on adagency. 
com and uses a secure-shell program to create an encrypted 
connection for logging on to fantasia. 

From that computer, he types the "netstat" command to 
view tables of active connections within the network. He 
discovers a computer that he had missed in Ills earlier search. 
Its name, "admin.refrigerus.com," is promising. Could that 
be from where Dogberry oversees the system? 

Meanwhile every time Abednego's PC cracks yet another 
combination of user name and password, he tries it on vari¬ 
ous refrigerus.com computers. But none of them works any¬ 
where except on fantasia, which he already "owns." 

Then Abednego hits the jackpot. Twice. 

On fantasia he captures keystrokes made by vangogh as 
that user updated the company's Web server. Now Abed¬ 
nego has the password he needs to hack the Refrigerators R 
Us Web site. In addition, his sniffer on picasso reveals that 
someone, Nancy, has dialed into that computer and from 
there used a back door to log on to a root account, hidden 
by her root kit, at admin.refrigems.com. 

He slips right behind Nancy into admin.refrigems.com. 
Using the root account there, he tries logging on to one Re¬ 
frigerators R Us computer after another. Dogberry, however, 
has been exceedingly careful. On the Refrigerators R Us net¬ 
work, even root privileges do not allow someone to enter 
other computers without providing new passwords. 

Only briefly distracted, he turns his attention back to the 
Web server and logs on to it using his recently acquired pass¬ 
word. From his home PC, he then uploads a new version of 
the Refrigerators R Us home page that he had put together 
in anticipation of this day. 

Back at Refrigerators R Us, Dogberry is working late, por¬ 
ing over his logs. It seems the marketing people have been 
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IP SPOOFING enables a hacker to fake his identity. The hacker first 
probes his victim by sending multiple SYN packets [see illustration 
on page 72} to obtain ACK/SYN messages with sequence numbers 
(left). From these responses, the hacker is able to uncover a pat' 
tern. In this example, he notices that the numbers increase by an 


increment of 128,000. Next, the hacker sends a SYN that imper¬ 
sonates another computer that the victim trusts. The victim then 
transmits an ACK/SYN to this authorized host (center). Although 
the hacker does not receive this particular response, he can 
nonetheless continue the correspondence as if he had: he issues 


getting an unusual number of connections from adagency. 
com. Tomorrow he will ask those folks exactly what is going 
on. He will also call the system administrator at adagency. 
com, a colleague whom he once helped to install some new 
system software. 

just as Dogberry is about to head home for the night, the 
phone in his office rings. An angry customer complains that 
Refrigerators R Us's Web site features a pornographic movie 
wiLh a refrigerator as a prop. After bringing up and viewing 
the defaced Web page, Dogberry moves quickly to sever the 
umbilical Ethernet cable that connects the company net- 
work to the Internet. 

Abednego is enraged when his obscene masterpiece is tak¬ 
en down so quickly. But he is also worried that he has left 
too much evidence behind, so he returns using the dial-up 
line to picasso—an entryway that is still unknown to Dog¬ 
berry. He buys time by reformatting completely the ad¬ 
ministrative computer's hard disk, which shuts down the 
company network, temporarily thwarting Dogberry's efforts 
to gather details of the attack. 

Dogberry rushes to the administrative computer with 
hopes to reboot it from the console, but he is too late. Dog¬ 
berry must now rebuild the software on that computer from 
scratch. (Unbeknownst to Abednego, though, the Ether Reek 
sniffer running on a nearby Macintosh has also been mak¬ 
ing logs.) 

Abednego, still peeved about the Web site, has one final 
act that night: he unleashes a flood of data packets against 
refrigems.com. Soon Dogberry gets a frantic call from a com¬ 
pany salesperson who, using her laptop PC and a phone 
line in her hotel room, wants to retrieve her important e- 
maii but has been unable to connect to the mail server at 
Refrigerators R Us. 

The next morning an exhausted Dogberry begs the vice 
president of technology at Refrigerators R Us for an okay to 
wipe dean every computer in the network, reinstall every 
program and change all passwords. But the extensive— 
though prudent—measure would require shutting the sys¬ 
tem down for days, and the vice president denies the request. 


At this point, Abednego's malicious and destructive ex¬ 
ploits have gone well past the legal bounds for hacking. But 
the FBI, which is severely understaffed, has been busy inves¬ 
tigating some recent break-ins at several army and navy 
computer systems around the U.S. Dogberry will have to 
gather more evidence himself. 

Because the attacker remained on the system even after it 
had been physically disconnected from the Internet, Dog¬ 
berry suspects there must be a contraband modem some¬ 
where in the building. He runs his own war dialer and dis¬ 
covers the culprit. He wili soon have words with the mar¬ 
keting department! 

Dogberry then reloads a dean version of his main admin¬ 
istrative computer. Next, on a Windows NT server that Dog¬ 
berry knows has not been tampered with, he deploys T- 
sigbt, an advanced antihacker program that can monitor 
every machine on the company network. 

Last, Dogberry sets his trap. T-sight will watch for the at¬ 
tacker's next connection to admin.refrtgerus.com and will 
redirect the intruder into a '"jail" computer. Once there, the 
culprit can be monitored and traced. To keep the unsuspect¬ 
ing person distracted, Dogberry enlists a team of program¬ 
mers to make the jail look like an accounting system, com¬ 
plete with the tempting bait of fake financial data. 

Pride Goeth Before,** 

J ust two nights later Dogberry is standing watch at 8:17 
PM, when he discovers someone once again entering ad¬ 
min, ref rigerus.com. ft is Abednego. Why has he returned so 
soon? Abednego was exhilarated when he learned that his 
pornographic Web site had become the talk of the hacker 
underground. He had even rated a brief mention on CNN. 
The publicity and his hubris were a potent combination, 
making Abednego feel invincible. 

In fact, tonight he has brazenly reentered Refrigerators R 
Us without his customary caution. After dialing into a guest 
account on an ISP, he telnetted directly to adagency.com to 
gain faster access to fantasia's back door. 
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an ACK message with the correct predicted sequence number, 
thus establishing a connection between his computer and the vic¬ 
tim (right). The hacker can then transmit information that the vic¬ 
tim will assume is benign because of the mistaken belief that it is 
coming from the trusted host computer. 


From admin.refrigerus.com, Abednego is lured to the jail 
by T-sjght. He can hardly control his excitement as he be¬ 
gins sifting through what he believes are sensitive financial 
records. 

Dogberry, too, is busy. Quickly analyzing data from T- 
sight, he obtains Abednego's root password on fantasia— 
DiEdOgB—and is able to trace the intruder back to adagency. 
com. Dogberry calls the pager of the system administrator 
there. She has already left work, but she phones Dogberry 
from a restaurant to help him continue tracking Abednego. 

So while Abednego is retrieving a huge file containing 
bogus credit-card numbers, Dogberry installs a sniffer on 
adagencyxom. He is even able to sneak unnoticed into 
Abednego's account on that computer by typing DiEdOgB, 
because Abednego has lazily used the same password for all 
his root kits. Then, just minutes before Abednego finishes 
Ills download and logs off, Dogberry succeeds in tracking 
the trail of the plundered credit-card file back to Abedne¬ 
go's dial-up account at the ISR 

The information Dogberry has obtained is enough to 
bring in the FBI, which contacts the ISP die next day to ob¬ 


tain Abednego's identity from the company's phone logs. 
With enough evidence in hand, including the Macintosh's 
high-quality EtherPeek logs, the ITS. Attorney's office ap¬ 
proves a search warrant. 

Soon after, FBI agents raid Abednego's apartment and 
confiscate his PC. The hard disk of the computer will reveal 
all. Abednego had taken the precaution of erasing incrimi¬ 
nating files from his PC after each night's escapade. He is 
chagrined to learn that the FBI can extract that information 
from his hard drive even after it had been erased and over¬ 
written several times. Soon a laboratory has recovered de¬ 
tails of his past trespasses, including the time he romped 
through the computer system at a major banking institu¬ 
tion in the Northeast. 

The megabytes of incriminating data provide the smok¬ 
ing gun necessary to indict Abednego on multiple counts 
of computer fraud. Unfortunately for him, the trial judge 
assigned to his case is known for her tough stance on cyber¬ 
crime. Taking his attorney's advice, Abednego wisely accepts 
a plea bargain even though, like many hackers who have 
crossed the line, he insists that his activities—which, for Re¬ 
frigerators R Us alone, resulted in thousands of dollars in 
damages—were just playful pranks. Abednego is currently 
serving a two-year sentence in a federal prison. m 
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How Computer Security 


Three types of safeguards offer a formidable 
defense against Internet intruders 





Q Firewalls 


by WiUi am Cheswlck, Bell Labs 
(division of Lucent Technologies) and 
Steven M. Bello via, AT&T Research 


Outside the firewall (outlined in orange), a company may set up a network 
that is accessible to the general public. Such a network—often called a de¬ 
militarized zone, or DM2—allows customers to send e-mail to the company 
or browse through the company's site on the World Wide Web. The DMZ Is 
analogous to the public lobby of an office building. It Is a good place for 
customers to get information on the company's products, but because the 
DMZ is open to anyone, sensitive data should not be placed there* 


C omputer networks will always be 
vulnerable to attack. As long as 
companies use the Internet—for 
transferring files, sending e-mail, download¬ 
ing programs and so on—there will always 
be the chance that some malicious outsider 
will find a way to wreak havoc with their 
computer systems. But there are ways to 
make a network much more resistant to 
attack. The first line of defense is the fire¬ 
wall, a software program that acts as a gate¬ 
keeper between the Internet and a compa¬ 
ny's "intranet'—the network of computers 
used by the company's employees. 

The two most common kinds of fire¬ 
walls are packet filters and application-lev¬ 
el firewalls. A packet filter, which typically 
runs on a machine called a router, exam¬ 
ines the source address and destination ad¬ 
dress of every packet of data going in or 
out of the company's network. The filter 
can block packets from certain addresses 
from entering the network—and prevent 
other packets from leaving. An applica¬ 
tion-level firewall examines the content of 
the Internet traffic as well as the addresses; 
it is slower than a packet filter, but it al¬ 
lows the company to implement a more 
detailed security policy. 

In the illustration, the maze of offices 
represents a computer network protected 
by firewalls. The green figures symbolize 
authorized packets of data. The red fig¬ 
ures are potentially harmful packets that 
should not be allowed into the network. 
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A packet-filtering firewall performs the same function as a team of guards at 
the entrance to a company's headquarters (blue figures ). Depending on the 
company's security policy, the filter may allow entry only to packets coming 
from certain Internet addresses—for example, those of trusted business part¬ 
ners and suppliers. Because outsiders may try to break into the network by 
forging a trusted source address on their packets, some firewalls search for a 
cryptographic authenticator—analogous to a security badge—which verifies 
that an incoming file or program is actually coming from a trusted address. 


A large company may need more than one firewall. As the 
company's network grows, additional firewalls may be re¬ 
quired to protect the computer systems of important de¬ 
partments, such as payroll or accounting. These firewalls 
act like the steel door of a vault, preventing attacks on vi¬ 
tal systems from insiders or from business partners. 


An application-level firewall is like the company's mailroom: it can scan Incoming e- 
mail for computer viruses just as mailroom employees can x-ray bulky packages. Po¬ 
tentially dangerous Internet programs—which might contain hidden instructions to 
steal or destroy data—are diverted to a proxy server, which transfers the information 
to proxy programs that can safely run on the network. A proxy program is analo¬ 
gous to a mailroom employee (btue figure) who receives messages from outsiders 
and delivers them to the company's staff. 


Firewalls cannot protect networks from all attacks, 
industrial spies can get around a firewall by access¬ 
ing the network from a dial-in modem or stealing 
floppy disks or magnetic tapes containing sensitive 
data. These backdoor routes must also be dosed to 
make a company's network truly secure. 
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@ Digital Certificates 

by Warwick Ford, VeriSign 


D igital certificates play an essential role in public-key 
cryptography, a method widely used on the Internet 
to keep communications secure. To send and re¬ 
ceive messages with this method, a computer user must 
have a pair of cryptographic keys—a private key and a pub¬ 
lic key—which are long strings of data, usually containing 
500 to 1,000 bits. The user keeps the private key in a safe 
place—encrypted on a computer's hard drive, for example— 
but makes the public key known to the people with whom 
he or she wants to communicate. 

Let's say that Alice wants to send a message to Bob, Because 
she wants Bob to be sure that the message is really coming 


from her, Alice uses her private key to create a digital signa¬ 
ture, which accompanies the message. Bob uses Alice's pub¬ 
lic key to verify the signature. But how can Bob be sure that 
the public key actually belongs to Alice? An impostor could 
create her own key pair and send the public key to Bob, 
claiming that it belongs to Alice, To prevent such a possibili¬ 
ty, Alice must obtain a digital certificate, a data item issued 
by a widely trusted certification authority, such as VeriSign 
or GTE CyberTmst or an authority set up by Alice's compa¬ 
ny, The digital certificate can be thought of as the cyberspace 
equivalent of a driver's license. It confirms that a particular 
public key belongs to a particular person or entity. 


} 


2 


AHce uses cryptographic software to generate a private key (a) and a public 
key (fi). She sends the public key to a certification authority and asks for a 
digital certificate. The authority needs to authenticate Alice's identity; de¬ 
pending on the type of certificate, this may involve verifying private infor¬ 
mation that Alice supplies. If her credentials check out, the authority issues a 
digital certificate (c) affirming that the public key belongs to Alice. Attached 
to the certificate is the authority's digital signature, which can be verified by 
anyone who knows the authority's public key. 


The certification authority's public key 
(d) is distributed to anyone who needs 
it, including Bob. The key is typically 
embedded in Web browsers and other 
application software used for secure 
computer communications. 



CERTIFICATION 

AUTHORITY 
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Alice digitally signs her message 
Bob. First, she applies a mathematical 
formula called a hash function to the 
message. This formula creates a mes¬ 
sage digest, which Alice encrypts with 
her private key to make the digital sig¬ 
nature (e). She sends the signature to 
Bob along with the message (f). She 
also attaches her digital certificate, 
which includes her public key. 


BOB 


4 

Bob uses the certification authority's 
public key to verify the authority's digital 
signature on the certificate. Bob can 
now be sure that the certificate is au¬ 
thentic—and that the public key in the 
certificate belongs to Alice, Bob then 
uses this key to decrypt Alice's digital 
signature, which re-creates the message 
digest. Finally, Bob applies the hash 
function to Alice's message, if the mes¬ 
sage digest produced this way is equal 
to the message digest decrypted from 
Alice's digital signature. Bob can be cer¬ 
tain that the message is indeed from Al¬ 
ice and that it has not been tampered 
with by anyone else on the network. 


ALICE 
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Q The Java Sandbox 

by James Gosling, Sun Microsystems 


T he Java programming language can be used by software 
developers to write small applications—called ap¬ 
plets—that can be downloaded from the Internet or 
other computer networks. The danger is that an unscrupu¬ 
lous person might create an applet that would tamper with 
a user's computer system by erasing files, stealing data or 
passing along a computer virus. But the Java language has 
been designed to prevent such breaches. 

The key to Java's security is a layer of software called the 


Java Virtual Machine, which is needed to execute any applet 
written in the programming language. When a computer 
user downloads an applet, the virtual machine initially pre¬ 
vents the program from gaining access to the computer's 
hard drive, network connections and other vital system re¬ 
sources. At this stage the applet can be imagined as sitting in 
a child's sandbox, a place where it can do no damage. An ap¬ 
plet can get out of the sandbox only if the virtual machine 
verifies that the program comes from a trusted source. 


1 



A computer user named Sam visits a bank's site on the World Wide Web 
and finds an applet that would help him calculate his mortgage pay¬ 
ments. When Sam downloads the applet from the bank's Web server, the 
Java Virtual Machine—which is embedded in Sam's Web browser—allows 
the applet into the RAM chips of Sam's computer but blocks the applet's 
access to the computer's hard drive. The applet is in the sandbox. 


2 

First, a byte-code verifier determines whether the ap¬ 
plet is written in legitimate java code. If the applet is 
not written correctly, Sam will not be allowed to use 
the program at all. Then the virtual machine looks for 
a digital signature attached to the applet The signa¬ 
ture identifies the person or entity who created the 
applet and reveals whether a third party has altered 
the program. The applet must remain in the sandbox 
if ft does not have a verifiable signature. Sam can use 
the program to perform calculations but not to read 
or write files on his hard drive. 


3 

If the applet's signature is verified, the virtual machine 
determines how much access to give the program. 
Sam can adjust the amount of access according to his 
security needs, for example, he can allow the applet 
to read any file on his hard drive or bar it from parts of 
the drive that contain confidential data. 
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Cryptography 
for the Internet 

E-mail and other information sent electronically are like digital 
postcards—they afford little privacy. Well-designed cryptography 
systems can ensure the secrecy of such transmissions 

by Philip R. Zimmermann 


S ending letters through the post office might take days, 
but at least the correspondence is guaranteed some de¬ 
gree of privacy. E-mail delivered over the Internet, on 
the other hand, can be blindingly fast but is highly suscep¬ 
tible to electronic eavesdroppers. One way to increase the 
privacy of such transmissions is to encrypt them, scrambling 
the information in complex ways to render it unintelligible 
to anyone but the intended recipient. 

Since the 1980s the development of sophisticated algo¬ 
rithms and fast but affordable computer hardware have 
made powerful, military-grade cryptographic systems avail¬ 


able to millions of people with ordinary personal comput¬ 
ers, Recent technological improvements promise to make 
such systems increasingly resistant to even the most ad¬ 
vanced cipher-cracking techniques. 

Out from the Shadows 

F our decades ago the Pentagon's requirements for tiny 
custom circuits to fit into missiles and spacecraft were 
the driving force behind the U.S. electronics industry. To¬ 
day civilian demands dominate, and the military currently 
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satisfies most of its needs with off-the-shelf products de¬ 
signed for the much larger consumer market* The same 
thing is happening with cryptography. 

Until the mid-1970s the National Security Agency (NSA) 
had a virtual monopoly on U*S* encryption technology, a 
field that was kept shrouded in secrecy. Then, in 1976, the 
seminal article “New Directions in Cryptography," in which 
Whitfield Diffie and Martin E, Heilman of Stanford Univer¬ 
sity first described “public-key cryptography" in the open 
literature, forever changed the landscape. In the years since 
that publication, an energetic cryptographic community in 
academia and industry has emerged, publishing an ever in¬ 
creasing number of papers and building a mature discipline* 
The growing popularity of the Internet—and people's con¬ 
cerns about the privacy of that medium—has only inten¬ 
sified the trend* Today some of the best ciphers and systems 
are being developed by cryptographers at universities and 
in the private sector all over the world* in fact, the NSA is 
now beginning to buy commercial products for a portion of 
its cryptographic needs. 

Why was Diffie and Heilman's introduction of public-key 
cryptography so crucial? In conventional cryptosystems, a 
single key is used for both encryption and decryption* Such 
systems, called symmetric, require the key to be transmitted 
over a secure channel—a process that is often inconvenient. 
After all, if a secure channel exists, why is encryption need¬ 
ed in the first place? This limitation hobbled cryptography 

Diffie and Heilman removed that constraint. Public-key 
cryptography allows the participants to communicate with¬ 
out requiring a secret means of delivering the keys* Such 
asymmetric systems rely on a pair of keys that are different 


but complementary* Each key unlocks the message that the 
other key encrypts, but the process is not reversible: the key 
used to encrypt a message cannot be used to decrypt it. 
Thus, one of the complementary keys {public) can be dis¬ 
seminated widely, whereas the other key (private) is held 
only by its owner. When Bob wants to send a message to Al¬ 
ice, he can use her public key to encrypt the information, 
which she will then use her private key to decrypt. 

Public-key cryptosystems are based on mathematical prob¬ 
lems that are easy to compute in one direction but painfully 
slow to solve in the reverse* The two main public-key algo¬ 
rithms are the Diffie-Hellman (and its variants, such as the 
Digital Signature Standard from the National Institute of 
Standards and Technology, EiGamal and elliptic curve ap¬ 
proaches) and RSA, developed at the Massachusetts insti¬ 
tute of Technology by computer scientists Ronald L* Rivest, 
Adi Shamir and Leonard M* Adleman* 


ENCRYPTING A PRIVATE MESSAGE that Bob will send to Alice over the 
Internet requires several steps* in this conceptual schematic, Bob first 
computes a hash of the text [see diagram on page £5], He then en¬ 
crypts the hash using his private key [see tax on next page]. The result¬ 
ing information (blue, below) serves as Bob's “signature." Bob com¬ 
presses the signature and his message electronically (purple) and enci¬ 
phers the file (green) using a particular session key. Bob encrypts this 
key using Alice's public key, and the result (orange) is added to the mes¬ 
sage. Finally, the file is converted into alphanumeric characters ( red) for 
transmission over the Internet. At the receiving end, the steps are es¬ 
sentially reversed, with Alice using her private key to decrypt the ses¬ 
sion key, which she can then use to decipher the rest of the message. 
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The former approach uses discrete logarithms. It is simple 
to compute g x modulo p: just raise g to the x power, divide 
that quantity by a large prime number /?, and then take the 
remainder of that operation. But given g, p and the value of 
modulo p , it is infeasible to recover x [see "The Mathe¬ 
matics of Fublic-Key Cryptography," by Martin E. Heilman; 
Scientific American, August 1979] , 

The RSA system is based on the difficulty of factoring. It is 
straightforward to multiply two large prime numbers to¬ 
gether, but it is extremely difficult to factor that huge com¬ 
posite back into its two primes [see "Mathematical Games," 
by Martin Gardner; SCIENTIFIC AMERICAN, August 1977], 
Another beauty of public-key cryptography is that it can 
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Public-Key Cryptography 

F or centuries, cryptography was hampered by the so-called key- 
exchange problem. Specifically, if Bob wanted to send Alice an 
enciphered message, he also somehow had to transmit to her the 
secret encryption key that he had used. Public-key cryptosystems 
overcame this limitation by relying on clever mathematics. 

In the Diffie-Hellman algorithm, which helped to spawn the 
field of public-key cryptography, Alice uses her secret number x to 
calculate q* and sends that quantity to Bob, On His end. Bob uses 
his secret number y to compute g* and sends that to Alice. (Note 
that the value of g h publicly known.) After Alice receives this in¬ 
formation, she can then compute {g Y )* f which is equal to 
the value that Bob calculates. This quantity can become their 
shared, secret encryption key 

But someone who has intercepted Alice's g* and Bob's g* would 
be able to derive the secret x and y. So to thwart any eavesdrop¬ 
pers, Alice and Bob insert the modulo function, which calls for the 
remainder from a division operation. (For example, 14 modulo 4 
= 2 because the remainder of 14 divided by 4 is 2.) This added 
twist ensures secrecy—instead of sending g* to Bob, Alice trans¬ 
mits the value of g x modulo p, from which eavesdroppers would 
have great difficulty in recovering x, even if they know g and p. 
With additional mathematics, the Diffie-Hellman algorithm has 
evolved into cryptosystems that generate two complementary 
keys, one private (for Alice, x) and the other public (consisting of 
g, p and the value of g x modulo p}> Ingeniously, the private key 
deciphers the message that was enciphered by the public key, but 
the key used to encrypt a message cannot be used to decrypt it 
Thus, Bob can use Alice's public key (which she has disseminated 
to everyone) to encrypt a message to her, which she—and only 
she—can decrypt using her private key. — PM.Z, 
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be used for message authentication: a recipient can verify 
the identity of the sender. When Bob transmits a message to 
Alice, he first encrypts it with his private key, then reencrypts 
the encrypted message with Alice's public key. Alice, after 
receiving the transmission, reverses the steps. She first de¬ 
crypts the message with her own private key, then decrypts 
it again with Bob's public key. If the final text is legible, Al¬ 
ice can be confident that Bob actually wrote the message. 

Of course, all this encrypting and decrypting requires 
myriad mathematical calculations. But software applications, 
such as PGP, running on PCs can automate the process. Us¬ 
ing one of those packages, Bob and Alice need only press 
the "encrypt" and "decrypt" buttons on their computers, 
and the number crunching is performed behind the scenes. 
For all its innovation, public-key cryptography has two 
severe limitations. First, because of its relatively slow speed, 
the technology is impractical for encrypting large messages. 
Second, and perhaps more important, public-key cryptogra¬ 
phy sometimes allows patterns in a message to survive the 
encryption process. The patterns are thus detectable in the 
enciphered text, making the tech oology vulnerable to crypt¬ 
analysis. (Cryptography is the science of making ciphers, 
cryptanalysis is the study of breaking them, and cryptology 
is both disciplines.) 

Symmetric Workhorses 

C onsequently, the bulk of encryption is usually per¬ 
formed by faster and more secure symmetric ciphers, 
with public-key cryptography limited to the small—but es¬ 
sential—function of exchanging the symmetric keys. 
Specifically Bob encrypts his message with a quick and 
strong symmetric cipher. He then needs to send Alice the 
symmetric key that he used, so he enciphers it with her 
public key and attaches the result to his encrypted message. 
Alice will decrypt the symmetric key with her private key so 
that she can use that information to decrypt the rest of 
Bob's message. 

For authentication, Bob again does not use public-key 
cryptography to "sign" his transmission directly. Instead he 
computes a hash, or fingerprint, of his message. Such math¬ 
ematical procedures can be used to condense an input of 
any size into a digest of fixed length, typically 160 bits long. 
(A bit is the most basic unit of computer data. It stores one 
of two possible states, represented by 0 or 1.) Cryptographi¬ 
cally strong hash functions, such as SHA-1, RIPEMD-160 
and MD5, are designed so that a forger would find it com¬ 
putationally infeasible to devise a different message that 
would yield the same hash. In other words, the fingerprints 
generated are virtually unique: two different messages will 
almost certainly yield distinct digests. 

After computing a hash of his message, Bob encrypts that 
information with his private key He sends tins "signature" 
with the rest of his encrypted transmission, Alice receives 
the encrypted hash and decrypts it with Bob's public key. 
She can then compare the result with the hash she com¬ 
putes herself after decrypting the message, A match proves 
both that the transmission has nol been tampered with and 
that Bob is the sender. 

For encrypting such information to he sent over the In¬ 
ternet, the most common method is to break the data into 
fixed-size blocks, each usually 64 or 128 bits long, so that 
the encryption can be performed a chunk at a time. So- 
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called block ciphers usually encrypt each chunk using mul¬ 
tiple rounds (the exact number is dictated by the particular 
algorithm) of mathematical operations, with the output of 
one iteration fed as input to the next Each round often in¬ 
volves both permutation (shuffling "xtv" to "tvx") and sub¬ 
stitution (changing "tvx" to "cb2"), A section of the key 
helps to transform the data during the iterations. 

Feeding identical chunks of text to a block cipher will 
lead to encrypted blocks that are identical to each other. To 
suppress any such block-aligned patterns from forming 
(which would make the cipher easier to crack), block algo¬ 
rithms typically use some kind of chaining. Blocks that 
have already been encrypted are looped back to help en¬ 
crypt subsequent chunks. In effect, the encryption of a 
block of text depends on at l the previous blocks. 

Block ciphers have symmetric keys that are usually 56, 
128 or 256 bits long. Well-known examples are the Data En¬ 
cryption Standard (DES), tripie-DES, CAST, IDEA and Skip¬ 
jack. The workhorses of cryptography block algorithms 
have become the focus of much recent research. 


than a pencil and paper I simply looked for the most com¬ 
mon letter and assumed it was probably E and then found 
the second most common tetter and assigned T to it, and so 
on. Clearly, despite its vast key space, this type of cipher is 
very weak. 

For a well-designed cryptography system, though, the key 
size does relate directly to the effort required to crack it For 
block ciphers, the relation is usually exponential. Adding 
just one bit to the key length doubles the work the attacker 
must do to try all the keys. And doubling the key size 
squares the amount of effort. On average, a 128-bit key re¬ 
quires about 2 127 (in decimal, 1.7 x 10 3S ) operations to break. 

Public-key algorithms are less sensitive. Typically they 
have subexponentiai but supeipolynormal key spaces, 
which means that doubling the length of the key increases 
the work substantially, but the amount is less than a squar¬ 
ing of the work effort. To use RSA as an example, modern 
factoring algorithms can do much better than simply trying 
all the possible smaller prime numbers to factor a large 
composite. Diffie-Hellman is also subexponentiai. For com- 


The Key Is the Key 

T he most sensitive operation in cryptography is the gen¬ 
eration of keys. For a system to be as secure as possible, 
the keys should be numbers that are truly random, unpre¬ 
dictable by an attacker. Such numbers are different from the 
deterministic pseudorandom sequences that computers gen¬ 
erate algorithmically for games and simulations. Truly ran¬ 
dom numbers can be derived only from the environmental 
"noise* of the physical world, such as the process of radio¬ 
active decay. 

Such high-quality randomness is difficult to generate in a 
computer. One method is to measure the time, in microsec¬ 
onds, between each human-supplied keystroke, which is im¬ 
possible to predict. Data gathered in this way are not quite 
random enough for generating keys directly, but the infor¬ 
mation can be passed through a hash function to distill the 
disorder. 

Interestingly, the only cipher that cryptologists have ever 
proved to be perfectly secure is the one-time pad (OTP), in 
which the key is as long as the message itself. In an OTP, a 
random sequence is used to encipher a message bit for bit— 
that is, the 34th bit of the key is used to alter the 34th bit of 
the message. The key must be truly random. It cannot be a 
pseudorandom sequence produced by a deterministic algo¬ 
rithm; otherwise the cipher may be crackable. OTPs are 
rarely used because of their impracticality: the key must be 
as long as the message, and it must be sent to the receiver 
over a secure channel. Moreover, it can be used only once, 
or an attacker could break the messages. 

Although many people think key size is the determining 
factor in cryptographic strength, an equally important crite¬ 
rion is the quality of the cipher's design. Consider a simple 
substitution cipher in which all As are changed to Ws, all Bs 
turned into Ks, all Cs transformed to Qs, and so on. The 
number of different ways to rearrange the alphabet is given 
by 26 factorial (that is, 26 X 25 x 24 X ... 3 x 2 x 1). That 
quantity is roughly equivalent to 2 s8 , a "key space* of dif¬ 
ferent combinations that is regarded as fairly respectable, 
requiring enormous computing resources to break if every 
possible key must be tried. Yet when I was a kid I would 
crack this type of cryptogram all the time with no more 
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MESSAGE DIGEST, OR HASH 

HASH ALGORI THM condenses a message into a digest, a digital finger¬ 
print that can be used to detect forgeries. The text of the message is 
first converted into binary form. (The letter A might be represented by 
00000, the letter B by 00001, the letter C by 00010, and so on.) The 
resulting string of 0s and 1 s is then separated into equal-size blocks. 
Next, the chunks are fed in sequence as key material into a cipher. 
The final output is the digest, or hash, of the original message. Note 
that a message of any length will always yield a digest of fixed size. 
The operation h called "one way" because it is virtually impossible to 
recover a message from its hash. Also, the algorithm is designed so 
that any given two messages wilt almost certainly yield distinct hash¬ 
es, and it is computationally infeasible to find another message that 
produces the same hash as a given message. Thus, a digest can serve 
as a "fingerprint" for its corresponding message. 
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parison's sake, a 3,000-bit RSA or Diffie-Heliman key re¬ 
quires about the same amount of work to crack as a 128-bit 
key for a block cipher. 

Still, block ciphers are hardly invincible. This year a spe¬ 
cial-purpose massively parallel machine built for less than 
$250,000 by the Electronic Frontier Foundation, headquar¬ 
tered in San Francisco, broke a DES message by exhausting 
its 56-bit key space in less than a week. 

Brute force is not the only way to crack a cipher. Cryptan¬ 
alysts can apply powerful mathematical and statistical tools 
to find any shortcuts, perhaps by uncovering patterns in the 
encrypted text. Attempts to break ciphers can be grouped 
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ENCRYPTED MESSAGE 


...hkdlUDecU2jiR/+qSN7jO. aptcilq/Erm/ /BtaErh fzqJ 92EC lIHiRRf 
puRB*j3RZPiiJHiIEjLciMqFMZyEHEeHSh8R03BQukMED/CPYYME4cl 
Nj*EgKep2zhUP8nujiipB0iE 1 Tnc Y0o8Cuj3U5zRm9H5s2of 7G60gn 
NUI.ikidBnU0i?DRpfmid2d0Y&4f gHnzeH/oHFH0f6iiiHypN0Gde6e8 
UCJcU/lM+MSaltYh+dT5PBaJil94BialQt/NdrlJ+ft60q 1 nafEOj/l/o 
C + cZhf+8ZpMy/ lli4 tuy3UE3z0BqdQDSLIbh 1tVtHz8yGht tzflCEZdPI 
R75J& wgEGpZGQg Ytlg/0o/MH7Q3kUJ5/GST2NkM + cNyPm8kRrJN 
USMJOCzOlnYiEHeamaEhqEzTRSIZHGHoHsGLMSEGuYeZnKZklJJZa 
U'dSQCMteSuqjiShVI Fbi)LJ3 + iuc51l Ih 1 B+hcP8jE6i2BMlH0kengfl0p 
UsEkMTqfi + EHCHjEqUk8Naik/gh0Pz45ifK//2UJPJHy j4cHfillz + ,, 


CHAINING ALGORITHM increases the security of block ciphers. A 
message is converted into a string of Os and 1 s, and the long sequence 
is then broken into blocks of equal size. Before each of these chunks is 
encrypted, it is first mathematically combined with the enciphered 
previous block, Thus, the encryption of the 23rd chunk depends on 
the enciphered 22nd block, which itself was affected by the encryp¬ 
tion of the 21st block, and so on. Because of this feedback chain, an 
encrypted block depends on all the previous blocks, making the ci* 
pber more difficult for cryptanalysts to crack. 


into three categories, depending on how much is known 
about the original message (called plaintext) and the corre¬ 
sponding enciphered transmission (called ciphertext). 

In some cases, all that the attackers have to work with is 
the ciphertext, so they have little to guide their efforts in 
guessing the key. Even a poorly designed cipher might be 
able to withstand such ciphertext-only attacks. 

But if the attackers know at least a part of the message— 
for instance, that the text begins with "Dear Mr. Jones"—the 
opportunities for success increase significantly. At a mini¬ 
mum, they can try different keys until they find one that 
decrypts the "Dear Mr. Jones" part of the plaintext. Even if 
the attacker knows only the language (Russian or French or 
COBOL) of the plaintext, that information can be exploit¬ 
ed. If the message is in English, for example, the most com¬ 
mon word is probably "the," To thwart such known-plain¬ 
text attacks, some cryptography systems electronically com¬ 
press the message, squeezing out easily predictable patterns 
in the plaintext, before encrypting it. 

Often an attacker knows much more. If a person steals a 
"smart" card containing crypto hardware, the thief can pre¬ 
sent perhaps billions of carefully chosen messages to the 
card and study the ciphertext output. Such chosen-plain- 
text attacks will crack a poorly designed cipher easily. An¬ 
other example is public-key systems. An attacker can write a 
message, encrypt it with the public key (which is, after all, 
public) and then analyze the resulting ciphertext. 

Two very effective methods of cryptanalysis, differential 
and linear, have recently been developed. Both approaches 
have been used to crack a number of well-known block ci¬ 
phers and to show that DES can be broken hundreds or 
thousands of times faster than by key exhaustion. 

In differential cryptanalysis, introduced by Shamir and 
Eli Biham of Technion Israel Institute of Technology, many 
pairs of plaintext messages with carefully chosen differences 
are encrypted to find a corresponding pair of ciphertexts 
that have a certain dissimilarity. When such a pair is found, 
it reveals information about the key. Linear cryptanalysis, 
developed by Mitsuni Matsui of Mitsubishi Electric Corpo¬ 
ration, searches for correlations between plaintext, cipher- 
text and key that are true slightly more often than not. The 
method then gathers statistics on large numbers of known 
plaintext-ciphertext pairs, looking for biases that will dis¬ 
close clues about the key. 

Beware of Middlemen 

T hough powerful, cryptanalysis techniques usually re¬ 
quire a backbreaking number of computations. Often 
instead of trying to crack a cipher, it is easier to attack the 
protocol, or implementation, of that cipher. 

One potential threat is man-in-the-middle attacks, which 
are the biggest vulnerability of public-key cryptosystems. 
When Bob wants to send a message to Alice, lie may be un¬ 
aware that Cindy is attempting to impersonate Alice. If 
Cindy can trick Bob into using her public key instead of Al¬ 
ice's, she will be able to decrypt Bob's message. 

The only way to prevent this type of attack is for Bob to 
confirm somehow that Alice's public key is really Alice's. 
Most of the complexity of well-designed implementations of 
public-key cryptosystems is devoted to this one particular 
vulnerability. One solution is to have a trusted third party 
verify and sign the keys. This approach, however, begs the 
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MIDDLEMAN ATTACK is the greatest vulnerability of public-key cryp¬ 
tosystems. If Cindy, an eavesdropper, can intercept transmissions be¬ 
tween Alice and Bob, she can trick Bob into using her g* instead of Al¬ 
ice's ^and similarly deceive Alice into using tf instead of Bob's g y [see 
box on page S4J, Cindy would then be able to decrypt and reencrypt 
Alice's and Bob's messages to each other—all unbeknownst to the 
couple. The process is analogous to Alice and Bob talking on special, 
encrypted telephones while Cindy listens in by using a pair of such 
phones to decrypt, then reencrypt, the transmission. 


major—and politically controversial—question: Should the 
keys be certified in a top-down manner by government au¬ 
thorities or in a decentralized grassroots method by differ¬ 
ent entities, including various private companies and indi¬ 
viduals, allowing people to choose for themselves which key 
signers to trust? In fact, this issue is so cnicial that I could 
have written this entire article on it. 

As cipher-breaking techniques have improved, so have the 
algorithms for stronger cryptography. Recently the Nation¬ 
al Institute of Standards and Technology solicited designs 
for the Advanced Encryption Standard (AES), a new block 
cipher to replace the DES, which has reached the end of its 
useful life, mainly because of its short 56-bit key and 64-bif 
block size. The AES, which has been generating consider¬ 
able excitement in the cryptography held, will use a key size 


of 128, 192 or 256 bits to encrypt data in 128-bit blocks. 

Good AES designs will meet several criteria. They will of¬ 
fer flexibility in various key and block sizes; they will be effi¬ 
cient in setting up keys and in encrypting and decrypting, 
particularly when implemented on 32-bit processors as well 
as on eight-bit microprocessors, such as in "smart" cards, 
and on other hardware; and they will perform well in a 
wide range of applications, from satellite communications 
to high-definition television. 

Several of the AES candidates appear to be extremely well 
designed. The better proposals have capitalized on the expe¬ 
rience of cryptographers who have studied block ciphers for 
the past 20 years, including their knowledge of how to de¬ 
fend against linear and differential cryptanalyses. 

Of the 15 submissions, I believe more than a few would 
make credible encryption standards. MARS, which draws on 
the experience of IBM's original DES team, uses two very 
different structures for the encryption rounds. The mixed 
approach, the IBM cryptographers claim, will result in bet¬ 
ter security than that achieved with a homogeneous cipher. 
CAST-256 extends the earlier CAST architecture to a 256-bit 
key and 128-bit block size. Twofish is more mathematically 
rigorous than its predecessor, Blowfish. Serpent deploys an 
unusual parallel design to make it as fast as DES, with a 
short time for key setup, which should enable the cipher to 
be used efficiently as a hash function. 

Deciphering the Future 

W hichever candidate is selected, the AES promises to 
tip the balance further in favor of cryptographers in 
their ongoing arms race against cryptanalysts. Today the 
very best cryptosystems are beyond the reach of the best 
cryptanalytic methods known. Still, it is conceivable that 
powerful, new cipher-breaking techniques will be devel¬ 
oped in the coming years. Even so, many cryptologists con¬ 
tend that the gap between cipher makers and cipher break¬ 
ers will only widen. 

I agree with that assertion, in part because of the active 
community of cryptographers in academia and the private 
sector, which has grown and matured to reach parity with 
military expertise in the field. Evidence of this was supplied 
by the recent declassification of the Skipjack cipher, which 
the NSA had developed in secrecy for the Clipper chip. A re¬ 
view by Technion's Biham, an academic cryptologist, re¬ 
vealed the algorithm to be less conservative, with a smaller 
margin of safety, than the best designs from academia. It 
appears that cryptography—like the Internet itself—has 
stepped from the dark shadows of the military into the 
bright sunshine of the free market, ED 
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The Case against Regulating 
Encryption Technology 

One of the pioneers of computer security says 

the U.S. government should keep its hands off cryptography 

by Ronald L. Rivest 


T he widespread use of cryptography is a necessary 
consequence of the information revolution. With the 
coming of electronic communications on computer 
networks, people need a way to ensure that conversations 
and transactions remain confidential. Cryptography pro¬ 
vides a solution to this problem, but it has spawned a heat¬ 
ed policy debate, U.S. government agencies want to restrict 
the use of data encryption because they fear that criminals 
and spies may use the technology to their own advantage. 

Before the 1970s, cryptography was too complicated and 
too expensive for everyday use. Two inventions changed 
this picture dramatically: public-key cryptography and the 
microprocessor. The idea of using public and private en¬ 
cryption keys’—first proposed in 1976 by electrical engineers 
and computer scientists Whitfield Diffie, Martin E. Heilman 
and Ralph C. Merkle—paved the way for the general use of 
strong cryptography, which scrambles messages so effective¬ 
ly that it would take many years of computer time to break 
the code. And the growing availability of fast microproces¬ 
sors gave more and more computer users the ability to make 
the calculations necessary for this kind of encryption. 

As strong cryptography became easily accessible in the 
late 1980s and early 1990s, two government agencies grew 
concerned about its widespread deployment, the National 
Security Agency (NSA), which monitors electronic commu¬ 
nications around the globe, worried that it would be unable 
to decipher the encrypted messages of potential spies and 
terrorists. Similarly, the Federal Bureau of Investigation 
feared that criminals in the U.S. would use the encryption 
software to thwart surveillance of their voice or data commu¬ 
nications. Over the past decade these agencies have pushed 
for government regulation of encryption technology and 
have favored the continuation of current restrictions on the 
export of strong encryption software. 

The government's concern is that the "bad guys" will ben¬ 
efit from the new cryptographic technology. This is certain¬ 
ly possible—the sun shines on the evil as well as the good. 
But it is poor policy to clamp down indiscriminately on a 
technology merely because some criminals might be able to 
use it to their advantage. For example, any U.S. citizen can 
freely buy a pair of gloves, even though a burglar might use 
them to ransack a house without leaving fingerprints, 

I rather like the glove analogy; let me expand on it a bit. 
Cryptography is a data-protection technology just as gloves 


are a hand-protection technology. Cryptography 
protects data from hackers, corporate spies and 
con artists, w T hereas gloves protect hands from 
cuts, scrapes, heat, cold and infection. The for¬ 
mer can frustrate FBI wiretapping, and the latter 
can thwart FBI fingerprint analysis. Cryptogra¬ 
phy and gloves are both dirt-cheap and widely 
available. In fact, you can download good 
cryptographic software from the Internet for 
less than the price of a good pair of gloves. 

Should the use of cryptography be restrict¬ 
ed to satisfy the concerns of the NSA and the 
FBI? It is true that these two agencies may find 
their jobs more difficult as cryptographic tech¬ 
nology spreads. But we should also consider 
cryptography's benefits to society as a whole. 

Most people use cryptography to prevent crime 
rather than to hide it, just as most people wear 
gloves to protect their hands rather than lo hide 
their fingerprints. By ensuring the confidentiality 
and authenticity of electronic banking and Inter¬ 
net commerce, cryptography prevents theft and 
credit-card fraud. The vigorous application of cryp¬ 
tography may also improve national security: the en¬ 
cryption of communications, for example, protects 
U.S. businesses from industrial espionage. Paradoxically, 
we may create a safer society by promoting a technology 
that somewhat hampers law enforcement. 

Some have hoped for compromise solutions that would 
allow strong cryptography to be widely used while still en¬ 
abling the NSA and the FBI to decrypt messages when lawful¬ 
ly authorized to do so. For example, there have been key- 
escrow proposals that would require users to register their 
software encryption keys with law-enforcement agencies, and 
key-recovery proposals that would give government agencies 
backdoor access to the keys. In a typical key-recovery scheme, 
an encrypted version of the message encryption key is sent 
along with each message. An FBI-authorized key-recovery 
center can use a master backdoor key lo decrypt the mes¬ 
sage key, which is then used to decrypt the message itself. 

In my opinion, these systems would satisfy no one. They 
are very easy to circumvent: spies and criminals could mod¬ 
ify the encryption software to disable the key-recovery fea- 
Lures, or they could simply download alternative software 
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from the Internet. Key recovery would be very expensive, 
too. Someone would have to pay for creating, staffing and 
maintaining the key-recovery centers. But the most subtle 
and serious cost in the long mn would be the erosion of con¬ 
fidence in the government resulting horn an increased sense 
of "Big Brotherism." To get an idea of the intmsiveness and 
impracticably of key recovery, imagine that whenever you 
bought a pair of gloves you were legal¬ 
ly required to sew latex copies 
of your fingerprints onto 



Key-recovery systems would also create substantial securi¬ 
ty risks. The system's most serious flaw is that the same back 
doors used by the FBI to decipher encrypted messages would 
become targets for criminals, hackers, spies and even dis¬ 
gruntled employees of the FBI itself. If criminals or hackers 
managed to penetrate a key-recovery center and steal a mas¬ 
ter backdoor encryption key, they would be able to decrypt 
Internet communications at will. Millions of corporate, per¬ 
sonal and government secrets would suddenly become vul¬ 
nerable to theft and tampering. 

in 1993 Congress asked the National Research Council to 
study U.S. cryptographic policy. The council then convened 
a blue-ribbon committee of 16 members. Its superb 1996 re¬ 
port, the result of two years' work, offered the following 
conclusions and recommendations: 

* "On balance, the advantages of more widespread use of 
cryptography outweigh the disadvantages." 

* "No law should bar the manufacture, sale or use of any 
form of encryption within the United States/' 

* "Export controls on cryptography should be progres¬ 
sively relaxed but not eliminated/' 

The committee members concluded that a ban on unreg¬ 
ulated encryption would be "largely unenforceable/' But 
the FBI and the NSA continue to push for key recovery and 
to oppose the relaxation of export controls unless key re¬ 
covery is incorporated into the exported software. 

Strong cryptography only gets easier to implement—and 
harder to regulate—over time. Professional societies are 
adopting public cryptographic standards that even a high 
school student can convert into programs. And new tech¬ 
niques such as "chaffing and winnowing"—which does not 
encrypt a message but achieves confidentiality by hiding 
pieces of the message in a welter of random data, or chaff— 
illustrate the enormous technical difficulties involved in try¬ 
ing to control cryptography. 

The economic consequences of our current policy are also 
becoming clearer. A recent study conducted by the Econom¬ 
ic Strategy Institute, a think tank in Washington, D.C, con¬ 
cluded that continuing the export controls on cryptograph¬ 
ic products will cost the U.S, economy more than $35 bil¬ 
lion over the next five years. My personal opinion is that 
the U.S. risks losing its leadership position in the software 
industry because of its restrictive export policy. 

Finally, the ability to have private conversations is in my 
view an essential democratic right. Democracy depends on 
the ability of citizens to share their ideas freely, without fear 
of monitoring or reprisal; this principle should be upheld as 
much in cyberspace as it is in the real world. For the U.S. to 
restrict the right to use cryptography would be a setback for 
democracy—and a victory for Big Brother. ES 
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TAN WORFQtE 


THE AMATEUR SCIENTIST 

by Shawn Carlson 


Home Movies of an Invisible World 


/\ few years ago I decided to ex- 
plore the microscopic menag- 
-A JL erie living in a bit of rainwa¬ 
ter that had collected in an open barrel 
It proved to be a rich find. As the infini¬ 
tesimal neighborhood of a single droplet 
came into focus under my microscope, 
I discovered many organisms I had never 
seen before. One in particular intrigued 
me. At first it looked like a cylindrical 
creature with a moving gut. But after a 
few moments I realized that I was peer' 
ing at a tiny, tubular home being con¬ 
structed by an even more tiny and high¬ 
ly industrious architect. The little work' 
er trundled back and forth along the 
tube, snatching floating bits of organic 
refuse, which it then used to extend its 
domicile, J watched transfixed, all the 
while wishing I had some way to docu¬ 
ment this activity. Still photographs 
would have been wholly inadequate; the 


situation dearly required a video record¬ 
ing, Bur I didn’t have a way to attach 
my camcorder to my microscope and 
thus was unable to share the odd antics 
of this aquatic charmer with others. 

So you can understand why I was 
thrilled to receive a package from 
Charles Carter; a talented amateur sci¬ 
entist in London, Ontario, addressing 
just this problem. One can, of course, 
buy a commercial video camera and 
adapter specially built for this task, but 
these units are expensive. Besides, using 
a home camcorder has certain advan¬ 
tages. For example, it makes it easy for 
you to include a running commentary 
about your procedures and observa¬ 
tions, And with the software and hard¬ 
ware now widely available, you can eas¬ 
ily capture individual video frames on 
your computer for additional analyses. 

Carter’s invention consists of two 


parts: an adapter that optically links the 
camcorder with the microscope and a 
stand that holds the camcorder in place. 
Both pieces can be made in an afternoon 
for very little money. 

If you lack a microscope, worry not. 
Microscopes often turn up where sec¬ 
ondhand items are sold. For instance, 
you might scour your local thrift stores 
and pawnshops for a bargain. Carter 
found a simple monocular instrument 
at a garage sale for $ 10. I bought a re¬ 
search-quality binocular microscope 
from a friend for $100. And some brand- 
new microscopes are well within a typi¬ 
cal amateur’s budget. Small instruments 
can be purchased at many shopping 
malls for less than I paid. You can also 
consult the forum hosted by the Society 
for Amateur Scientists on the World 
Wide Web (www.thesphere.com/SAS/ 
WebX.cgi) and check the on-line swap 
meet there for bargain equipment. 

Carter’s adapter couldn’t be simpler. It 
uses a hood that screws around the lens 



INEXPENSIVE VIDEO MICROSCOPE SYSTEM t 

which allows several people to share the same view, can be built with a few dollars and an afternoon "5 work. 


90 Scientific American October 1998 


The Amateur Scientist 

















































IAN WOflPOLE 



LENS 

MODIFIED EYEPIECE 
contains only one lens . 

of the camcorder to shade it from glare. 
Many camcorders just recess the lens in 
the housing for shading* but they still 
have threads for filters in front. So If 
your camcorder did not come with a 
separate lens hood, or if you don’t want 
to sacrifice it for this project, you can 
probably find a lens hood of the proper 
diameter hy rummaging through the 
junk box of your local camera shop. Al¬ 
ternatively, you can always buy a new 
one for a few dollars. 

The eyepiece for most microscopes 
consists of two lenses situated at either 
end of a short metal tube. The top lens, 
the one you hold your eye near, is nor¬ 
mally blocked off except for a hole ar 
the center about the size of your pupil. 
This opening is too small for your cam¬ 
corder to see through. The bottom lens, 
however, is larger and virtually unob¬ 
structed. And your camcorder will fo¬ 
cus just fine with only this one lens in 
the eyepiece. 

Because eyepieces sometimes need to 
be cleaned, the top lens is normally de¬ 
signed to unscrew from the tube. The 
other lens of the eyepiece may be at¬ 
tached more permanently, usually re¬ 
cessed slightly from the bottom end of 
the tube. Unscrew the top lens and dis¬ 
card it. You will also need to remove the 
outer housing that holds the eyepiece in 
place by unscrewing it from the main 
body of the microscope. Turn the eye¬ 
piece upside down and insert it into the 
eyepiece holder so that the lens projects 
above the top of the holder by about V 4 
inch (about half a centimeter}. Use a few 
drops of Krazy Glue to hold it in place. 

Set the camcorder lens hood thread 


side down onto a wide strip of masking 
tape that is positioned sticky side up on 
a flat surface. Then place the eyepiece 
holder neck down in the center of the 
hood, pressing it firmly against the tape. 
Now mix a batch of epoxy and pour it 
between the neck and the lens hood. 
Take care not to allow any epoxy to 
ooze onto the threads of the lens hood. 
After the epoxy sets, lift the assembly 
and remove any tape sticking to the lens 
hood or covering the eyepiece. 

Although you could now just screw 
the adapter to the microscope and the 
video camera to the adapter, that top- 
heavy arrangement would he quite pre¬ 
carious. Moreover, some high-end mi¬ 
croscopes have their eyepieces canted to 
the side for the comfort of the viewer, 
and these instruments would not he 
able to support the weight of a cam¬ 
corder attached at an angle. But Carter 
devised a sturdy stand that helps to hold 
his camcorder in position yet lets it 
freely slide up and down as he focuses 
the microscope. Tire stand functions best 
when the eyepiece is vertical, but it 
should also work in situations where die 
eyepiece must remain at a slight angle. 

Carter built the base of his stand from 
a piece of scrap V^-inch plywood to 
which he attached an adjustable closet 
rod. First affix the end of the closet rod 
to the base. Then place your microscope 
on the base, screw on both the adapter 
and your camcorder and adjust the mi¬ 
croscope’s focusing knob so diat the 
camcorder is as low as it can go. Take 
care and make sure things don’t topple 
over at this point. 

To attach the camcorder to the rod. 
Carter cleverly exploits the threaded 
sleeve on the base of the unit (where a 
tripod would normally screw in}. While 
holding the micro scope-camera combo 
upright with one hand, mark a line on 
the outer tube of the closer rod about 
one inch below the tripod mount. Then 
cut the outer tube off at that point with 
a pipe cutter or hacksaw. Next, cut the 
inner tube of the doset rod so that when 
it is inserted all the way in, it sticks out 
about four inches. If you have a stage- 
focusing microscope, you can dispense 
entirely with the inner rod and attach the 
camera directly to the primary support. 

Next, drill a 1 A*-inch hole into the in¬ 
ner rod so that the camera can be se¬ 
cured using a long V 4 - 2 O bolt, as shown 
in the illustration on the opposite page. 
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Special Report: Computer Security 


This Special Report investigates the 
growing risks of computer security 
and even information terrorism. 

We explore the subject from many 
critical viewpoints, including such 
topics as: 

* the tradeoff between computer 
privacy, security and even information 
terrorism 

■ Web security that’s trustworthy 
enough for commercial exchange 

* future viruses and the network-based 
solutions for stopping their spread 

* new encryption techniques 

Don’t miss this Special Report in 
the October 1998 issue. It is available 
on newsstands and wherever 
Scientific American is sold. 
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as it affects your life in so 
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Look to Special Reports in 
select issues of Scientific 
American for authoritative 
information on a wide 
variety of the most current 
subjects. 


The October 1B98 issue, including the 
Computer Security Special Report is 
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VIDEO ADAPTER 
is made by attaching the microscope 
eyepiece bolder to a lens hood 
using quick-setting epoxy . 


Slip a washer on the bolt, push the holt 
through the rod, and add another wash- 
er and two nuts. Now screw the bolt 
into the camcorder and tighten the nuts, 
one against the closet rod and the other 
against the camera. 

Fix the microscope to the plywood 
stand by securing it with a length of 
plumber’s strapping across the base. 
Now you’re ready to spy on an invisi- 
ble realm. To use your new apparatus, 
focus the microscope until a clear im¬ 
age appears on your monitor and then 
adjust the zoom on the camcorder until 
the image fills the screen. 

Although this system will enable you 
to take leisurely safaris through micro- 
scopic jungles, it may be difficult to 
gauge the size of your minute prey. The 
best way to address this problem is to 
measure on your monitor the dimen¬ 
sions of something of known size. For 
example, you can view the tiny, grjdded 
dots in the large, gray A at the beginning 
of this article; they are spaced at inter¬ 
vals of ! 69 microns. I invite profession¬ 
al and amateur microscopists to share 
other suggestions for calibrating this 
instrument with the Society for Amateur 
Scientists hy joining the discussion on 
the society’s Web site, B0 

For more information about projects 
described in this column, check the fo¬ 
rum conducted hy the Society for Ama¬ 
teur Scientists on the World Wide Web 
{wwwdhesphere.com/SASlWebX.cgi}, 
You can also write the society at 4735 
Clairemont Square, Suite 179, San Di¬ 
ego, CA 92117, or call 619-239-8807, 
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MATHEMATICAL RECREATIONS 

by Ian Stewart 


Playing with Chocolate 


J ust because a game has simple rules 
doesn’t necessarily mean there is a 
simple strategy for winning. Some¬ 
times there is—ticktacktoe is a 
good example. But sometimes there isn’t. 
For example, there is no winning strate¬ 
gy for dots and squares (also known as 
boxes), the childhood game in which 
players draw lines in a grid of dots and 
capture any squares they complete. I call 
games with winning strategies “dream 
games” and the others “nightmare 
games.” Games with very similar rules 
can be surprisingly different when it 
comes to their dream or nightmare sta¬ 
tus, Nightmare games are often more 
interesting because you can play them 
without knowing in advance who ought 
to win. And in some nightmare games, 
you may know who ought to win—the 
player who takes the first turn, for ex¬ 
ample—but not know how. 

Let’s consider two simple games in¬ 
volving chocolate bars. One, called 
Yucky Chocolate, is a dream game. The 
other. Chomp, has very similar rules, but 
it’s a nightmare game: with optimal play 
the first player should always win, but 
nobody knows the winning strategy. 

I have no idea who invented Yucky 
Chocolate, ft was explained to me by 
Keith Austin, a British mathematician 
at the University of Sheffield, It takes 
place on an idealized chocolate bar: a 
rectangle divided into smaller squares. 
Two players—I’ll name them Wun and 
Too after the order in which they play- 
take turns breaking off pieces of choco¬ 
late, which they must then eat. Each 
break must be a single straight line cut¬ 
ting all the way across the rectangle 
along the boundaries between the 
squares. The square in the upper left 
corner of the rectangle contains a lump 
of soap; the player who is forced to eat 
this square loses. The red arrows in the 
illustration at the right show the moves 
in a hypothetical game played by Wun 
and Too with a 4-by-4 chocolate bar (a 
square divided into 16 smaller squares). 
In this game. Too makes a bad mistake 
on his first move and loses a game that 


he should have won. The gray arrows 
show all the other moves that could have 
been made instead. This diagram is the 
game tree for 4-by-4 Yucky Chocolate. 

A winning strategy is a sequence of 
moves that results in victory no matter 
what moves the opponent makes. Strat¬ 
egy theory for “finite” games—ones that 
can’t continue forever and in which 
draws are impossible—relies on two sim¬ 
ple principles: a position is a winning 


one if you can make some move that 
places your opponent in a losing posi¬ 
tion, and a position is a losing one if ev¬ 
ery move you can make places your op¬ 
ponent in a winning position. The logic 
here may seem circular, but it’s not. I’ll 
use these two principles to find a win¬ 
ning strategy for 4-by-4 Yucky Choco¬ 
late. The trick is to start from the end of 


the game and work backward—a pro¬ 
cess called “pruning the game tree.” 

Yucky Chocolate ends when one of 
the players is forced to eat the upper 
left square. If, after several rounds of 
breaking, a player winds up with a rect¬ 
angular piece of chocolate consisting of 
the upper left corner and one or more 
squares in the top row, the player is in a 
winning position: he can break off the 
other squares and leave the soap to his 
opponent. Similarly, a player is in a win¬ 
ning position if left with a rectangular 
piece consisting of the upper left comer 


and one or more squares in the column 
below it. in the game tree, each of these 
positions has a gray arrow leading di¬ 
rectly to the final position. 

What if a player is left with a square 
piece of chocolate containing the upper 
left corner and the three adjacent 
squares? As the game tree shows, this 
position is a losing one because the only 
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GAME TREE 

for 4-by-4 Yucky Chocolate shows a hypothetical game between 
two players (red arrows) and all the other possible moves. 
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IN THE GAME Of CHOMP 
the second player's winning strategy 
(a and b) can always be accomplished 
in the first move (c), 

moves the player can make at this point 
will leave the opposing player in a win¬ 
ning position. This in turn implies that 
all the positions leading directly to the 
square piece of chocolate are winning 
positions. Working backward in this 
manner, we can deduce a pattern: a play¬ 
er is in a losing position when he is left 
with a square piece of any size but is in 
a winning position when left with a rec¬ 
tangular—but not square—piece of choc¬ 
olate, The game of Yucky Chocolate 
has this pattern because any rectangular 
piece can be converted to a square piece 
in a single break—and breaking a square 
piece will always leave a rectangular 
piece for one’s opponent. 

Thus, given optimal strategy, the play¬ 
er who takes the first turn in 4-by-4 
Yucky Chocolate will always lose. The 
second player will win by repeatedly 
breaking the rectangular pieces of choc¬ 
olate into ever smaller squares, (In the 
hypothetical game. Too lost because he 
didn’t follow this strategy,) But in the 4- 
by-5 game or the 3-by-5 game, or in any 
game that starts with a piece of choco¬ 
late that is not square, the first player 
should always win. Yucky Chocolate is 
a dream game no matter how big the 
bar of chocolate is. 

In principle, this procedure can be 
applied to any finite game to determine 
the winning strategy. The “root” of the 
game tree is the opening position, and 
the “twigs” are the final positions. Be¬ 
cause we know the win/lose status of the 
final positions, we can work backward 
along the branches of the game tree, de¬ 
termining whether any given position is 
a winning or losing one. By assump¬ 
tion, the game tree is finite, so eventual¬ 
ly we reach the root of the tree—the 
opening position. If this position is a 
winning one, the first player can always 
win by repeatedly maneuvering the sec¬ 
ond player into losing positions. But if 
the opening position is a losing one, the 
second player can always win. Unfortu¬ 


nately, pruning the game tree can be¬ 
come quite difficult if the tree is large. 
And because the game tree includes all 
possible positions and lines of play, even 
a simple game can have a huge tree. 

The game of Chomp has almost the 
same rules as Yucky Chocolate, but 
pruning Chomp’s game tree rapidly be¬ 
comes impossible—and where pruning 
is possible, it does not reveal any pattern 
that could lead to a simple winning strat> 
egy. Chomp was invented by David Gale, 
a mathematician at the University of Cal¬ 
ifornia at Berkeley, and is described in 
his new book. Automatic Ant: And Oth¬ 
er Mathematical Explorations (Spring¬ 
er-Verlag, 1998), Gale describes Chomp 
using a rectangular array of cookies, but 
FI) stick with chocolate. As with Yucky 
Chocolate, the goal of Chomp is to force 
one’s opponent to ear the soapy piece in 
the upper left corner of the chocolate 
bar. But in Chomp a player can break 
the bar in a greater variety of ways. Spe¬ 
cifically, a player chooses one of the 
component squares and breaks off the 
chunk that includes it and all the 
squares to the right of and below it [see 
illustration at above left]. 

There is a neat proof that for any size 
of bar other than 1 -by-1, Chomp is a 
win for Wun, the first player. Suppose, 
to the contrary, that Too has a winning 
strategy, Wun then begins the game by 
removing the square in the lower right 
comer. This cannot leave Too in a losing 
position, because we are assuming that 
the opening position is a loser for Wun. 
So Too can play a winning move, such 
as the move shown in the illustration, to 
leave Wun in a losing position. But Wun 
could have played die same move at the 
start of the game! This contradicts the 
assumption that Too has a winning strat¬ 
egy, so that assumption must he false. 
Therefore, Wun has a winning strategy. 
Proofs of this kind are called strategy 
stealing. The irony of this proof, when 
it works, is that it offers no clue to what 
Wun’s winning strategy should be! 

For Chomp, winning strategies are 
known only in a few simple cases. In the 
2-by-n (or rc-by-2) case, Wun can always 
put Too in a losing position by leaving 
him with a 2-by-n rectangle minus a 
single comer square [see illustration at 
above right]. In the n-by-n case—any 
square bar of chocolate—Wun can win 
by removing everything except an L- 
shaped edge. In succeeding turns, Wun 


a 



FIRST PLAYER WINS 
in 2-by-n (a), n-by-n (b) and 
3-by-5 (c) Chomp — but the second 
player should always win 2-by-**> 
Chomp (d and e), 

copies whatever moves Too makes, but 
reflected in the diagonal. A few other cas¬ 
es are known: for example, in 3-by-5 
Chomp the winning move for Wun is re¬ 
moving the two squares at the right end 
of the bottom row. The winning move 
need not be unique: in the 6-by-13 game 
there are two different winning moves. 

Chomp can also be played with an 
infinitely large chocolate bar—in which 
case, paradoxically, it remains a finite 
game, because after a finite number of 
moves only a finite portion of the bar 
remains. But with an infinite bar, Too 
can sometimes win. This happens, for 
example, with the 2-by - 00 bar. (In this 
case, 00 means the entire set of positive 
integers,) Whatever Wun does in the first 
move, in the second move Too can leave 
Wun with a 2-by-tf rectangle minus a 
single corner square—which we already 
know is a losing position. Chomp can 
also be played on a doubly infinite array, 
or in three or more dimensions. On the 
whole, little is known about winning 
strategies for these generalizations. S3 
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REVIEWS AND COMMENTARIES 


THE PARADOX OF GENDER 

Review by Carol Tavris 

The Two Sexes: Growing up Apart, Coining Together 
BY ELEANOR E. MACCOBY 

Belknap Press of Harvard University Press, Cambridge, Mass., 1998 ($39,95) 


T alking about sex differences is 
America’s second favorite in¬ 
door sport, (The first is prac¬ 
ticing them,) Women wonder why little 
boys love guns, dump trucks and ro¬ 
bots, why men hog the remote and why 
their husbands don’t talk about their 
feelings. Men wonder why women talk 
so much about feelings and don’t just get 
on with it. May he, we privately think, 
scientists really will one day discover a 
techno-gizmo gene on the Y chromo¬ 
some and a recessive verbo-blather gene 
on the X. 

Everyone is fascinated by sex differ¬ 
ences, and that’s the problem for re¬ 
searchers who study them. More than 
any other topic of inquiry, we live this 
one—in our beds, boardrooms, play¬ 
grounds, kitchens—so we all have our 
favorite theories that fit our experiences 
and prejudices. Scientists, though, must 
confront what they call “the paradox 
of gender”: the fact that while they are 
rummaging around in their laboratories 
trying to find sex differences and locate 
their origins, in the outside world sex 
differences rise and fall (so to speak) as 
rapidly as hemlines and stock prices. 

A mere 40 years ago, for example, 
who could have predicted the blurring 
of gender rules and roles we see now? 
What would Gzzie and Harriet have 
made of basketball star Dennis Rod- 
man, sashaying around in outfits appro¬ 
priate for several different genders; the 
growing political activism of transsexu¬ 
als, intersexuals and bisexuals; sex chat 
rooms on the Internet; hard-muscled 
women running marathons; and soft¬ 
hearted men changing babies’ diapers? 

In The Two Sexes t Eleanor E. Mac- 
coby, professor emerita of psychology 
at Stanford University and a member of 
the National Academy of Sciences, has 
taken a terrific stab at the paradox of 
gender. The most important theme of 


her book is that the behavior we attrib¬ 
ute to gender is not a matter of individ¬ 
ual personality; it is an emergent prop¬ 
erty of relationships and groups. What 
people say, what they do and how they 
speak with members of their own sex 
differ considerably from how they be¬ 
have when the other sex is around. 
Maccoby threw a hand grenade into 
her field of developmental psychology 
years ago when she showed that gender 
differences in children couldn’t be ac¬ 
counted for by personality 
traits but rather by the gen¬ 
der composition of a group. 

Little girls aren’t “passive” 
as some ingrained quality, 
for example; they are pas¬ 
sive only when boys are 
present. 

This approach shows 
why traditional efforts to 
measure sex differences in 
terms of individual traits 
or abilities (empathy, vani¬ 
ty, SLibmissiveness, intelli¬ 
gence, math abilities and 
so forth) are fruitless and 
become quickly dated. Sex 
differences that show up in 
any study tend to be arti¬ 
facts of education, power, 
the immediate social con¬ 
text and the historical mo¬ 
ment, which is why they 
wax and wane with the 
times. For example, “female intuition” 
about other people is actually subordi¬ 
nate’s intuition: both sexes are equally 
intuitive when they have to read a su¬ 
perior’s mood, nonverbal signals or 
intentions—and equally thick-headed, 
when they are the bosses, about their 
subordinates’ feelings. 

Maccoby sets out to explain the great 
mystery of gender development: the vir¬ 
tually universal existence of gender seg¬ 


regation among children, which remains 
impervious to the best efforts of egalitar¬ 
ian-minded parents and teachers. Boys 
and girls will play together if adults re¬ 
quire them to, although it’s often “side- 
by-side” play, in which each does his or 
her own thing, but given their druthers, 
children self-segregate. The result, Mac¬ 
coby argues, is the emergence of a “girls’ 
culture” and a “boys’ culture” that are 
strikingly different in play styles, toy 
preferences and ways of interacting. 
Before long, as with any two nations, 
schools or ethnic groups, boys and girls 
identify with their owe in-group, they 
stereotype and disparage members of 
the out-group, and they misunderstand 
or feel uncomfortable with the other 
group’s ways of doing things. 

The most puzzling fact about the two 
cultures of gender, however, is their 



IN CHILDHOOD , BOYS AND GIRLS 
often establish two separate "cultures” that reflect 
their different play preferences ... 


asymmetry. Boys’ groups, Maccoby 
shows, are “more cohesive than girls’ 
groups: more sexist, more exclusionary, 
more vigilant about gender-bound ary 
violations by their members, and more 
separate from adult culture.” Through¬ 
out childhood, as throughout life, there 
are fewer penalties for girls who en¬ 
croach on boys’ turf and who like to do 
boy things than for boys who venrure 
onto girls’ territory. 
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And so the great question is: Why? 
Why are children, in the words of soci¬ 
ologist John H. Gagnon, the Gender 
Police, enforcing rigid stereotypes that 
many of their parents have long dis¬ 
carded? Why do they behave different¬ 
ly with their own sex than with the oth¬ 
er? And what, if anything, is the Link 
between childhood and adulthood, con¬ 
sidering how many members of the 


Gender Police eventually become gen¬ 
der criminals, breaking as many gender 
rules as they can, or gender revolution¬ 
aries, trying to rewrite the rules alto¬ 
gether? Maccoby’s answers are both 
timely and old-fashioned, falling square¬ 
ly between two antithetical trends in the 
current study of gender. 

Opposite or Other? 

O ne, the oldest empirical tradition, 
takes an essentialist approach. Es- 
sentiaiists regard a gender-re la ted atti¬ 
tude, trait or behavior as being some¬ 
thing embedded in the person—internal, 
persistent, consistent across situations 
and time—and thus they tend to regard 
the sexes as “opposites”: men are ag¬ 
gressive, women pacifistic; men are ra¬ 
tional, women emotional. The most ex¬ 
treme version of essentialism is repre¬ 
sented by pop-psychologist John Gray, 
who thinks men are from Mars and 
women are from Venus. But here on 
Earth all kinds of other notions of in¬ 
herent sexual opposition are widespread. 


Forjungians and psychoanalysts, men 
and women are guided by opposite ar¬ 
chetypes and unconscious dynamics. 
For some feminist psychologists, men 
and women have inherently different 
ways of knowing, ways of speaking, 
ways of moral reasoning and the like. 
For neuroscientists, men’s and women’s 
brains operate differently. For sociobi- 
oJogists, male promiscuity and female 
monogamy are opposite, 
hard-wired reproductive 
strategies. (When sociobi¬ 
ologists learned that the 
males of many species are 
nurruram and monoga¬ 
mous and the females of 
most species are promis¬ 
cuous, they reconn o ne re d 
and decided that these re¬ 
productive strategies too 
are adaptive.) 

In contrast, researchers 
who take a social con¬ 
structionist approach vig¬ 
orously dispute all forms 
of essentialism. Social 
constructionists hold that 
there is no “essence” of 
masculinity and feminini¬ 
ty, for these concepts and 
labels are endlessly chang¬ 
ing, constructed from the 
eye of the observer and from the histor¬ 
ical and economic conditions of our 
lives. “Opposition,” for example, is a 
social construction, not an empirical re¬ 
ality; it is a stereotype that blinds us to 
the greater evidence of gender similari¬ 
ty. Are men rational? Sure, except in 
love, war and sporting events. Are 
women unaggressive? Sure, unless you 
define “aggressiveness” as the intention 
to harm another, in which case they 
don’t differ from men. Constructionists 
regard gender as a performance, not an 
attribute. People don’t have a gender, 
they do gender, which is why their be¬ 
havior changes so much depending on 
the situation. A teenage hoy may “do” 
masculine when he’s with a pack of his 
male friends but “do” feminine by ten¬ 
derly caring for his baby brother (if his 
friends aren’t watching). 

For the constructionists, therefore, 
the really interesting news about gen¬ 
der lies not in the traditional opposi¬ 
tional categories hut in the increasingly 
diverse and growing numbers of people 
who aren’t conforming to the categories 


BUT IN ADULTHOOD, 
most men and women become ^bilingual. ” 


at all. Even to the fundamental cate¬ 
gories of male and female: biologists 
such as Anne Fausto-Sterling and oth¬ 
ers have shown that human dimorph¬ 
ism is neither as obvious nor as univer¬ 
sal as most people believe. The number 
of “intersexed” infants born with 
anatomical, hormonal or genotypic 
ambiguities is about 2 percent of all live 
births—a small percentage, hut many 
thousands of individuals. Recent books 
in this genre include Suzanne J. Kessler’s 
Lessons from the Intersexed , Marianne 
van den Wijngaard’s Reinventing the 
Sexes and Alice D. Dreger’s Hermaphro¬ 
dites and the Medical Invention of Sex. 

Maccoby, calling her book “The Two 
Sexes,” is not remotely interested in the 
“transgender” research that is revolu¬ 
tionizing gender studies; she finds the 
whole subject tangential to the question 
of male-female differences. Yet she also 
rejects biological reductionism and oth¬ 
er essentialist ideas of opposition. She 
refers always to the “other” sex, never 
the “opposite” sex; she never assumes 
that biology is the whole story, empha¬ 
sizing repeatedly that it interacts with 
experience and culture. For example, 
childhood sex segregation may be uni¬ 
versal, but it differs in form and degree 
depending on culture. Societies in which 
men clearly have higher status than 
women, Maccoby reports, are those in 
which boys make “the earliest and 
strongest efforts to distance themselves 
from women and girls—from their own 
mothers, as w f ell as from other females.” 

In the second part of her hook, Mac¬ 
coby reviews the voluminous research 
on biological factors, socialization prac¬ 
tices and cognitive processes that might 
explain the mystery of children’s self- 
segregation. Many of the findings here 
are fascinating. For instance, sex segre¬ 
gation does not originate because boys 
have a greater “activity level,” as com¬ 
monly believed. In fact, boys aren’t more 
physically active than girls when children 
are playing on their own. But when boys 
play with other boys, they become more 
excited and aroused than girls do and 
by different things: threats, challenges 
and competition. High rates of male ac¬ 
tivity are a consequence of male-male 
play, not a cause. Besides, activity levels 
decline from ages four to six, when gen¬ 
der segregation steadily increases. 

Maccoby, a scrupulous scientist, gives 
us a state-of-the-art review of the re- 
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search, nor a cohesive argument de¬ 
signed to support a thesis. In this age of 
simplistic pop-psych overgeneraiiza- 
tions, her caution and scholarly rigor 
are refreshing. Yet readers may occa¬ 
sionally get lost in the dense thickets of 
evidence for and against each line of 
explanation. I felt I was eating many 
delicious raisins while being denied the 
satisfaction of a whole piece of cake. 

The third section of the hook, in 
which Maccoby examines the links be¬ 
tween childhood and adulthood, is the 
weakest, perhaps because of her own 
ambivalence. On the one hand, she ar¬ 
gues that the gender segregation estab¬ 
lished in childhood and the asymmetrical 
cultural differences that result from it 
persist in many adult contexts, including 
the workforce and men's and women’s 
habits, preferences and disputes. Many 


men don't listen to their wives, Maccoby 
suggests, for the same reason diat little 
hoys refuse to be influenced by little girls. 

On the other hand, she subtitles her 
book “Growing up Apart, Coming To¬ 
gether” which accurately reflects the fact 
diat vast changes in men's and women’s 
relationships have occurred “in spite of, 
rather than because of, the way boys 
and girls are socialized by their par¬ 
ents”—and in spite of, I might add, sex 
differences in hormones or alleged brain 
function. Among adults, circumstances 
and experiences supersede the matura¬ 
tional pull of genes and hormones and 
even the socializing pull of parental in¬ 
struction. That is why a random group 
of 50-year-olds is more diverse than a 
group of five-year-olds and why adults 
today find themselves doing things they 
once would never have imagined for 


themselves. And it’s why Maccoby’s 
generalizations about adults seem flat 
and stereotypic (although certainly they 
have an element of truth), in contrast 
to her brilliant portrayal of children. 

The war between essentialists and con¬ 
structionists is bound to continue, and 
this book will provide ammunition for 
both sides. But perhaps the war between 
men and women will find a lasting truce 
if, as Maccoby hopes, we understand 
that men and women don't have to be 
the same in order to be equal—in oppor¬ 
tunities, income or love. 

CA.RGL TAVRIS is a social psychol¬ 
ogist who writes frequently on the be¬ 
havioral sciences. She is author of The 
Mismeasure of Woman and co-author 
of two textbooks. Psychology and Psy¬ 
chology in Perspective. 
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maxwell’s demon: why warmth 

DISPERSES AND TIME PASSES, HatlS 
Christian von Baeyer, Random House, 
New York, 1998 ($25). 

Simple questions, von Baeyer points out, 
often lead to profound insights. “What is 
warmth?” is one such question, and the 
efforts of many curious people to answer 
it have built the science of thermodynam¬ 
ics, Those efforts comprise von Raeyer’s 
story. He describes felicitously and lucidly 
the laws of thermodynamics, entropy, the 
dissipation of energy and time’s arrow, 
providing along the way little-known de¬ 
tails about the lives of the famous and not 
so famous pioneers of the field: Benjamin 
Thompson (Count Rumford), Sadi Car¬ 
not, Robert Mayer, James joule, Hermann 
von Helmholtz, Rudolf Clausius, William 
Thomson (Lord Kelvin), James Clerk 
Maxwell and Ludwig Boltzmann. Their 
work moves von Baeyer to put in his own 
words a concept stated by physicist Ger¬ 
ald Holton: “A few simple themes—un¬ 
spoken assumptions and intuitively held 
prejudices that originate outside science— 
underlie all scientific thought." 

GEONS, BLACK HOLES AND QUAN¬ 
TUM FOAM: A LIFE IN PHYSICS. John 
Archibald Wheeler with Kenneth Ford, 
W. W. Norton and Company, New York, 
1998 ($27.95). 

Wheeler, an eminent Princeton physi¬ 
cist, is the originator of the first and third 
terms in this book's title and the man who 
gave the second its push into the lan¬ 
guage. They reflect the breadth of his in¬ 


terests and accomplishments in physics. 
“Geon” incorporates g for “gravity,” e for 
“electromagnetism” and -on as the word 
root for “particle” and identifies a “hypo¬ 
thetical entity, a gravitating body made 
entirely of electromagnetic fields.” A voice 
from the audience at a talk Wheeler gave 
in 1967 suggested “black hole” as a name 
for what he had discontentedly called a 
“gravitationally completely collapsed ob¬ 
ject.” He immediately recognized the term’s 
felicity and adopted it. At another time, 
pondering gravitation and general relativ¬ 
ity, he found himself “forced to invent the 
idea of ‘quantum foam,’ made up not 
merely of particles popping into and out 
of existence without limit, but of space- 
time itself churned into a lather of distort¬ 
ed geometry.” Wheeler describes these 
and many other concepts in physics with 
characteristic clarity and salts his talc with 
many fine anecdotes about his encounters 
with other famous physicists, Lyndon 
Johnson and American railroads. 

LOOKING FOR EARTHS: THE RACE 
TO FIND NEW SOLAR SYSTEMS. Alan 
Boss. John Wiley &C Sons, New York, 
1998 ($27.95). 

It is a riveting question: Are there other 
Earths, bearing life in some form? Earlier 
the question was. Arc there other planets 
outside the solar system? A flurry of dis¬ 
coveries over the past three years has pro¬ 
vided the answer to that one: yes. Boss 
traces the story chronologically, telling it 
from the viewpoint of an astrophysicist 
and incidentally providing a rewarding 


account of how astronomers and astro¬ 
physicists do their work. Now, he says, we 
are in a new era, “in which we will discov¬ 
er many planetary systems circling stars in 
our neighborhood of the galaxy, systems 
containing Earth-like planers capable of 
supporting life.” 

THE THERMAL WARRIORS: STRATE¬ 
GIES OF INSECT SURVIVAL, Bernd 
Heinrich, Harvard University Press, 
Cambridge, Mass,, 1996 ($27). 



“For insects ... the struggle to keep body 
temperature within an acceptable range is 
constant,” Heinrich writes, “and often it 
is a matter of life or death. Each insect is a 
‘thermal warrior’ in a contest with its pred¬ 
ators and competitors in the context of its 
physical environment.” Heinrich tells of 
this struggle as it affects insects, from a 
glacier-dwelling midge to a variety of bees, 
ants, moths and termites. He writes with 
an unflagging sense of wonder at what in¬ 
sects can accomplish. 

THE LAST RECREATIONS: HYDRAS, 
EGGS AND OTHER MATHEMATICAL 
mystifications. Martin Gardner, 
Copernicus, New York, 1997 ($25). 

Gardner; who conducted the immensely 
popular Mathematical Games department 
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of this magazine from 1956 to 1981, pre¬ 
sents here his 15th and final (he says) col¬ 
lection of those columns. There are 23 of 
them, culled from his last seven years of 
writing for the magazine. They deal with 
such engaging topics as “The Wonders of 
a Planiverse,” “Bulgarian Solitaire and 
Other Seemingly Endless Tasks,” “M-Pire 
Maps/' “The Monster and Other Sporad¬ 
ic Groups” and “Taxicab Geometry/ 1 As 
in previous col lections, Gardner brings his 
topics up-to-date and includes some of the 
letters from readers that his beguiling 
problems brought forth. 

THE MAN WHO LOVED ONLY NUM¬ 
BERS; THE STORY OF PAUL ERDOS 
AND THE SEARCH FOR MATHEMATI¬ 
CAL TRUTH. Paul Hoffman, Hyperion, 
New York, 1998 ($22,95), 

The peripatetic Hungarian mathema¬ 
tician Paul Erdos 
(1913-1996) was re¬ 
nowned for his al¬ 
most total concen¬ 
tration on his work, 
Hoffman describes 
him as “a mathe¬ 
matical monk” who 
renounced physical 
pleasure and materi¬ 
al possessions for an 
ascetic, contempla¬ 
tive life, a life devot¬ 
ed to uncovering 
mathematical truth. 
This he did in 1,475 papers that he wrote 
or co-authored with 485 collaborators— 
more than any other mathematician has 
produced and a landmark that has given 
rise to the cherished “Erdos number.” An 
Erdos co-author’s number is \ ; a mathe¬ 
matician who has published with some¬ 
one who was an Erdos co-author is a 2, 
and so on in widening circles to infinity 
for everyone who has never written a 
mathematical paper. Hoffman is among 
those at infinity, but he describes Erdos’s 
life and eccentricities engagingly and deals 
comprehensively with the great man’s 
mathematical work. 

SILENT THUNDER; IN THE PRESENCE 
OF ELEPHANTS, Katy Payne, Simon & 
Schuster; New York, 1998 ($25), 

Acoustic biology is Payne’s field. In ear¬ 
lier studies, she learned that great fin and 
blue whales communicate by infrasound. 
One day, standing outside a cage in the 
elephant house at Washington Park Zoo in 
Portland, Ore., she felt a silent thunder— 
a throbbing that seemed to be associated 
with what the elephants were doing. A 
question struck her: “Were the elephants 
calling to each other in infrasound?” With 
tape recordings at the zoo and from field 


studies in Africa, she established that in¬ 
frasound is a component of elephant com¬ 
munication, particularly over long dis¬ 
tances, Payne’s chatty tale embraces not 
only the science of her work but also her 
emotional involvement with her subjects, 
which leads her to vent her distress at the 
culling and poaching of elephants in 
Africa for the ivory trade. She pleads for a 
different approach: to “harvest the ivory 
without harvesting the elephants,” 

PATHS OF FIRE: AN ANTHROPOLO¬ 
GIST’S INQUIRY INTO WESTERN 
technology. Robert McC Adams. 
Princeton University Press, Princeton, 
N.J., 1996 ($29.95). 

Anthropology is the study of human ac¬ 
tivity, and technology is an advanced em¬ 
bodiment of that activity. Adams, former 
secretary of the Smithsonian Institution, 
presents a scholarly study of the advance 
of Western technology, with emphasis on 
developments in Britain and the U.S. Be¬ 
yond tracing the history of Western tech¬ 
nology and its great rewards, he also 
points out that technological advance has 
entailed consequences such as pollution 
and the destruction of environmental re¬ 
sources and amenities, leading to the need 
to answer a difficult question: “What is 
an acceptable role for government moni¬ 
toring and regulation, which necessarily 
constrains, and sometimes can distort, the 
range of techno-economic choices?” 

LIFE: A NATURAL HISTORY OF THE 
FIRST FOUR BILLION YEARS OF LIFE 
ON earth. Richard Fortey. Alfred A, 
Knopf, New York, 1997 ($30), 

“The narrative of life requires a scale of 
thousands to millions of years, acting over 
a drama of more than 3,000 million years.” 
It is a grand narrative, told grandly by 
Fortey, a senior paleontologist at the Nat¬ 
ural History Museum in London. Draw¬ 
ing on a great breadth of knowledge, he 
flavors the narrative with illuminating and 
often surprising analogies and quotations 
from the likes of Pope, Swift and Yeats. 
His story takes life from the first single- 
celled organisms to prehistoric humans-— 
over “the vast tract of time after the Sun 
blazed into heat... and before humans 
started making pots, building ceremonial 
centres, and recording the details of their 
daily transactions on pottery slabs.” 

THE CAMEL’S NOSE; MEMOIRS OF A 

curious scientist. Knut Schmidt- 
Nielsen. Island Press /Shearwater Books, 
Washington, D.C., 1998 ($24.95). 

“It has been said,” Schmidt-Nielsen 
writes, “that the primary function of 
schools is to impart enough facts to make 
children stop asking questions. Some, with 


whom the schools do not succeed, be¬ 
come scientists.” Schmidt-Nielsen did and 
has had a prominent career in animal phys¬ 
iology. “The questions I have tried to an¬ 
swer have been very straightforward, per¬ 
haps even simple: Do marine birds drink 
sea water? How do camels in hot deserts 
manage for days without drinking?... 
How can snails find water and food in the 
most barren deserts? Can crab-eating frogs 
really survive m sea water?” Even that 
summary does not fully indicate the liveli¬ 
ness of his curiosity. In his travels to al¬ 
most everywhere, he made a point of eat¬ 
ing the local delicacies, and he reports that 
scorpion meat “had no pronounced fla¬ 
vor,” that sampling boiled locusts “was 
like eating tasteless shrimp without peeling 
them” and that durian, a foul-smelling 
tropical fruit that he tried in Bangkok, 
was “ wonderful” for him but merely “tol¬ 
erated” by his traveling companion. Dis¬ 
cussing die avalanche of papers and books 
faced by today’s workers in science, he 
says: “1 maintain that word of mouth is the 
most important aspect of scientific com¬ 
munication today, and in this sense we 
have returned to medieval conditions.” 


EYE IN THE SKY; THE STORY OF THE 
CORONA SPY SATELLITES, Edited by 
Dwayne A. Day, John M. Logsdon and 
Brian LatelL Smithsonian Institution Press, 
Washington, D.C., 1998 ($29,95). 

The cold war propelled the U.S. and the 
Soviet Union to stunning technological 
heights—both figuratively and literally. 
Among the most impressive—and most 
deeply concealed—of those achievements 
is satellite reconnaissance, on which the 
U.S. continues to spend billions of dollars 
every year. This book chronicles in satisfy¬ 
ing detail the origins of U.S, satellite re¬ 
connaissance by focusing on the pioneer¬ 
ing Corona program, under which some 
800,000 satellite images were made be¬ 
tween 1960 and 1972. U2 
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T he guinea pig, still a metaphor 
for any subject of experiment, 
is no longer a laboratory fix¬ 
ture. Molecular biology, built on the 
rock of DNA and its double helix, was 
realized largely out of the study of a 
humble, single-celled microorganism: a 
human symbiont, the colon bacterium 
Escherichia coli. Bacterial DNA is the 
purest quill of all, one molecular loop 
of code, all tape and no cassette. Five 
decades of attention have yielded a rich 
understanding of single-celled life. 

During most of those years, many bi¬ 
ology research labs hardly looked the 
part; they were austerely chemical, with 
plenty of glassware and circuitry but no 
animals or plants at all. The investiga¬ 
tors themselves were the main visible 
life-form, eagerly transferring precise 
droplets among bubbling tubes and 
dripping columns. Outsiders joked that 
soon M.I.T biology Ph.D.’s. wouldn't 
remember how to raise a white mouse 
or grow a green shoot—or even to tell 
the two apart. 

Single test tubes nurtured bacterial 
cells by the 100 million. In that crowd, 
such rarities as the nonlethal mutants, 
key to most genetic analysis, were there 
to be found. For study of rare forms, the 
creatures screened must be numerous, 
yet if a lab is to provide them they must 
be small in size and swift to multiply. 
Before World War 1, classical chromoso¬ 
mal genetics had set that standard firmly 
on fruit flies. No more! At M.I.T. and 
elsewhere, we have had the opportunity 
to enjoy enthusiastically guided visits to 
the grazing areas, greenhouses and 
ponds—over rooms, not acres, to be 
sure—where Today's biologists are raising 
new populations of mutant organisms. 
Their intensive study seeks to carry the 
triumph of molecular biofogy out to 
the world of multicellular life. 

The first of the novel organisms is a 
threadworm, gracile, crystal-clear, a mill- 
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WONDERS 

by Philip and Phylis Morrison 


Field Guide to the New Biology Lab 


imeter long; the second is a small weed; 
and the latest is a little striped freshwater 
aquarium fish. These amazing choices 
display the development of an individ¬ 
ual organism from egg to egg, as well as 
the past billion years of evolution—on¬ 
togeny and phylogeny both—right on 
the benches of a couple of hundred ex¬ 
citing labs worldwide. 

The threadworm is a tiny nematode; 
its manifold kin include human para¬ 
sites such as the hookworm, although 
the lab species is no parasite but an 
abundant, free-living predator of soil 
bacteria. Its diet in captivity is a satisfy¬ 
ing strain of E. coli, supplied as a living 
lawn on dishes of nutrient agar. There¬ 
on the transparent worms sinuous¬ 
ly bend and sway, grazing as you 
watch; the species is well named 
Caenorhabdytis elegans. The mi¬ 
croscope at high power shows 
every individual cell, as well as the 
store of eggs and sperm. Under Low 
power you can watch many worms; in 
a few days most elegans mature after 
four moltings into hermaphrodite adults. 
Forming both eggs and sperm, they each 
will lay and fertilize about 300 eggs dur¬ 
ing three days at (English) room tem¬ 
perature and continue living for weeks 
if fed, but with no more cell divisions. 

I n 1963 the far-seeing Sydney Brenner 
selected C. elegans as the creature to 
lead the way from microbes to multi¬ 
cellular development: “We propose to 
identify every cell in the worm.” It has 
no blood cells, no immune cells, no cells 
that circulate at all. Each cell and the 
fate of every lineage are now mapped, a 
total of 959, plus the germ cells. Another 
131 cells are programmed to die along 
the way. For instance, when two cells 
develop, either is able to form part of 
the tail of a male worm, but only the 
one better placed to function survives. 
Cells can be extirpated one by one 




with a laser “scalpel,” the ultimate in 
dissecting tools. The worm has been 
mapped through 20,000 gossamer slices 
viewed under the electron microscope. 
Every neuron path was traced to com¬ 
plete the writing diagram of the nervous 
system, just 302 cells made up into 118 
types of elaborately linked neurons, each 
with its proper chemical neurotrans- 
mitters, mostly the same as those of hu¬ 
mans. The larvae are easily bathed in 
mutagen, bred, sometimes even crossed, 


We saw mature zebra fish 
transformed—their dark stripes 
transverse instead of lengthwise! 


and the desired odd progeny stored 
indefinitely in cryogenic refrigerators. 
For decades, it has been the genes that 
attract most workers: 150 feet of paper 
stretch out of the lab and down the hall, 
the growing map of the C. elegans ge¬ 
nome, six chromosomes spelled out in 
base pairs. Although gaps still exist, this 
year the work will be complete; 100 mil¬ 
lion base pairs should encode the entire 
worm. To turn this coded manuscript 
into a functional map of genes is the ur¬ 
gent task. Right now the physical map 
of base pairs is being studied worldwide, 
as much over the Lntemet as in any single 
lab. Clues to its meaning reside in plau¬ 
sible matches to DNA sequences found 
in more sporadic work on other worms 
but also to sequences in yeasts, fruit flies 
and mice; human analogues are not 
rare. DNA is taken from mutant worms 
whose “defect” has been cured by inser¬ 
tions of trial alien genes, and matching 
fragments are then tested, even synthe- 
Continued on page 101 
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CONNECTIONS 

by James Burke 

Does This Take You Back? 


% isease: nostalgia. Symptom: 
a an irrepressible desire to go 
JL— s* home.’ 1 That plaintive entry 
caught my eye recently while I was 
noodling through a dusty history of 
quackery that was otherwise so dull it 
would cure your insomnia. The line oc¬ 
curred in the section devoted to nosolo¬ 
gy, the classification of disease by symp¬ 
toms, a rave craze in the 18th-century 
medical world. 

Turns out that the top nosology ma- 
ven of the late 1760s lived in Scotland. 
Name of William Cullen, he was pro¬ 
fessor of the theory of medicine at the 
recently opened Edinburgh University 
Medical School and author, throughout 
a long and distinguished career, of one 
single underwhelming research paper 
on evaporating fluids. Back then, you 
didn’t perish if you didn’t publish. 

William Cullen’s star pupil (and the 
guy who would succeed him as prof) 
was Joseph Black, who was famous for 
at least three things. l ie always carried 
a green silk umbrella, he discovered la¬ 
tent heat and so was able to tell James 
Watt how to make his steam engine 
work, and he founded a dining club in 
Edinburgh known as the Oyster, This 
select nosherie was the regular elite-meet 
for most of the luminaries of the Scot¬ 
tish Renaissance (the Dictionary of Sci¬ 
entific Biography's phrase, not mine). 
Among those to be heard enlightening 
the world over the seafood each week 
were economist Adam Smith and a 
now ha If-forgotten expert on the circu¬ 
latory system (and friend of Black), 
James Hutton, 

I suppose Hutton was a great exam¬ 
ple of the Scottish Renaissance man the 
DSfJ had in mind. He studied humani¬ 
ties, physics, geography, law, medicine 
and chemistry and qualified as a doc¬ 
tor. Then, in the manner of such eclectic 
people, he became a farmer. Why not? 
It may have been his consequent land- 


owner’s interest in rocks and soil that 
got him into geology. In 1764 he began 
a series of trips to stonier parts of the 
British Isles, tapping and chipping away. 
The chief object of his attentions tend¬ 
ed to be basalt, because of the sundry 
explanations available at the time re¬ 
garding the formation of the earth. Hut¬ 
ton was most attached to the molten- 
interior, liquid-granite hypothesis. 

Well, all the hammering must have 
been really productive, because in 1785 
Hutton penned the outline of a modest 
work, eventually published under the 
modest title of Theory of the Earth, and 
blew everybody away with his descrip¬ 
tion of a great, cyclical process: land 

Back then, you didn't perish 
if you didn't publish. 

degradation by erosion, resultant depos¬ 
its washed into the sea, sedimentary lay¬ 
ers settling over millions of years, ulti¬ 
mately to be thrown up again, to be 
eroded once more and so on. And, as 
1 lutton said, if this process had taken 
as long in the past as it seemed to take 
in the modern world, then the planet 
was humongously ancient, never mind 
the Bible. It would he this particular bit 
of Hutton’s geologic uniformitarianism 
(the fancy name for his theory) that 
would in time inspire Darwin. 

Hutton was accompanied on some of 
his peregrinations by another Edinburgh 
pal, John Clerk, also an Oyster member 
and amateur rockhound. Clerk goes 
down in history for his “Essay on Na¬ 
val Tactics,” reputed to have inspired 
Admiral Horatio Nelson to victory on 
the Victory,i Clerk’s other notable feat 
was to marry the sister of Robert Adam, 
one of the hottest architects in 18th- 
century Britain. You wanted a scram¬ 
bled hash of oh-so-chic neoclassical bits 
and pieces all over your interiors, you 





called Robert, who would transform 
your crumbling pile into instant pseu¬ 
do-Greco- Roman for only an arm and 
a leg. One of bis more fastidious imita¬ 
tors was a cabinetmaker and furniture 
fiend named George I lepplewhite, who 
added simplicity and elegance to some 
of Adam’s more extravagant chairs and 
in 1788 came out with his own best-sell¬ 
ing Cabinet-Maker and Upholsterers 
Guide, whose designs were to he often 
copied (in America) but rarely acknowl¬ 
edged (in England). 

H epplewhite’s guide included in¬ 
structions for japanning mahog¬ 
any. Japan lacquer (so called because in 
the 17th century, when lacquer arrived 
in the West from China, nobody knew 
the difference between one place and the 
other) had become so popular among 
European royals that you needed a 
king’s ransom to buy some. The Chinese 
wouldn’t reveal the secret of lacquer 
manufacture, so buyers rook a real shel¬ 
lacking, Till 1732, when Thomas All¬ 
good, in the Welsh town of Pontypool, 
came up with a new kind of lacquer, 
which became known as Pontypool Ja¬ 
pan. If you possess one of your great- 
great-grandmother’s tea caddies with 
Chinese figures on it, you know what I 
mean. The big advantage of Allgood’s 
mix of linseed oil, timber litharge, pitch 
and turpentine was that it was cheaper 
and more available than the real thing. 
It could also be put onto tin, which was 
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cheaper and more available than wood. 
If, that is, you knew how to make some¬ 
thing out of tin. For which you had to 
know how to roll sheets of iron. 

So guess where one of the best iron- 
rolling mills around at the time was? 
PontypooL At one point, one of the 
Allgood family worked for the mill’s 
owner, John Hanbury, who had devel¬ 
oped a technique for processing red-hot 
iron through several sets of rollers to 
make it extremely thin, whereupon it 
could be dipped in molten tin and 
shaped into utensils ready for Ponty- 
pool japanning. When Hanbury origi¬ 
nally set up his mill, the cutting edge in 
sliced sheet-iron manufacture was at 
Stjarnsund, Sweden, where an unsung 
genius named Christopher Polhem de¬ 
signed and built incredible water-pow¬ 
ered machines that would do anything 
you wanted to hot metal, Polhem had 
started out as a mining engineer, and his 
work would end up giving Sweden the 
reputation for expertise in metallurgy it 
still has today. Not much is known 
about Polhem, who got written up by a 
young admirer whose reputation then 
totally eclipsed his, because after the two 
of them had worked together on the 
Swedish Royal Board of Mines, the guy 
in question went on to what I suppose 
might be described as higher things, 

Emanuel Swedenborg (you're proba¬ 
bly there before me) was yet another 
polymath. He did humanities, geology, 
metallurgy, paleontology, flying ma¬ 
chines and submarines, started the first 
Swedish science journal and dabbled in 
astronomy. In 1745 he had an epiph- 
anous vision, in which God ordered 
him to dump science and technology in 
favor of the Bible and in doing so 
changed Swedenborg's life from that of 
propeller-head to that of prophet of his 
Church of the New Jerusalem. 

One American commentator on Swe¬ 
denborg was a journalist and business¬ 
man named John Bigelow, who in 1849 
became managing editor and part-own¬ 
er of the New York Evening Post. His 
co-owner at the Post was one of Amer¬ 
ica’s best-known Romantic poets, name 
of Bryant, who wrote about the woods 
and streams of his native Berks hires. 
All his life he wanted to return there. 
Not surprisingly, for such a nostalgic 
type, his first two names were William 
Cullen. Does that take you back ... to 
the beginning of this column? m 



SCIIEN CE IN PICTURES 

Mating Strategies 
of Spiders 




Wonders, continued from page 99 
sized, by recombinant DNA techniques. 

The stiff little weed Arabidopsis thalh 
am has been greening biology at MXT. 
and in many another lab, especially dur¬ 
ing the past five years. Its small size, 
facile growth, self-fertility and tens of 
thousands of tiny seeds per plant all 
commend it. But what has been won¬ 
derful is the discovery of how to trans¬ 
form its genome. Conventionally, one 
must prepare and transform a single 
plant cell, then let it mature in tissue 
culture, a tricky, months-long process. 
In contrast, an entire A. thaliana can 
merely be soaked in a culture of a cele¬ 
brated plant DNA vector, the crown gall 
bacterium, augmented by stretches of 
specifically cloned DNA that it will in¬ 
sert at random into host nuclei. High 
school students can do it. 

The plants grow under greenhouse 
lighting, hundreds in a small tray of soil, 
and the seeds are harvested. The trans¬ 
formed progeny-—each of them billions 
of cells—are screened by eye. It is excit¬ 
ing to see among 1,000 weeds a couple 
of dozen novelties, some dwarfed, some 
scrawny, some whose tiny flowers have 
strange petal counts, even a few that 
grow a pulpy ring of green tissue rather 
resembling their cabbage cousins. Genes 
can be roughly located on the physical 
map and new plants transformed to 
help fine-tune for the code particulars. 

The zebra fish, popular among aquar¬ 
ium enthusiasts, is the latest of the new 
guinea pigs at M.I.T.: we saw mature, 
silvery, centimeter-long fish transformed 
from the wild type, their dark stripes 
transverse instead of lengthwise! These 
are animals like ourselves, with blood, 
hone, brain, eyes and complex actions. 
The zebra fish is small and fast-devel¬ 
oping, but its eggs and embryos, all 
transparent, are open to microscopic 
study cell by cell, almost like a giant eh 
egans. The M.I.T. lab is preparing for 
4,000 new tanks in three roomfuls of 
fish stocks and their mutants. The pow¬ 
ers of recombinant DNA can now ex¬ 
tend scrutiny to a class of vertebrates. 

The vista here is wide: die universality 
of life on the earth. The dances of genes 
become plants and animals through a 
choreography we arc beginning to grasp. 
In its intricacy lies the combinatorial 
wealth of the living world, its modular 
patterns open to investigators of a spe¬ 
cies at once part of it and yet distinct. EH 
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WORKING KNOWLEDGE 


MOTION-PICTURE PROJECTORS 


by Ray E Boegner 
Senior Vice President, 
Ballantyne of Omaha 


I f you are like most people, the term 
“movie projector” probably con¬ 
jures up an image of a clattering 
piece of equipment in which film spools 
from one big reel to another. It is an en¬ 
during image* kept alive by scenes on 
television and in motion pictures them¬ 
selves—even though it is at least two de¬ 
cades out of date. 

Since the mid-1970s, almost all the 
projectors in theaters in developed coun¬ 
tries have used platters rather than reels 
to hold the film being run through the 
projector. These platter systems, invent¬ 
ed around 1970, have several major ad¬ 
vantages. One is that the film never needs 
to be rewound and is therefore subjected 
to much less stress. Film feeds from the 
center of one platter through the projec¬ 
tor and onto the other platter, where it 
coils around itself from the center of the 
platter tow T ard its outer edge. When the 
movie is ovei^ the projectionist need only 
switch platters before the next showing. 

Another advantage is that a platter can 
hold up to four and a half hours’ worth 
of film—7.4 kilometers (4.6 miles)—so 
essentially all films can be set up and then 
left to run until the closing credits. In 
contrast, reels can hold only a little over 
one hour's worth of film (about 1.8 kilo¬ 
meters). So the showing of any film 
longer than an hour requires two projec¬ 
tors and a projectionist to stand by and 
switch on the second projector as the 
film is running out in the first one. 

What made the platter system possible 
was the invention of the xenon lighrbulb 
by German engineers in the lace 1940s 
and its subsequent adaptation, in 1954, 
as a light source for use in movie projec¬ 
tors, Before xenon bulbs, movie-theater 
projectors used carbon-arc lamps. The 
carbon rods in these lamps were vapor¬ 
ized after about an hour and were 
changed when the projectionist switched 
to the second projector during a screen¬ 
ing, Thus, before xenon bulbs, which can 
last for 2,000 hours or more, there was 
little incentive to have a projector that 
could run for more than an hour. 
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TWO PROJECTORS can run a single film, enabling theater 

\ 



managers to show a blockbuster on two screens at once. ^— !? - —^ 

Sr 



An automation system synchronizes the projectors so that 




they start at the same instant and run at the exact same 
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speed, to ensure that the film does not tear. ** 
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PROJECTOR BULB costs between $500 
and $2,000, depending on wattage. Typ¬ 
ical power ratings are between 2,000 and 
4,000 watts, depending on the size of the 
theater; the most powerful bulbs are rat¬ 
ed at 7,000 watts. Several fans blow on 
the bulb and nearby aperture plate 
to dissipate the tremendous heat 
and prevent the bulb from blow¬ 
ing out inside the projector, which 
would damage it considerably. 

Bulbs work on basically the same 
principle as arc welders: di¬ 
rect current produces an arc 
of electricity up to a half a 
centimeter long. Surround¬ 
ing the arc are several atmo 
spheres of inert xenon gas, which keep 
the electrodes from being consumed. 


CATHODE 



ANODE 


MODERN MOTION PICTURE FILM is poly¬ 
ester-based and 35 millimeters wide. In 
addition to the picture seen, the film has 
printed on it one or more audio formats— 
only one of which is used at a time, de¬ 
pending on the type of sound head the 
motion-picture projector is equipped with 
and the type of audio-processing equip¬ 
ment the theater has installed. 



DOLBY SR (ANALOG) 

DOLBY DIGITAL SOUND 
SONY SDDS DIGITAL SOUND 
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POPULAR SOUND FORMATS are Dolby SR 
(analog), where dual tracks of analog au¬ 
dio information are printed on the film 
right next to the picture; Dolby Digital 
Sound, where the digital sound informa¬ 
tion is printed between the sprocket holes 
on the film; Sony SDDS Digital Sound, 
where the digital sound information is 
printed near both edges of the film and 
can produce up to etg ht d iscrete chan nels 
of sound; and DTS Digital Theater Sound, 
In which a proprietary time code (not 
shown) printed next to the analog track 
synchronizes with the film's digital sound 
track, which is stored on a CD-ROM. 
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